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Abstract. In this paper we describe a metamodel for access control
designed to take into account the requirements of distributed environ-
ments, where resources and access control policies may be distributed
across several sites. This distributed metamodel is an extension of the
category-based metamodel proposed in previous work, from which stan-
dard access control models (e.g. Mandatory and Discretionary access
control, Role-based access control, Event-based access control, etc.) can
be derived. The metamodel identifies essential notions that are common
to access control models, such as categorisation of entities, methods for
describing their properties and means for specifying permissions and au-
thorisations. Having a unified common semantics is very important in
access control policies where information needs to be shared, as in many
distributed applications. We use a declarative formalism in order to give
an operational semantics to the distributed metamodel. We then show
how properties of policies can be directly determined from standard re-
sults for the operational semantics of access request evaluation.
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1 Introduction and Background

The generalisation of the use of access control policies in distributed comput-
ing environments has increased the need for high-level declarative languages
that enable security administrators to specify a wide range of complex policies.
Moreover, given the complexities and scope involved, distributed applications
have increased the requirements for autonomously changing policies (they re-
quire dynamic and/or location-dependent policies).

Using a formal specification for defining access control models and policies
is particularly important in distributed contexts. The first attempts to develop
formal theories to define and validate security policies (see, for instance, [8]) have
used first-order theorem provers, purpose-built logics, or flow-analysis, but these
approaches have limitations (as discussed for instance in [19]). More recently,
rewriting techniques have been fruitfully exploited in the context of security
protocols (see [3]), security policies controlling information leakage (see [14]),
and access control policies (see [20, 6]). Along these lines, rewriting tools appear



to be very well adapted for providing a semantics for distributed access control
mechanisms. On one hand, security policies and protocols can conveniently be
specified as sets of rules, which can be formalised as a rewriting system (for
instance the Needham-Schroeder public key protocol, and policies for control
of information leakage, have been specified as rewrite systems [1, 14]). On the
other hand, rewrite systems provide a multiparadigm computation model: they
have been used as a semantics for logic programming languages (via unification
and narrowing [15]), for functional languages (via matching and reduction [17,
10, 11]) and they can express imperative and concurrent features (in-place up-
date [13], or a process calculus [18]). Thus, a rewrite-based framework with
access control mechanisms can be used to derive distributed logic, functional or
imperative programming languages. Moreover, the possibility to write policies
as sets of authorisation rules offers administrators more flexibility and simplicity
for writing and composing access control policies.

Over the last few years, a variety of access control models and languages
for access control policy specification have been developed, often motivated by
particular applications. We can mention the ANSI (hierarchical) role-based ac-
cess control (H-RBAC) model [16], further extended with time and location
constraints [9], the mandatory access control (MAC) model [4], the event-based
access control (DEBAC) model [6], etc. A unifying metamodel for access control,
which can be specialised for domain-specific applications, has been recently pro-
posed in [2]. This approach has advantages: for example, by identifying a core set
of principles of access control, one can abstract away many of the complexities
that are found in specific access control models; this, in turn, helps to simplify
the task of policy writing. A rewrite-based operational semantics for this meta-
model was described in [7], where the expressive power of the metamodel is also
demonstrated by showing that the above mentioned access control models can
be derived as specific instances of the metamodel.

2 Contributions and Motivations

Based on the work in [7], in this paper we define a category-based access control
metamodel for distributed environments, and provide a formal specification of
access control evaluation using a declarative framework.

A key aspect of our approach, following [2], is to focus attention on the notion
of a category. A category (a term which can, loosely speaking, be interpreted as
being synonymous with, for example, a sort, a class, a division, a domain) is
any of several fundamental and distinct classes to which entities or concepts
belong. We regard categories as a primitive concept and we view classic types
of groupings used in access control, like a role, a security clearance, a discrete
measure of trust, etc., as particular instances of the more general notion of
category.

Here we will adapt the idea of categorisation to a distributed setting, extend-
ing the work reported in [7]. In a system with dispersed resources, classifications
of entities may depend on the site to which the entity belongs. Moreover, per-



missions associated to categories of entities can refer locally to the site where the
category is defined. Therefore, we may want to use a distributed access control
evaluation method, in addition to the central one proposed in [7], or we may
want to combine the two. An algebraic functional framework for distributed
access control which permits the definition of centralised or distributed access
evaluation mechanisms has been proposed by the authors in [5] in the particu-
lar case of the event-based access control model DEBAC. We will show in this
paper that the techniques introduced in [5] can be adapted in order to extend
the category-based metamodel.

In the full paper, after recalling the background material on access control
models and term rewriting, we define the extension of the category-based meta-
model to deal in a uniform way with distributed systems where different access
control policies are maintained locally. We will then show that Distributed DE-
BAC can be derived as an instance of the distributed metamodel. Finally, we
show how properties of access control policies can be derived from standard
properties of the rewrite framework we use.

The rewrite-based specification that we describe enables access control poli-
cies to be defined in a declarative way and permits properties of access control
policies to be proven. Rule-based policy specifications have the advantage to be
concise, easy to maintain for security administrators, and easy to share with
users. Those advantages are in great part due to the high level of abstraction of
the languages used. Using rule-based languages in this setting ensures in partic-
ular an improved expressiveness and clean and unambiguous semantics. More-
over, the declarative nature of this kind of policy specifications enhance mod-
ularity, which is a crucial aspect when considering distributed security policies
developed independently by different departments, organisations or institutions.
Rewriting systems present many advantages as a specification tool: they have a
well-studied theory, with a wealth of results that can be applied to the analysis
of policies, and several rewrite-based programming languages are available (see,
e.g., Maude [12]).

Summarising, the main contributions of this paper are:

– a declarative, rewrite-based specification of a distributed access control meta-
model (extending [7] to incorporate the notion of site and policies distributed
across several sites);

– a formal operational semantics for access request evaluation, in centralised
as well as in distributed contexts where information is shared.

– the definition of Distributed-DEBAC as an instance of the distributed meta-
model, to demonstrate the expressive power of the metamodel.

– a technique to prove totality and consistency of access control policies, by
proving termination and confluence of the underlying term rewriting system.
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