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Abstract

In [LW10], Lewko and Waters presented a fully secure HIBE with short ciphertexts. In this
paper we show how to modify their construction to achieve anonymity. We prove the security
of our scheme under static (and generically secure) assumptions formulated in composite order
groups (of four primes).

1 Introduction

Identity-Based Encryption (IBE) was introduced by [Sha83]] to simplify the public-key infrastruc-
ture. An IBE is a public-key encryption scheme in which the public-key can be set to any string
interpreted as one’s identity. A central authority that holds the master secret key can produce a
secret key corresponding to a given identity. Anyone can then encrypt messages using the identity,
and only the owner of the corresponding secret key can decrypt the messages. First realizations of
IBE are due to [BFO3]] which makes use of bilinear groups and to [CocO1l] which uses quadratic
residues. Later, [HLO2]] introduced the more general concept of Hierarchical Identity-Based En-
cryption (HIBE) issuing a partial solution to it. An HIBE system is an IBE that allows delegation
of the keys in a hierarchical structure. To the top of the structure there is the central authority
that holds the master secret key, then several sub-authorities (or individual users) that hold dele-
gated keys which can be used to decrypt only the messages addressed to the organization which
the sub-authority belongs. Following these works, it followed interest in Anonymous IBE, where
the ciphertext does not leak the identity of the recipient. Such systems enjoy a very useful pri-
vacy mechanism of privacy and can be used to make search over encrypted data. Interpreting the
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identities as keywords, Anonymous IBE allows the encryptor to make the document searchable
by keywords, where the capabilities to search on particular keywords are delegated by a central
authority. Anonymous IBE can be used to build Public-key Encryption with Keyword Search
[BDOPO4]]. As noticed by [Boy03]], the first solution to Anonymous IBE was implicit in the paper
of [BFO3]] though the authors did not state it explicitly. The drawback of the IBE of [BFO3]] is that
its security proof uses the random oracle model. [CHKO3]] introduced a weaker notion of security
called selective-ID, where the attacker choose the identity to attack before it receives the public pa-
rameters. In this model [BWO06] described an Anonymous Hierarchical Identity-Based Encryption
system in the standard model. The first efficient IBE system with full security (non selective-ID) in
the standard model was described by [WatO5]]. [GHO9]] described a fully secure HIBE system, al-
though this system is based on a complicated assumption and security proof. [BBGOS] constructed
an HIBE system with short ciphertexts in the selective-ID model. [Wat09] introduced a proof
methodology called Dual System Encryption to prove the full-security of (H)IBE systems. His
construction of HIBE is based on simple and established Decision Linear assumption. Recently,
[LW10] use the previous methodology to construct the first fully secure HIBE system with short
ciphertexts improving the previous result of [BBGOS]]. The drawback of the latter construction is
that it is inherently non anonymous. [SKOSQ09] build an Anonymous HIBE but their security proof
is in the selective-ID model. We show that with an immediate modification to the HIBE of [LW10],
we can achieve the first fully secure Anonymous HIBE with short ciphertexts. Recently [LOS™10]
built a fully-secure hierarchical predicate encryption system which has as special case Anonymous
HIBE, but it has non-constant size ciphertexts and keys are larger than in our construction resulting
in a less efficient scheme when instantiated as HIBE. In [CHKP10] the authors constructed the first
Anonymous HIBE scheme based on hard lattice problems but the size of a ciphertext depends on
the depth of the hierarchy.

2 Model and security notions

2.1 Hierarchical Identity Based Encryption

A Hierarchical Identity Based Encryption scheme (henceforth abbreviated in HIBE) over an alpha-
bet X is a tuple of five efficient and probabilistic algorithms: (Setup, Encrypt, KeyGen, Decrypt,
Delegate).

Setup(lx, 1f ): takes as input security parameter A and maximum depth of an identity vector ¢ and
outputs public parameters Pk and master secret key Msk.

KeyGen(Msk,ID = (IDy,...,ID;)): takes as input master secret key Msk, identity vector ID € X/
with j < ¢ and outputs a private key Skip.

Delegate(Pk,ID,Skip,ID;1): takes as input public parameters Pk, secret key for identity vector
ID = (IDy,...,ID;) of depth j < ¢, ID;; € X and outputs a secret key for the depth j+ 1 identity
vector (IDyq,...,1D;,IDj41).

Encrypt(Pk,M,ID): takes as input public parameters Pk, message M and identity vector ID and
outputs a ciphertext Ct.



Decrypt(Pk, Ct, Sk): takes as input public parameters Pk, ciphertext Ct and secret key Sk and out-
puts the message M. We make the following obvious consistency requirement. Suppose ciphertext
Ct is obtained by running the Encrypt algorithm on public parameters Pk, message M and identity
ID and that Sk is a secret key identity ID obtained through a sequence of KeyGen and Delegate calls
using the same public parameters Pk. Then Decrypt returns M except with negligible probability.

2.2 Security definition

We give complete form of the security definition following [SWOS8]. Our security definition cap-
tures semantic security and ciphertext anonymity by means of the following game between an
adversary A4 and a challenger C.

Setup. The challenger C runs the Setup algorithm to generate public parameters Pk which it gives
to the adversary 4. We let S denote the set of private keys that the challenger has created but
not yet given to the adversary. At this point, S = 0.

Phase 1. 4 makes Create, Delegate, and Reveal key queries. To make a Create query, A4 specifies
an identity vector ID of depth j. In response, the C creates a key for this vector by calling
the key generation algorithm, and places this key in the set S. It only gives A4 a reference to
this key, not the key itself. To make a Delegate query, A4 specifies a key Skp in the set S and
IDj11 € X. In response, the C appends 1D to ID and makes a key for this new identity
by running the delegation algorithm on ID, Skip and ID ;. It adds this key to the set S and
again gives A4 only a reference to it, not the actual key. To make a Reveal query, A4 specifies
an element of the set S. C gives this key to 4 and removes it from the set S. We note that
A needs no longer make any delegation queries for this key because it can run delegation
algorithm on the revealed key for itself.

Challenge. 4 gives to C two pair message-identity (Mo, |Dg) and (M,1D7). The identity vector
must satisfy the property that no revealed identity in Phase 1 was a prefix of either IDjj or
*

ID}. 4 chooses random 3 € {0, 1} and encrypts Mg under ID3. C sends the ciphertext to the
adversary.

Phase 2. This is the same as Phase 1 with the added restriction that any revealed identity vector
must not be a prefix of either IDj or ID7.

Guess. The adversary must output a guess 8’ for . The advantage of an adversary A4 is defined
to be Prob[B’ = B] — 3.

Definition 2.1 An Anonymous Hierarchical Identity Based Encryption scheme is secure if all poly-
nomial time adversaries achieve at most a negligible (in \) advantage in the previous security
game.
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