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pfSense — Un firewall in 5 minuti
(God help us!)

Fausto Marcantoni
fausto.marcantoni@unicam i




“Tutto cio che non é espressamente permesso é vietato”
— Maggior sicurezza
— Piu difficile da gestire

“Tutto cio che non é espressamente vietato, & permesso”
— Minor sicurezza (porte aperte)
— Piu facile da gestire

Un firewall non si compra si prcaetia
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» pfSense in dettaglio
— Sito wwww
— Hardware
— Software
— Applicazioni embedded
— Installazione
— Configurazione
— Prestazioni (monitoring)

ort | Blog

loud Produd

Secure networks start here.™ With thousands of
enterprises using pfSense® software, it is rapidly
becoming the world’s most trusted open source
network security solution.
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Minimum Hardware Requirements

The minimum hardware requirements for pfSense® software on
hardware not sold by Netgate are:

*64-bit amd64 (x86-64) compatible CPU

*1GB or more RAM

8 GB or larger disk drive (SSD, HDD, etc)

*One or more compatible network interface cards

*Bootable USB drive or high capacity optical drive for initial incrallation

(j FreeBSD,

https://www.freebsd.org/releases/14.0R/

The main pf3erise functions and features are:

* Firewall

+ Statr “abie >f''ense is a stateful firewall
+ Nelwarv. Address Translation (NAT)

* Redundancey allows for hardware failover
+ Load Balancing

- VPN
— IPsec
— OpenVPN

* Reporting and Monitoring
— RRD Graphs

— Real Time Information
+ Dynamic DNS
+ Captive Portal
+ DHCP Server and Relay
+ And More...
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o 9009

http://www.a-enterprise.ch/content/m0OnOwall.htm

httrs.7 mvrw.ocengines.ch/wrap.htm
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"2s://pfsense.org/products/
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FreeBSD

OpenBSD’s pf

mini_httpd

PHP configuration subsystem
webGUI

Packages

https://docs.netgate.com/pfsense/en/latest/packac os/list htinil

11

Tour Products Services

Download

Latest Stable Version (Community Edition)

This is the most recent stable release, and the recommended version fo
the Upgrade Guide. For pre-configured systems, see the pfSense appliar

B RELEASE NOTES & SOURCE CODE
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Quale file scaricare ???

Select Image To Download

Version: 271

Architecture: | AMD64 (64-bit) v | @

Installer: | DVD Image (1S0) Installer v |
Mirror: ‘Austin, TX USA ~ |
Supported by
& DOWNLOAD Lo |
B I netgatc

SHA256 Checksum for compressed {.gz) file:
2056289d51cf70aaed7c56e887a1033926234b79b7bbe8 172018311265 1bb
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https://docs.netgate.com/cer.ec, en/latest/releases/versions.html#pfsense-ce-software
pfSense CE se®are
27x
Vs Supp. it elear d Config Rev FreeBSD Version Branch.
v | mmem |2y wecms e
< >
26x
P ey [y eany gt pess
s > = 12x
25x = Understanding pfSense Plus and CE
softwart rsion numbers.
Version Support Released ConfigRev  FreeBSD Version Branch
< >
24x
Version  Support  Released Branch
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» download the ISO image

* burn the ISO image onto a CD-R (or -RW)

CD-ROM is enabled
* insert CD-ROM
e boot

Installation Guides

» power up your PC, enter the BIOS and make sure that booting from

https://docs.netgate.com/pfsense/en/latest/install/downinzd-inctdller-image.html

15

HOST—wawv2/inux

i Hypervisor: VMware - Virtual Box

i Windows

BRIDGED

v
192.168.100.X

Liruz

10.1.1.%/24

16
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(5 vmware * Devices
W Memory
[ Processors
i Hard Diisk (SCSI)
“y CD/DVD (IDE)
T Network Adapter
T= Network Adapte...
g USB Controller

!_]Displa}r

512 MB

1

1GE

Using file pf5ens...

Eridged

Custom W'Tﬁt?j]

Present

Auto oetet

17

(5 vmware

selezivaarz lo 1O per il boot

{iHard Disk (IDE) ~ 5GB

. Device status
Device Lo CEry
Connected
. Memory 512 MB
[ Processors 1 Connect at power on

TJCO/DVD (IDE)  Using file pfoense_2_0_Liso | Connection
AETietwork Adapter  Bridoed (2 Use physical drive:
T Network Adapt... Custom (VMnet2) Auto detect
E_] Display Auto detect
@) Use IS0 image file:
pfSense_2_0_1l.iso -
18
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= General
System
Display

@ Storage

o Audio

! Network

45 Serial Ports
£ usB

@ Shared Folders

x pfsense - Settings

Network

Adapter L | Adapter2 Adapter3 | Adapterd
 Enable Network Adapter

Attached to} | Bridged Adapter v
Name: | eth0 v
< Advanced

Adapter Type: | Intel PRO/1000 MT Desktop (82540 pfsense - Seings

Help

Promiscuous Mode: |Deny ® General twork:
Mac Address: [ 08002721FAB9 B system —
Display mm;\Adamerz\ Adapter3  Adapter 4
Cable connected
@ storage Enable Network Adapter
P Audio
Attached tof | Intemnal Netv kv
Selects the promiscuous mode policy of the network adapter] |55 serial Ports Name: | intnet K, v
attached to an intemal network, host only network or a bridg ~
& uss ~ Advanced
[ shared Folders Adapter Type] [intel PRO
Cancel i :
[ cancel | Promiscuous Mode: | Deny
Mac Address: [0.0,27857350 | ®

Selects the ty[ . the “h. *al network adapter. Depending on this value,
VirtualBox w'., 1 ovide ai " it network hardware to the virtual machine.

Help | Cancel oK

19

3 7 — {3} Detal @] Snapshots
ew  Settings <@ St

@;3 M. tasg I it it le = General =l Preview

PR e
@ owere Name: pfsense

w =F 0S Type: FreeBSD ¢ ;

[#] system

Base Memory: 512 MB

Boot Order:  Floppy,
CD/DVD-
ROM, Hard

pfsense

Display

Video Memory: 7MB
Remote Desktop Server: Disabled
(3 Storage

IDE Controller
IDE Primary Master: pfsense.vdi (Normal, 2.00 GB)
IDE Secondary Master (CD/DVD): Empty |

f# Audio
Disabled

=P Network
Adapter 1: Intel PRO/1000 MT Desktop (Bridged adapter, eth0)
Adapter 2: Intel PRO/1000 MT Desktop (Internal network,
'intnet’)

2 aeen

20
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selezionare la ISO per il boot

| « pfsense - Settings N

B General
[ system
Display

P Audio

= Network

{9 serial Ports
# usB

@ Shared Folders

Storage

Storage Tree

€ IDE Controller

pfsense.vdi

@ pfSense-2.0.1-RELEASE-i386.is0

@ e @@

Jtem to get more information.

Help

N

N

Attributes
CO/DVD Drive: | IDE Secondary Master v| By
[ Live CD/DVD
Information
Type: Image
Size: 110.47 MB
I Location: /media/Molume 2/corr nuter foren...
Attached To: -

Select a settings category from the list on the left-hand side and move .= mu. s« 7 ver a settings

Greel || ox |

21

https://docs.netgate.com/pfsense/en/latest/

22
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+Hard Drive

CD-ROM Drive

Metwork boot from Intel E1000
Network boot from Intel E1000 #2

<Enter Setup>

23

O

non riesco ad envare nel BIOS: é troppo veloce

R 2 Tanno: press ESC to get into BIOS fast enough

Edicvoor vmix file and add the line:

bios bootDelay = "5000"

which adds a 5000 millisecond (5 second) delay to the boot, or add

bios.forceSetupOnce = "TRUE"

to make the VM enter the BIOS setup at the next boot

Google

vmware bios delay

24
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elcome to pfSense

Boot Multi User [Enter]l
Boot [Slingle User
[Esclape to loader prompt
Reboot

[Klernel: kernel (1 of 2)
Configure Boot [D1pt

25

Copyright and distribution notice
v f ‘enre is Copyright 28084-2817 Rubicon Comrmunications, LLC (Netgate).

pfSe.<e is a federally registered trademark of Electric Sheep Fencing,
LLC. Aw,” .mauthorized use of this trademark is prohibited by state and

for how to properly use the marks. All rights reserved.

Absolutely NHo Commercial Distribution Is Allowed.

cept)]

federal law and international law. Refer to our Trademark Usage Guidelines

26
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pfSense Installer

Uelcome
Helcome to pf3enset

Install pfSense
Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel>

Reymap Selection
The :w.’e ronsole driver for pfSense defaults to standard "US"
keyLaixd '1p. Dther keymaps can be chosen belowu.

) Greek ISD-8859-7 ELDT

) Hebrew ISD-B8B59-B

) Hungarian 181 IS0-8859-2
) Hungarian 182 150-8859-2
) Icelandic IS0-BB59-1

) Icelandic IS0-BB59-1 (accent keys)
) Japanese 186

) Japanese 1B6x

) Japanese PC-9Bx1

) Japanese PC-98x1 (IS0)

) Kazakh PT154 codepage

i<Felect | <Cancel>
[Press arrows, TAB or ENTERI]

it.iso.kbd: Italian I[50-8859-1

Scegliere il layout della tastiera

28
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pfSense Installer

Partitioning
Honw would you like to partition pour disk?

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand
Auto (ZFS) Guided Root-on-ZFS

<Cancel>

pfSense Insta ‘T‘\")

Archive Extraction
Extracting distribution files...

base.txz. .. hY

Overall Progress:

.

3790 files read @ 758.8 files/sec.

30
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pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modifications?

<ves >  ENIEE

Complete
Installation of pfSense
complete! Hould you like
to reboot into the
installed system now?

BRENEE®Y <Shell >

Fatto ...

32
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The [Pv4 LAN address has been set to 16.1.1.1-24
fYou can now access the webConfigurator by opening the following URL in your web
jbromwser:

https:s-18.1.1.1~

[Press <ENTER> to continue.
UMware Uirtual Machine — Netgate Device ID: 65fd114879cc188c23c9

pxxx Welcome to pfSense 2.7.1-RELEASE (amdB64) on pfSense xxx

WAN (wan) -> emB —-> v4/DHCP4: 192.168.1608.75-22
LAN (lan) -> enml ->wvd: 18.1.1.1-24

Logout (33H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console
Reboot system 14) Enable Secure Shell (ssh
Halt system 15) Restore recent configura
Ping host 16) Restart PHP-FPM

Shell

[Enter an option: JJ

... Fatto ...

33

RN

Assegnazione .2i.c interfacce di rete: LAN — WAN — DMZ

LAN [y waN

DMz

WWW mail

34
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Helcome to pfSense 2.B-RELEASE

Ho core dumps found.

Creating symlinks

External config loader 1.8 is now starting... daBslb
Launching the init system... done.

Initializing

Starting device Manager (devd)...done.

Loading configuration

pork interface mismatch == Running interface assignment option.
link state changed to UP . .
lel: link state changed to UP nomi e stato delle interfacce

Valid interfaces are:

leB  H8:Bc:29:29:88:86 (up) AMD PCnet-PCI
lel @8:Bc:29:29:88:98 (up) AMD PCwet-PCI

Do you want to set up ULANs first?

If you are not going to use ULANs, or only for optional in , you should
say no here and use the webConfigurator to configure UL if required.

Do you mant to set up ULANs nou [yinl? ]

35

Network Adapter Advanced Settings X

Incoming Transfer

Bandwidth: Unlimited =
Kbps: :
Packet Loss (%): IT‘r =
latency (ms): | 0 s
Generale Rete
Qutgoing Transfer
Sistemna Schedal = Scheda2  Scheda3  Scheda4
Bandwidth: Unlimited el

Schermo Abilta scheda direte

Kbps: =
Packet Loss (3): | 0.0 =

! Connessa ai |Scheda conbridge ¥
) Archiviazione

MNome: | Resltek PCIe GEE Family Controller b
Fy Audio
Latency {ms): a = @ Avanzate
Rete Tipo di scheda: | Intel PRO/1000 MT Desktop (32540E1) -
MAC Address | . .
@ Pasite sl MPTETS promiscua: | Nega -

00:0C:29:30:8:26 enerate
|7 use
|
=l Help IEE cartelle condivise

|F=] mnterfaccia utente

Indrizzo MAC: |080027F84E06 | &

Cava connesso

Al

36
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aprire la configurazione della VM con notepad: pfsense.vmx

idel:0.deviceType = "cdrom-image"
ethernetO.present = "TRUE"
ethernet0.wakeOnPcktRcv = "FALSE"
ethernet0.addressType = "generated"
usb.present = "TRUE"

ehci.present = "TRUE™

vmci0O.present = "TRUE"
usb.vbluetooth.startConnected = "TRUE"
displayName = "pfsense 2.0"

guestOS = "other26xlinux"

nvram = "pfsense 2.0.nvram"
virtualHW.productCompatibility = "hosted™
extendedConfigFile = "pfsense 2.0.vmxf"
ethernetl.present = "TRUE"
ethernetl.vnet = "VMnet2"
ethernetl.connectionType = "custom"
ethernetl.wakeOnPcktRcv = "FALSE"
ethernetl.addressType = "generated"

ethernet0.generatedAddress = "00:(~-2%-29.30

ethernetl.generatedAddress = "00:0:-29:25:80
ymciO . id = "1764327558"

37

External config I)ﬁ’ is now starting... daBsib

Launching thegin
Imitializin Ap
Starting d iy
Loading co

Network interfa Mismatch —-- Runmning interface assignment option.
leB: link state changed to UP

lel: link state changed to UP

Ualid interfaces are:

1eB B08:8c:29:29:80:86 Cup) AMD PCnet-PCI
lel B68:8c:29:29:80:98 Cup) AMD PCnet-PCI

Do you want to set up ULANs first?

If you are not going to use ULANs, or only for optional interfaces, you should
say no here and use the webConfigurat to configure ULANs later, if required.

Do you want to set up ULANS now [yinl? ] NO VLANs

http://it.wikipedia.org/wiki/VLAN

38
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Ualid interfaces are:

1e8 B@:Bc:29:29:86:8E (up) AMD PCnet-PCI
lel AB:BCc:29:29: 1 9E (up) AMD PCnet-PCI

Do you want to set up ULANY first?

If you are not going to usp ULAN=, or only for optional interfaces, you should
say no here and use the webConfigurator to configure ULANs later, if required.

Do you want to set up ULAWs now [yinl? n

#=NOTE= pfSense requires RAT LEAST= 1 assigned interface(s) to function.
If you do not haye =AT LEAST= 1 interfaces you CANNOT continue.

If you do not hape at least 1 =REAL= network interface l:a?x
LSE

or one interfacel with multiple ULANs then pfSense

hitting 'a’ to initiatel auto detection.

=l/ILL NOT= funct/ion correctly.
If you do not know the pames of your interfaces, you may choo
auto-detecti In that/case, disconmect all interfaces m:m@

Enter the WAN interface¢ name or 'a’ for auto-detection:
N

tramite i tools le interfacce possono essere spen’f/ac.cese
per meglio individuare quella da utilizzare

39

The IPv4 LAN addr been set to 18.1.1.1-24
You can noW acc febConfigurator by opening the following URL in your web
brouser:

1 fss18.1.1. 17

Press <El .0 continue.
UMware Uirt HMachine — Netgate Device ID: 65fd114879ccl188c23c9

exx lelcome to pfSense 2.7.1-RELEASE (amdB64) on pfSense ===

LAN (wan) -> emB -> v4/DHCP4: 192.168.188.75/22
LAN (lan) -> eml -> wvd: 18.1.1.1-24

Logout (SSH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSen=ze tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3hell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: JJ

40
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WAN  (wan) -> emB —-» v4-0HCP4: 193.285.92.182-24
LAN (lan) -> enl -» wv4: 192.168.1.1-24

Logout (33H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

[Enter an option: 2
Available interfaces:

1 - WAN (emB - dhcp. dhcpB)
2 - LAN (eml - static)

[Enter the number of the interface you wish to configure:

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192. 166, xxx. 1

Enter the numiag interface you wish to configure: 2

vd address. Press <ENTER> for none:

entered ¢s bit counts Cas in CIDR notation) in pfSense.

Enter the new LAN IPv4 sulnet bit count (1 to 31):

T

For a HAN, enter the new LAN IPud upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPuv6 address. Press <ENTER> for nome:
>

Do you want to enable the DHCP server on LAN? (y/n) y

Enter the start address of the IPvd client address range: 192.168.1.188
nter the end address of the IPud client address range: 192.168.1.288
Micahling TPuR NHCPN

Do you want to revert to HTTP as the webConfigurator protocol? (ysm) n|

42
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Generale| Suppatto |

Dettagli connessione di rete
Stato conngssione

197 Tipa indirizzo, Assegnato da DHCP Dettagli connessione di rete:

= iz 1P 192.166.1,200 ik i glae
ndirizzn fisico 00-0C-29-FE-9F-03
Subnet Mask 255 255.265.0 ndirizzn 1P 1921668.1.200

Subnet Mask 255.256.255.0
Gateway predefinita: 192.168.1.1 Gateway predefinita 19216811

Server DHCP 19216811
Lease otteruto 034112010 11405,
Scadenza lease 03/11/2010 2407
Server DNS 1921681

Mon sono stati riscontrati problemi alla Server WING
connessione. Se non & possibils connettersi,

scedliers Ripristing.

43

"ps://192.168.1.1/

(: B hitps://19216° L ¢ || B Googie P B ¥ A& =
’ > -
"/jﬁ‘f/'Tbe Login to pfSense

\V/

admin

SIGN IN

44
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» Hostname

* Domain

* DNS server

» NTP time server (importante per i log)
* Interfaccia WAN

* Interfaccia LAN

» Username & Password

45

_9 ¥ sstne o

é Domai~

[erers i)

20 10i= creen the general pfSense parameters will be set.

Titausto

EXAMPLE: myserver

unicann.if

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client
queries and query root DNS servers directly. To use the manually configured DNS servers below
for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after
completing the wizard.

Primary DNS 103.204.8.33
Server
Secondary 193.204.8.34
DNS Server
Override DNS

Allow DNS servers to be overridden by DHCP/PPP on WAN

46
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Time Server | rmation

Please enter the time, date and time zone.

Time server 193.204.114.232

—7 hestname Enter the hostname (FQDN) of the time server.

Timezone ‘ Europe/Rome le

Google [ severrpiain ntp1.inrim.it (193.204 114.232)
ntp2.inrim.it (133.204.114.233)

47

Y "™/ A

Qe
I

( r t1./= screen the Wide Area Network information will be configured.

PPTP
MAC Address
This field can be used to modify ("spoof”) the MAC address of the WAN interface (may be
required with some cable connections). Enter a MAC address in the following format:
ook secxxooc or leave blank
MTU
Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPoE
and 1500 bytes for all other connection types will be assumed.
MSS

If a value is entered in this field, then MSS clamping for TCP connections to the value entered
above minus 40 (TCP/IP header size) will be in effect. If this field is left blank, an MSS of 1492
bvtes for PPPoE and 1500 bvtes for all other connection tvoes will be assumed. This should

48
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Block
RFC1918
Private
Networks

Block bogon
networks

Block bogon networks

RFC1918 Networks

Block private networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved for private networks as
per RFC 1918 (10/8,172.16/12,192.168/16) as well as loopback addresses (127/8). This
option should generally be left turned on, unless the WAN network lies in such a private
address space, too

Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved (but not RTL 1918) or
not yet assigned by IANA. Bogons are prefixes that should never appear in th.e Intesne w0 sting
table, and obviously should not appear as the source address in any packe .5 receive d

https://ipinfo.io/bogon

49

On this screen the Local Area Network information will be configured.

LANIP
Address

Subnet Mask

192.168.1.1

Type dhep if this interface uses DHCQ to obtain its IP address.

24 E|

50
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Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also
55H services if enabled.

Admin
Password

Admin
Password
AGAIN

default password: pfsense

51

I \ /e ) TN

Click Peior J to reload pfSense with new changes.

o=

N Step 8 of 9

Reload in progress

A reload is now in progress. Please wait.

The wizard will redirect to the next step once the reload is completed.

Step 9 of 9

Wizard completed.

Congratulations! pfSense is now configured.
Remember, we're here to help.
Click here to learn about Netgate 24,/7/365 support.

Click here to continue on to pfSense webConfigurator.

52
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Current

Status / Dashboard +e
System Information ~FO00 Netgate Services And Support o0
Name FWfausto unicam.it
Contracttype  Comm
System VMware Virtual Machine hy
Netgate Device ID: F10f9ed6bddb3bead133
BIDS Vendor; BioentcTechnologies £TD, NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
Version: 6.00
Release Date: Thu Jul 22015
ez £ty oo gertee.
bult oMo Nov 20 081256 CST 2017 G Vet o oy sipr s A Nt
FreeBSD 11.1-RELEASE p4 SamIgEter Y y=tpp ARV
pfSense Gold.
The syste the latest version « Register Your Suppert NN . .
Version information updated at Thu Nov 23 9:27:36 Subseription DN Yeu et aceaun
ceTa0n7 & * % mmunity Support
« Upgrade Your Suf nort [ e
CPU Type Intel(R) Core(TM) i7-4700HQ CPU @ 2.40GHz 2 sources
4 CPUs: 2 package(s) x 2 core(s) ) \ + Official pfSense Training by
AES-NI CPU Crypto: Yes (inactive) * Netgate Global Support AL
Uptime 00 Hour 27 Minutes 42 Seconds « Netgate Profe: < onal Se-vie s o Visit Netgate.com
Thu Nov 23 9:54:43 CET 2017

interfaccia GUI tramite browser

53

* LAN

« WAN

— Tipo

— Configurare r'indirizzo IP del FW e subnet mask

di indirizzamento static — dhcp

block private network
RFC1918 (10/8, 172.16/12, 192.168/16)

54

06/12/2023

27



» Localizzazione dei guasti
» Analisi del problema
» Cosa non funzione

“quello che almeno funziona”

Diagnostics / Ping

Hostname 8888
IPProtocol | IPv4. v

Sourceaddress | LAN v

Select source address for the ping.

Maximum numberof |3 v

PINGS  Select the maximum number of pings.

Seconds between pings | 1 v

Select the number of seconds to wait between pings.

PING 5.5.5.5 (5.8.8.8) from 10.1.1.1: 56 data bytes
64 bytes from 5.5.8.8: icmp_seq-d ttl-116 tine=9.022 ms
64 bytes from 5.5.8.8: icmp_seq=1 tf
64 bytes from 5.5.8.8: icmp_seq=2 tf

--- 8.8.8.8 ping statistics -—-
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 5.989/9.041/9.113/0.052 ms

55

Arn {=le

Diagnostics / AF.f Tab'e (2]

Search Term (TN | (A -

Enter a search string or *nix regular expression to filter entries

ARP Table
Interface IP Address MAC Address Hostname Status Link Type Actions
WAN 193.205.92.224 00:0¢:29:84:cc:b8 Permanent ethernet ()]
WAN 193.205.92.2 10:b3:d5:e2:b4:5¢ Expires in 1172 seconds ethernet (0)1]
LAN 10.1.1.101 00:0¢:29:d5:9e:8e desktop-dlo6le]. Expires in 1178 seconds sthernet 1 +[0) ]
LAN 10.1.11 00:0¢:29:84:00:62 FWHRS.irs.local Permanent ethernet (0)]
LAN 10.1.1.102 00:50:56:c0:00:02 mfausto. Expires in 1182 seconds ethernet +[0) i}

Tl Clear ARP Table

56
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DHCP server

* I DHCP, acronimo dall'inglese Dynamic Host Configuration Protocol
(protocollo di configurazione dinamica degli indirizzi) & il protocollo usato
per assegnare gli indirizzi IP ai calcolatori di una rete.

* In una rete basata sul protocollo IP, ogni calcolatore ha bisogno di un
indirizzo IP, scelto in modo tale che appartenga alla sottorete a cui &
collegato e che sia univoco, ovvero che non ci siano altri calcolatori che
stiano gia usando quell’indirizzo.

* |l compito di assegnare manualmente gli indirizzi IP ai calcola'»ri
comporta un rilevante onere per gli amministratori di rete, sopraw'tto in
reti di grandi dimensioni o in caso di numerosi computer che i
connettono a rotazione solo ad ore o giorni determinati.

57

Il Client DHCP €& ur calcwatore che ha bisogno di ottenere un indirizzo IP
valido per la sottzrawc a Ui € collegato, e anche il programma che si occupa di
richiedere l'indi izz¢, \" e configurarlo.

Il Server 'ACF € .\ Calcolatore che assegna gli indirizzi IP, e anche il processo
che svolge ' esta funzione. Talvolta questa funzione € incorporata in un router.

I DHCP relay e il calcolatore (o piu spesso una funzione implementata in un
router) che si occupa di inoltrare le richieste DHCP ad un server, qualora
questo non sia sulla stessa sottorete. Questo componente € necessario solo
se un server DHCP deve servire molteplici sottoreti. Deve esistere almeno un
DHCP relay per ciascuna sottorete servita. Ogni relay deve essere
esplicitamente configurato per inoltrare le richieste a uno o piu server.

se nella rete non e’ presente un DHCP server, il client (con Sistema Operativo Microsoft) prendera un
indirizzo IP nella classe 169.254.0.0 che & generato automaticamente dal Sistema Operativo e ritentera la
ricerca di un DHCP server nella rete, tutti gli altri Sistemi Operativi non prenderanno nessun indirizzo IP e
non tenteranno successive richieste
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System / Advanced/ Networking

AdminAccess  Firewall&NAT  Networking  Miscellaneous  System Tunables  Notifications.

Server Backend (@keaprce O ISC DHCP (Deprecated) 0] Ignore Deprecation Warning

Services / DHCP Server/ LAN CowEe

General DHCP Options

DHCP Backend ~ Kea DHCP

Enable Enable DHCP server on LAN interface H

Allow all clients v

When set to Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to £ I w knc »m ents from any
interface, any DHCP client with a MAC address listed in a static mapping on any scope(s)/interface(s) will get an IP + ic « 3. If set 108" .ow known
clients from only this interface, only MAC addresses listed in static mappings on this interface wil get an P address wi"in \"is scope/range.

Deny Unknown Client

[ Do not record a unique identifier (UID) in client lease data if present in the client DHCP request

re Client Identifiers
This option may be useful when a client can dual boot using different client identifiers but the same hardward (1 'AC) addr. s

Note that the resulting

server behavior violates the gffieiatBHGR apesification

Primary Address Pool _~ \M)

Subnet  10.1.1.0/24

SubnetRange  10.1.1.1-10.1.1.254

Alidress Pool Range 10.1.1.100 101170,
Io

From

othe: addr s por. for this interface.

The specified range for this pool must not be within the range configured on am

59

WIK < s.wver,

DNS servers 193.204.8.33 H

193.204.8.34 H

o

Leave blank to use the system default DNS servers: this interface’s IP if DNS Forwarder or Resolver is enabled, otherwise the

servers configured on the System / General Setup page
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DHCP lease
lease = prendere in affitto
durata di validita (Lease Time)

Status / DHCP Leases Co=uwEe
Search Term i Al S Qs

string or #nix regular expression

Leases v
a
IP Address MAC Address Hostname Description Start End Actions

@1 10.1.1.301 00:0¢:20:d5:9¢e:8¢ desktop-d1oélej. 2023/11/2411:58:20 2023/11 2 - 12.58:.0

@41 a2 00:50:56:00:00:02 mfausto. 2023/11/24 11:42:50 2023/1 .12+ 13:42:50
Y 2\ A
Interface Pool Start Pool End Used Capacity Lilizatior

LAN 10.1.1.100 10.1.1.200 2 101 |

"% 101

61

93.205.92.133 con 32 hyte di dati:

byte=32 durataiims TTL-64

- . byte=32 durata{ins TTL=64

da 193.285. byte=32 durata{ins TTL=64
da 193.2@5. byte=32 durata{ims TTL=64

Ping per 193.2085.92.133:
i: T i 4, Ricevuti = 4, Persi = @ (Bx persi’.
i andata/pitorno in millisecondi:

Bns, Medio = Bm
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Chi sono io???

IL MIO IP - Scopri lindirizzo IP della tua connessione internet - DNS Dinamico Free - Mozilla Firefox

3
=

File  Modifica Yisuslizza Cro i =

@ - c SO0 mrl L IP Rtk e dmicip it

[8] il visitati P Come iniziare 5. | Ultime notizie

Login -

I mn ,P shdsl| adsl satellite pec

wwwinoitel.it
Anr

Offerta completa Woce Dati Fax WOIP passa 3 NOITEL - Banda
hittp:/ilmioip.it

S N

Home

DNS Dinamico =  Altre lingue - Loagin - Registrati

il tuo indirizzo ip &

[ 193.205.92.133 |

e

(7

\
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G

Location Edit View Go Bookmarks Tools Setfings n “dow Hrin

QQG0I00ILWR AN S
B Location: [[Glhtpitmngaogle. v N ) » [-I&
[ICD-nhaltsverzeichnis KNOPPIX - Webseite

Home page personalizata | Accesso

Coogle

Wev Immagini Gruppi Directory News altro »
Ricerca avanzata

Preferanze

Strumenti per < lingus

Cerca con Google l Mi sento fortunato

Cerca: @ ilweb () pagine in Italiano () pagine provenienti da: italia

Pubblicita - Soluzioni Aziendali - Tutto su Google - Google.com in English

©2006 Google

www . HelloCrazy.com

Fotefi,
Hagest
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 DNS forwarder

— Usando il server DNS del vostro provider come "forwarder" farete in modo
chetle risposte alle vostre richieste siano piu veloci e meno pesanti per la
vostra rete.

— Questo si ottiene facendo in modo che il vostro name server inoltri le
richieste al name server del vostro provider.

- qu)i volta che cio accade & come se voi andaste a prelevare direttamente
dall'ampia cache del name server del vostro provider, incrementando la
velocita delle richieste e alleggerendo il carico sul vostro name server.

Services: DNS forwarder ]

Enable DNS forwarder

O Register DHCP leases in DNS forwarder
If this aption is set, then machines that specify their hosthame when requesting a DHCP lease will be registe: . 0 the DT orwarder, so
that their name can be resolved, You should also set the domain in Systemn: General setup to the proper walue,

[] rRegister DHCP static mappings in DNS forwarder
If this option is set, then DHCP static mappings will be registered in the DNS forwarder, so that -2 ~ame —an e resolved, You should
also set the domain in Systern: General setup to the proper value,

[ Resolve DHCP mappings first
If this option is set, then DHCP mappings wil be resolved before the manual list of name. =elow. 15 only affects the name given for a
reverse lookup (PTR),

65

Status / S,~te™ Logs/ System/ General Y+ 0
Captive Portal N J
o Cirewa!" DHCP Authentication IPsec PPP PPPoE/L2TP Server OpenVPN NTP Packages Settings
CARP (failover) -

Dashboard G acal Gateways Routing DNS Resolver Wireless GUI Service 0S Boot

2 DHCP Leases

DHCPv6 Leases Time Process PID Message
Nov 2313:01:38  kernel em1: Using 1024 TX descriptors and 1024 RX descriptors
DNS RESU'VE[ Nov 2313:01:38  kernel em: Ethernet address: 00:0c:29:84:cc:c2
Filter Reload Nov2313:0138 kernel em1: link state changed to UP
Nov 23 13:01:38  kernel em1: netmap queues/slots: TX 1/1024, RX 1/1024
Gateways
Nov2313:01:38  kernel ehci0: <VMware USB 2.0 controller> mem 0xfd59f000-Oxfd50ffff irq 17 at device 3.0 on pci2
Interfaces Nov2313:01:38 kernel usbus1: EHCI version 1.0
Nov2313:01:38  kemel usbus1 on ehci0
IPsec
X Nov2313:01:38  kernel usbus1: 480Mbps High Speed USB v2.0
Monitoring Nov2313:01:38 kernel peib3: <ACPI PCHPCI bridge> at device 21.0 on pid
NTE Nov2313:01:38  kernel peibd: <ACPI PCI-PCI bridge> at device 21.1 on pei0
Nov2313:01:38 kernel peibs: <ACPI PCI-PCI bridge> at device 21.2 on peid
OpenVPN N 120150 Lot b AP PO PO i
1 General Logging Options
Queues
d ; it Log Message Format | So0Rec-obddolautt- !
Services I v
| BSD (RFC 3164, default) slbg

sysiog (RFC 5424, with RFC 3339 microsecond-precision timestamps)

Traffic Graph Display L—Z-Shaul " B o FOmY

UPNP & NAT-PMP GUlLog Entries | 500

3 y the number of log entries displayed in the GUL. It does not affect how
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Send log messages to remote syslog server

Remote Logging Options

Enable Remote Logging

Source Address

IP Protocol

Remote log servers

Remote Syslog Contents

Send log messages to remote syslog server

Default (any) v
This option will allow the logging daemon to bind to a single IP address, rather than all IP addresses. If a single IP is picked, remote syslog servers

must all be of that IP type. To mix IPv4 and IPV6 remote syslog servers, bind to allinterfaces

NOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses

1Pv4 v

This option is only used when a non- address is chosen as the source above. This option only expresses a preference; If an IP address of the

selected type s not found on the chosen interface, the other type will be tried

[ Everything

[ System Events

[ Firewall Events

[ DNS Events (Resolver/unbound, Forwarder/dnsmasa, fiterdns)
[ DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

[ PPP Events (PPPOE WAN Client, L2TP WAN Client, PPTP WAN Client)
[ General Authentication Events

[ Captive Portal Events

[ VPN Events (IPsec, OpenVPN, L2TP, PPPoE Server)

[ Gateway Monitor Events

(] Routing Daemon Events (RADVD, UPnF, RIF, OSPF, BGP)

[ Network Time Protocol Events (NTP Daemon, NTP Client)

[ Wireless Events (hostapd)

Syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless anotf r‘ont s sp:~ifieq. ~ e sure to set syslogd on the remote

server t

cept syslog messages from pfSense.

67

La tecnica det A 7IVE PORTAL forza un client del servizio
HTTP <:tuaa raie di collegarsi ad una Web page speciale
(solitzraerte = gli scopi di autenticazione) prima di navigare in
Inter:=: rormalmente.

Cio e fatta .ntercettando tutto il traffico HTTP, senza riguardo
all'indirizzo, fino a che I'utente non si disconnetta dal CAPTIVE

PORTAL.

| Captive Portal si usano nella maggior parte dei hotspots Wi-Fi.

Puo essere usato per controllare I'accesso a LAN Wiredo (per
esempio gli edifici in condominio, i centri di affari, PMI, P.A.).
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Plisense

c UNITY EDITION

Services / Captive Portal / Add Zone =l =

Add Captive Portal Zone

Zone name CP_LAN

Zone name. Can only contain letters, digits, and underscores (_) and may not start with a digit.

Zone description | Captive Portal su L AN |

A description may be entered here for administrative reference (not parsed)

Save & Continue

69

(& Captive Portal Login Page

LlniyegsiTA
SICAME R ey

User

Password

Macle with ¥ by Fausto
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Services / Captive Portal / CP_LAN/ Configuration Co=BEe

Configuration MACs  Allowed IP Addresses  Allowed Hostnames  Vouchers  File Manager

Captive Portal Configuration

Enable

Description Captive Portal su LAN

A description may be entered here for administrative reference (not parsed).

Interfaces WAN -

Select the interface(s) to enable for captive portal

71

Authentication " e an Authentication backend <=E=

Select an Authentication Methed to use for this zone. One method must be selected
- "Authentication backend" will force the login page to be displayed and will authenticate |
password, or using vouchers.

- "Nene" method will force the legin page to be displayed but will accept any visitor that ¢
- "RADIUS MAC Authentication” method will try to authenticate devices autornatically with
displaying any login page

Authentication Local Database -

Server
You can add a remote authentication server in the User Manager.
Vouchers could also be used, please go to the Vouchers Page to enable them
Secondary Local Database -
authentication
Server

You can optionally select a second set of servers to to authenticate users. Users will ther
HTML inputs

72
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already been exhausted

Logout popup Enable logout popup window

window If enabled, a popup window will ajpear when clients are allowed through the captive portal. This allows clients to explicitly
d

thamsalves bafore thdlidle or hard timeout occurs

Den_custhantinatinn

= Logout-Tntemet Beplorer | 5 [

| @ aboutblank |

Click the button below to disconnect

eonitare | pop-up sul browser

73

System / riseiJenaer/ Users (>}

Users  Grouns  dettings  Authentication Servers

—
Username Full name Status Groups Actions
admin System Administrator + admins &
P

aggiungere un utente
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System: User Manager ]
b | [ &8 ozissinin [hieps 77 |
Defired by USER e
Disabled ] (e w| <2012
Username i fausto
Password Ihj CmanEe 34|56 7]8l9
- 10(11]12]13|14|15|16 i#
@ worere (eopfimy  [47] 181920212223
- 24|25|26(27|28|29|30
Full nams r‘v: Fausto Marcantoni
User's Full name, For your own information

eNy——
| Expiration dats i @

Leave blank if the account shouldn't expire, otherwise enter the expiration d .o &, “Se ) llow, = 4 Format: mmjddjyyyy

Group Memberships
Naot Member OF Me o er OF

admins

(7

Hold down CTRL (el ufll 1 aar | 2y ko select multiple items

75

Abilitare vutzate ad utilizzare il Captive Portal

Effective Privileges NN, ]

Inherited from Name Description Action
User - Services: Captive Portal login Indicates whether the user is able to login on the captive portal o

User - Services: Captive Portal login
Indicates whether the user is able to login on the captive portal.
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Personalizzazione Captive Portal

Use custom captive ] le to use a custom captive portal login page

portal page |f set a portal himl page must be created and uploaded. If unchecked the default template will be used

Captive Portal Login Page

Display custom logo Enable to use a custom uploaded logo
image

Logo Image PP Nessun file selezionato.

Add a logo for use in the default portal login screen. File will be renamed captiveportal-logo.* The 1.~ 10~ will be resized to fit
within the given area, It can be of any image type: .png, .jpg, .svg This image will not be stored in the cu.-fiy, The default
logo will be used if no custemn image is present.

Display custom Enable to use a custom uploaded background image
background image
Add a background image for use in the default portal login screen. File will be rev.am: A cap“vepur slbackground * The

background image will fill the screen. This image will not be stored in the config. 1 e de/-ult hackground image will be
used if no custom background is present

Terms and
Conditions

77

Personalizzazione Captive Portal
Portal pro .
cor . ats =
Upload an HTML/PHP file for the portal page here (leave blank to keep the current one). Make sure to include a form (POST
to "SPORTAL_ACTIONS") with a submit button (name="accept") and a hidden field with name="redirurl" and
volue="SPORTAL_REDIRURLS'. include the "auth_user' and "auth_pass® and/or “auth_voucher” input fields if authentication
is enabled, otherwise it will always fail
Example code for the form:
<form method="post" action="SPORTAL_ACTIONS">
<input name="auth_user" type="text">
<input name="auth_pass" type="password">
<input name="auth_voucher" type="text">
<input name="redirurl’ type="hidden" value="SPORTAL_REDIRURLS">
<input name="zone" type="hidden" value="SPORTAL_ZONES">
<input name="accept” type="submit" value="Continue">
</form>
Auth error page
contents
The contents of the HTML/PHP file that is uploaded here are displayed when an authentication error occurs. It may include
"SPORTAL_MESSAGES", which will be replaced by the error or reply messages from the RADIUS server, if any.
Logout page
contents
The contents of the HTML/PHP file that is uploaded here are displayed on authentication success when the logout pepup is
enabled
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Esempio di pagina “ CAPRTIVE PORTAL”

<html>
<body>
<form method="post" action="$PORTAL_ACTIONS">
<input name="auth_user" type="text">
<input name="auth_pass" type="password">
<input name="auth_voucher" type="text">
<input name="redirurl" type="hidden" value="$PORTAL_rEDIRURLS$">
<input name="zone" type="hidden" value="$PORTAL_ZONFS$ ">
<input name="accept" type="submit" value="Continue":
</form>
</body>
</html>

E’ possibile aggiungere anche le immz ryin;

79

. -

File Modifica “iswalizza Zvorrlogia  Segnalibri - Strumenti  Aiuko

{ihttpyf19z.168.1 1. fw-,w.google.it°.-’o2F| + |

|3 452.168.1.1:8000 indes. phpPredituri=http 3. 343 2F 2P ww, google it 3:2F

Per poter utthes= = Internet digitare username e password

Uémnmn&| |

Pas sword:| |

80

40



@ necessaro sccedere al ete per navigare i ntemet.

WniyrasiTA
BiCATER IO

Password

Made with v by Netgate

User

ete 11
Nessun accessoa Intemet

81

connections

Idle timer a7

wa

Traffic quota
(Megabytes)

Pass-through
credits per MAC
address.

Hard timeout
(Minutes)

be.rygrd

fine tuning

ts will be disconnected after this amount of inactivit

Jog in aga
for no idle timeout.

Leave this field blank

its will be disconnected after this amount of time, regardless of activity. They may log in again immediately, though.
Leave this field blank for no hard timeout (not recommended unless an idle timeout is set)

Clients will be disconnected after exceeding this amount of traffic, inclusive of both downloads and uploads. They may log
in again immediately, though. Leave this field blank for no traffic quota

Allows passing through the captive portal without authentication a limited number of times per MAC address. Once used up,
the client can only log in with valid credentials until the waiting period specified below has expired. Recommended to set a
hard timeout and/or idle timeout when using this for it to be effective
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Services / Captive Portal / CP_LAN/ Configuration

Configuration MACs  Allowed IP Addresses  Allowed Hostnames ~ Viouchers  File Manager

Co=uE=@

Adding MAC addresses as pass-through Adding allowed IP addresses will allow Any files tha'ﬁ}/.ou’ "“l?ad here Wm.] the
MACs allows them access through the IP access to/from these addresses f"e“am‘? r‘lr’”“ & ?f“ ,vepo.rtal- will be
captive portal automatically without being through the captive portal without made ag ‘bl‘? in b2 root directory of
taken to the portal page. being taken to the portal page. the capfive portal HTTP(S) server. You

may (~ic 21.e tem directly from your
por a page - TML code using relative

e

83

WARNING: The 'admin' account password is set to the defauft value. Change the password in the User Manager.

Status / Captive Portal / CP_LAN Ces=uEe

Users Logged In (1)

IP address MAC address Username Session start Actions

192.168.100.100 00:0c:29:40:6c:96 fausto 01/17/2019 07:53:22 i}

i

[ 1l Disconnect All Users
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System Logs —>Authentication > Captive Portal Auth

Status / System Logs/ Authentication / Captive Portal Auth Y/AF=uwEO

System Firewall DHCP Authentication IPsec PPP PPPOE/L2TP Server OpenVPN NTP Packages Settings

General Captive Portal Auth PPPoE Logins L2TP Logins 0S User Events 0S Account Changes

st 6 Captive P

al Auth Log Entri

Time Process PID  Message
Nov2412:33:19 logportalauth 398  Zone: op_lan - Reconfiguring captive portal(CP_LAN)
Nov2412:36:36 logportalauth 398  Zone: cp_lan - FAILURE: fausto, 00:0c:20:d5:9e:8e, 10.1.1.101, Access Denied
Nov2412:38:21 logportalauth 12770 Zone: cp_lan - ACCEPT: fausto, 00:0c:20:d5:9e:8e, 10.1.1.101
Nov2412:38:55 logportalauth 98181 Zone: cp_lan - DISCONNECT: fausto, 00:0c:29:d5:9e:8¢, 10.1.1.101

Nov2710:43:44 logportalauth 397  Zone: cp_lan - Reconfiguring captive portal(CP_LAN)

Nov 27 10:44:15 logportalauth 398 Zone: op_lan - ACCEPT: fausto, 00:0¢:29:d5:9e:8¢, 10.1.1.101

Nov 27 10:44:15 logportalauth 398 Zone: cp_lan - ACCEPT: faus*: 00:0~.79:d5:9e:8e, 10.1.1.101

85

Backup della configutazione
[ 5ackup Configuration AN

Backup area

lal

Skip package._ " Do not backup package infermation.

Skip RRD data [# C~ ot backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Encryption [T Encrypt this configuration file.

X Downlead configuration as XM

Restore Backup
Open a pfSense configuration XML file and click the button below to restore the configuration.

Restore area All El

Configuration file

Nessun file selezionato.

Encryption [T Configuration file is encrypted

The firewall will reboot after restoring the configuration.
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Apertura di config-pfSense. localdomain-20120619142011...

Backup della configurazione

E stato scelto di aprire

=] config-pfSense.localdomain-2012061914201 1.xml
che & uni XML Document (15,0 kB)
9 dai https:ff192.168.1.1

Che cosa deve fare Firefox con questo file?

() Apritlo con |Intemet Explorer (predefinita) v

T
| ®isavaiis |

Download ., EEX]

config-pfSense localdoman-2012061914201 ° ».7 16.20
T5,0 kB — 192.168.1.1 .\
MicrosoftFixit50528.msi giovad
2T 658 kb — microsoft.com
avast_free_antivirus_sefLip.exe mercoledi
71,3 MB — softonic.it
» bervenuto, gif 9 giugno

7,4 kB —ic-cerretodesi.it

wireshark-win3z-1.4 °, e 2 giugno
18,3 ME — unicam. it

3 ancella elenco

87

wentDownload|config-pfSense. localdomain- 2012061914201 ¥ | | ¥4 | X
File Madfica Vaulzia  Preferld  Stument ¢ | %
g prefentt | sy Bl sitisugoenii = 700 an ba vebisfice +
| € C:\Documents and Setting= A ninistr. i o Jmer ¢ .. | -8B = ~ Pagina - Sicurezzaw Stumenti - @)+
f o’ »
<mml wersion=""_.0' 7> =
- «pfsense> =
<version>8.0</versn.
<lastchange /=
<theme=pfsense_ng</theme>
- esysctl> f t X M L
- <item> Orma O
- «descr>
<![CDATA[ Disable the pf ftp proxy ndler,
</descr=
<tunable>debug.pfftpproxy </tunable:>
<value >default</value =
<fitem=>
- <tems
- <descrx>
<I[CDATA[ Increase UF3 read-anead speeds to match © ent state of hard drives and NCQ. More informati
I htep://ivoras.st net.org/blog/tree/201 fs-read-ahead.html >
</descr>
<tunablesvfs.read_max</tunable>
<value >default</value >
<fitem>
- <item>
- «descr>
<I[CDATA[ Set the ephemeral port range tec be lower. ]1>
<fdescr>
<tunable>net.inet.ip.portrange.first</tunable>
<value >default</value= &
a i "
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configurare alcuni parametri nel server dhcp

Services: DHCP server

LAN
Enable DHCP server on LAN interface
[] peny unknown clients
If this is checked, only the dients defined below will get DHCP leases from thi:
Subnet 192,168.1.0
Subnet mask 255,255.255.0
available range 192,168.1.1 - 192.168.1.254
Range [ 192.168.1.100 to [, 152.168.1,200

WINS servers h—
DNS di Google

DNS servers F\.B‘B.B.B /

., 8.844

NOTE: leave blank to use the system default DNS servers - this interface’s IP
o age,

89

configurare alcuni para neu) =<« server dhcp

Fa =0l 007 eway For your netwark,

Dornain name &

Th 2 fefz o is ko use the domain name of this s
an 3lterr e domain name here.

TP servers %\, 103.205.114.232

crame &—— domain name personale

8 3 NTP server
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configurare alcuni parametri nel server dhcp

ettagh connessione di rete:

Proprists Valors
Indirizzo figico 00-0C-29-47-DF -84
Inditizzo P 192.168.1.100
Subnet Mask 255.265.255.0
Gateway predsfinita 19218611
Server DHCP 19216611
Leass ottenuln 20242012 13 04.55 el
Scadenza lease 201242012 15.04.55 . T o
Server DNS 2888 ersione
et S544 ight 485 hebL Hicrocots Corp
Server wiNS nts and Settings\Administrater>ipconfigrall

zione IP di Windows

ome hos « e e« « « . . & window
ufflssu ])NS px-lmax-m

Tipo nodo . PR Scunu*clutu
Routing IP abilitato. . . . . - Nn
Proxy WINS abilitato - -

Elenco di wricerca suffissi DNS. . . . faustu.

iScheda Ethernet Connessione alla rete locale (LAN):

Suffisso DNS .,peclfn:u per connession faust
Descrizione . . - UMuare

Indirizzo fisico.
DHCP ahilitato. . -
Cunflgura._ﬂ:)ne autonatlca ahllltata

Lease ottenuto. . . . . . . . . . : i 20 |dicembre 2012 13.84.5
Scadenza lease i 20 dicenbre 2012 15.84.5

91

msense el | rewall ~

COMMUNITY EDITION

Aliases
Firewall / Poies LA NAT =WEe
Rules <
Floating WAN LAN Schedules
— Traffic Shaper
i |
States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 9MiB  * . . LAN Address 443 = # Anti-Lockout Rule &
80
] ¥ 1 IPvA*  LANnet * * L none Default allow LAN to any ule - #* (D@
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Firewall / Rules/ LAN

Floating WAN LAN

Rules (Drag to Change Order)

w B @

[m] States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
Vv 1/1.33MiB 8 & & LAN Address 443 = & Anti-Lockout Rule °
80
i . subnets none efault allow LAN to any il
v 24/207.83 MiB 1Pwd * LAN subs & s & & Default allow LAN y
O « o008 IPvb* LAN subnets ~ * * * * none Default allow LAN 1™ vA #0 covrui

TUTTO APERTO

93

Edit Firewall Rule NN &’

Action Foms

=

tween block and reject is that with reje

cho.

Hirrthe an

& packet (TCP RST or IGMP port unreachable for UDP) is
7 Lmed - the sender, whereas with block the packet is dropped silently.In either case, the original packet is discarded

Disabled 71 %i able this rule
. this option to disable this rule without removing it from the fist

tterface LAN

Choose the interface from which packets must come to match this rule

=

Select the intemet Protocol version this rule applies to.

Address Family IPv4

Protocol TCP B
Choose which IP protocol this rule should match

Source

Source [ Invert match o [= §

/

The Source Port Range for a connection is typically random and almast never equal to the destination port. In most cases
fis setting must remain at fts default value, any

Destination 7] Invert match any = [ K
DestinationPort (117 F fothen) [
Range From Custom Ta Custom

Specify the destination port

ort range for this rule. The

d may be left empty if only filtering a single port

Configurare una regola ...
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| firewalls mettono a disposizione tre opzioni per il controllo del traffico:

> Pass o Accept
v' Lascia che il traffico passi;
> Block o Drop

v' Scarta il pacchetto in modo silente senza generare messaggi di
risposta;
> Reject
v' Rifiuta il pacchetto e risponde con un pacchetto ICMP typeC, cuac 13

(type=Destination Unreachable, Code=Communication & 'mirisiratively
prohibited).

https://www.pfsenseitaly.com/

95

Edit Firewall Rule NN &’

Action
(TCP RST or IGMP port unreachal
silently. in either case, the original packef
Disabled =1 i able this rule
= this aption to disable this rule without removing it from the list
tterface LAN [+]
Choose the interfaca from which packets must come to match this rule.
Address Family | |Pv4 [=]
Select the intemet Protocol version this rule applies to
Protocol TP [=]

Choase which IP protocal this rule should match
Source
Source [ Invert match any [@] [ Source Address

The Source Port Range for a connection is typically random and almast never equal to the destination port. In most cases
his setting must remain at its default value, any

/

Destination [ Invert match any [z)  [Destinafion Addres !
2 - (other) = (other) =l
Range  From Custom To Custom
Specify the destination port or port range for this rule. The "To'

o' field may be left empty f only fitering a single port

Configurare una regola ...
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Protacal

... Configurare una regola ...

Source

T -
TP P

TCRIUDP

ICMP

ESP

AH

GRE

IGMP

QsPF

any

carp
fs

Source [ not
Use this option to invert the se

Type:  fa v

Address: |3V
Single host or alias

———— Metworl
Source O n'cvsip | _Adhvant ppTp clisrts
Use thDhs PPPOE clients
FTP <k z
Twpe: |HBCI I . b M subnet
" e : '.:'t 'l address
Addres |1 1pg |1 LS8 005 bt
o] SUES LAN address
i IDENTJALITH |
Attenzione A oa ! I
IMAP/S
Destination On g;icl ::M'T
0 Use thizte !
Ricorda: (oap
. Type: | MM
Un firewall si progetta P ol

addres v g
e

Destination port range

VER
fror. Tothet

97

Log [ Log packets that are handled by this rule
Hint: the firewall has limited local log space, Don't turn on logging For ewerything, IF you want ta da a ot of logaing,
consider Using a remate syslog server (see the Diagnostics: System logs: Settings page).

Description

‘You may enter a description here For your reference.

Mettere descrizioni facili da ricordare e intuitive
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Ricorda:
Un firewall si progetta

CHIUDIAMO TUTTO ...

99

Firewall / Rules/ LAN

5 = Zhange Order)

States Protocol Source Port Destinati Port Gat

Rkl

' 1/218MiB |}[* * i LAN 443 *
Address 80

y Queue

Description

Anti-Lockout Rule

=l =E e

Actions
&
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CHIUDIAMO TUTTO ...
POI APRIAMO QUELLO CHE SERV:

101

Quali porte ap:ire???

CHIUDIAMO TUTTO ...
POI APRIAMO QUELLO CHE SERVE

Apriamo:

ICMP (ping - traceroute)
HTTP (www)

HTTPS (www sicuro)
SSH (telnet sicuro)
DNS

102
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Firewall / Rules/ LAN =l 2@

Floating WAN  LAN

Rule ag to Change Orde

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
¥ oM+ * *  LAN 443 * " Anti-Lockout Rule &
MiB Address 80
[ + 0/3KB  IPv4ICMP  * o * * none Passa ICMP 1,0
any (]i]
B + o008 IPv4 * = = 53(DNS)  * none Passa DNE 1,0
TCP/UDP (%)}
F v 008 IPvATCP  LAN % = B0 (HTTP) * none Pass: {TTR. 1,0
net (=]}
B ¢ o008 IPV4TCP  LAN  * * 443 * none Passa RTTF K 4|
net (HTTPS)
F v 008 IPvaTCP  * o= 22(sSH)  * none Fal== 5SH 1,0
Qm

efault allow LAN to

E@/ 4

103

[ st "))
Interface Protocol Source (Origh. ™ L ..y -+ Destination (Original Destination) Sta Packets Bytes
LAN tcp 192160 1..70:49F 2+ > 192.168.1.1:443 FIN_WAIT_2-FIN_WAIT_2 94/179 22KiB/
142 Kie
LAN tcp C21.6.1.7M 49538 -» 192.168.1.1:442 FIN_WAIT_ZFIN_WAIT_2 46/ 47 2KB/5
KB
LAN tro 192.168.1.100:49540 -» 192.168.1.1:442 FIN_WAIT_Z:FIN_WAIT_2 39/40 6KB/4
KiB
LAN udp 172.168.1.101:48421 -> 192.168.1.1:53 SINGLEMULTIPLE 2/2 1348/
1828g
LAN icp 192.162.1.100:49541 > 192.162.1.1:443 ESTABLISHED:ESTABLISHED 5/5 945B/
3628
WAN icp 193.205.92.124:44670 (192.168.1.101:40918) -> ESTABLISHED:ESTABLISHED 2/3 12e/
213.254.15.248:80 1g0e
WAN icmp 193.205.92.124:26619 -» 193.205.92. 2:26619 00 5818K/ 159 KiB
5818K /159
KiB
WAN udp 193.205.92.124:123 -> 193.204.114.232:123 MULTIPLEMULTIPLE 2/2 1528/
1528
WAN udp 193.205.92.124:51984 > 193.204.8.33:53 MULTIPLE:SINGLE 1/1 67B/
1158
WAN udp 193.205.92.124:51984 > 193.204.2.34:53 MULTIPLESINGLE 1/1 67B/
15e
< m | 3
Controllare le sessioni e lo stato del firewall
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a3133
Traffic Graphs o0
WAN @ wan (in)  © wan (out)
1213
WE
2400tz LAN @t S ot
e
-500k
-1.0M
-1.5M
5438 5500 55:50 5640 56:57
Show g
graphs
et 1 E traffico e kunda uunlizzata
P B
Unit Size Byles [=
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Diagnostics / 7/.P Table (2]
ARP Table

Interface IP address MAC address Hostname Actions

LAN 192.168.1.1 00:0c:29-ed:68f5 fwfausto.unicam.it o

LAN 192.168.1.101 00:0c:29:66:eb:7b pentest o

WAN 193.205.92.124 00:0c:29:ed:68:eb pfsense.amministrazione.unicam o

LAN 192.168.1.100 00:0c:29:40:6c:96 studente-PC o

WAN 193205922 08:96:ad:f6:85:00 i

(i}
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Status / Traffic Graph e

Graph Settings

LAN El Bandwidth In |:| Local E| IP Address E| GClear graphs w E|

Interface Sort by Filter Display Background
updates
Traffic Graph
LAN @lan(in)  lan (out) Host IP Bandwidth In Bandwidth Out
o N it (1)
192.168.1.100 2597k Bits/sec 106.70k Bits/sec
-1.0M
- 192.168.1.101 2.49k Bits/sec &l Bits/sec
3.0
4.0
-5.0M
6.0
00:32  00:50 01:40 02:30 02:52
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System/ Package M:noaer * ~ ailable Packages -]

Installed Packages  Availahle ko ke zac

[ seach /53 ff )
Searcht (. [Both — T+] ) Gear

and descriptions
Packages \

Name Version Description

f

Enter a search siring or *nix regular expression to search package narm

acme 0.1.20 Certificate , for use of L Vo
certificates

Package Dependencies:

R pecksshz-0-013 W socat1732.2 R phpse-fip-5.6.31

apcupsd 0383 “apcupsd” can be used for controlling all APC UPS models It can moniter and log the current
power and battery status, perform autematic shutdown, and can run in network moede in order
to power down other hosts on a LAN

Package Dependencies:
@ apeupsd-3.14.14.2

arping 1221  Broadcasts a who-has ARP packet on the network and prints answers
Package Dependencies:
R arping-215_1

AutoConfigBackup 150 Automatically backs up your pfSense configuration. All contents are encrypted before being
sent to the server.
Requires Gold Subscription from pfSense Fortal.

Avahi 1112 Avahiis a system which facilitates service discovery on alocal network via the

108
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SQUID

http://www.squid-cache.org/

Packages
Name Version Description
Lightsquid  3.0.7.3  LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat). Requires Squid »ackage.
Package Dependencies:
@lighttpd1.472 @ lightsquid-1.8_5
squid 0.4.46  High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of actin, . a HTTF ! b "TPS reverse
proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering and antivirus integration via C-ICAP.

Package Dependencies:
@ squidclamav-7.2 @ squid_radius_auth-1.10 @ squid-6.3 & cicap-modules0.5.5_1

squidGuard 116,19 High performance web proxy URL filter.

4= Inst

Package Dependencies:
@ squidguard-1.4.15 @ pfSense-pkg-squid-0.4.46

109

System: Facay= *(anager: Install Package @

[ofOvic AD . YPlisics pciones LR

.'isqum installation completed.
R,

Beginning package installation for seguid
Downloading package configuration file... done.

Saving updated package information... done.

Downloading squid and its dependencies...

Checking for package installation...

Downloading http://files.pfsense.org/packages/8/A11/libuwu-5.4.0 4.thz
‘ {extract ing)
|
|

Loading package configuration... done.
Configuring package components. ..
idditional files... done.

Loading package instructions...

Custom commands. . .

Executing custom php install command!)...done.
Executing custom php resync config command()...done.
Custom commands. . .

Executing custom php install command!)...done.
Executing custom php resync config command()...done.
Menu items... done.

Integrated Tek items... done.

|
i Services... done.
|l

Installation completed.

Uriting configuration...

done.

Please check to make sure that the package is

55



System: Package Manager: Install Package (]

Available packages | Installed packages PETIEN OIS

1
| htsquid installation completed

Beginning package installation for Lightsguid...

Downloading package configuration file... done.

Saving updated package information... done.

Downloading Lightsguid and its dependencies

Checking for package installation... Loading peckage configuration. .. done.
Configuring package components. ..

idditional files... done.

Loading packege instructions...
Custom commands. . .

Executing custom php install command()...done.

Executing custom php resync config comsand() . ..done.

Custom comuands. . .

Executing custom php install command()...done.

Executing custom php resync config comsand() . ..done.

Menu items... done.

Integrated Tab items... done.

Triting configuration... done.

Installation cowpleted. Please check to make sure ‘lat t.=> ackage is

configured from the respectiwve wenu then start the pooiage.

111

System / Package Mar.enc/ P=~«age Installer e

—— s W § =

pfSense-pkg-squid ir st lation ~ticoe: stuiy - ompleted.

-
Installed Packages  ille Packages Package Installer

(. . . . . U N " O A L. LA LA A A A A LA AL AW
Package Installation

make sure to check your Squid configuration against the 3.4 defau
configuration file /usr/local/etc/squid/squid.conf.sample.

Jusr/local/etc/squid/squid. conf.documented is a fully annotated
configuration file you can consult for further reference.

Additionally, you should check your configuration by calling
"squid -f /path/to/squid.conf -k parse’ before starting Squid.

Message from pfSense-pkg-squid-0.4.46:

Please visit Services - Squid Proxy Server menu to configure the package and enable the proxy.
»»> Cleaning up cache... done.
Success
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ackage Manager/ Available P

es Available Packages
——
squid

Enter a search string or *nix regulal

rsion  Description
1.7_3  LightSquid is a high performance web pi

Package Dependencies:

@lightipd-1.472 @ lightsquid-1[at

16.19  High performance web proxy URL filter.

Package Dependencies:

Services ~

Auto Config Backup
Captive Portal
DHCP Relay

DHCP Server
DHCPv6 Relay
DHCPV Server -

DNS Forwarder
DNS Resolver

Ige name
Dynamic DNS

IGMP Proxy -
NTP

PPPoE Server

proxy rez

Router Advertisement

Squid Proxy Server
Squid Reverse Proxy

@ squidguard-1.4_15 6 pfSense-pk

UPnP & NAT-PMP

Wake-on-LAN

113

Proxy server: Genera! sctting :

-

mt  Access Control

Traffic Mgmt  Auth Settings  Local Users

- i H cy server mlbind to.

Allow users on interface

If this field is che:
The proxy, L.e., here wi
o 1

| \the users connected to the
e no need to add the interfai

face selected in the ‘Proxy interface’ field will be allowed to use
bret to the list of allowed subnets. This is justa

Transparent proxy B

If transpar; nabled, W requests for destination part 80 will be for! ied to the proxy server without any
additional configuration Ngcessar:

N~

Interfaccia da abilitare per il proxy

Interfaccia utente da abilitare per il proxy

La funzione del Transparent Proxy & quella di intercettare ogni richiesta di un
particolare servizio (in questo caso richiesta HTTP) per poi redirigerla a un proxy

114
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The following input errors were detected:

» Please, configure and save 'Local Cache' settings first

quid Hard Disk Cache Settings

> Hard Disk Cache Size 100

Amount of disk space (in megabytes) to use for cached objects.
Hard Disk Cache System ufs ~

This specifies the kind of storage system to use. €@

Clear Disk Cache NOW  Hard Disk Cache is automatically managed by swapstate_check php seript which is schedui. .- run daily via cron. @

If you wish to clear cache immediately, click this button once:

Level 1 Directories 16 - S
Specifies the number of Level 1 directories for the hard disk cache. @ \

Hard Disk Cache Location fvar/squid/cache = = ——

This is the directory where the cache will be stored. Default: /var/squid/ca be €

Minimum Object Size 1]

Objects smaller than the size specified (in kilobytes) will not be say *a ¢ disk. Der.ult: 0 (meaning there is no minimum)

Maximum Object Size 4
Objects larger than the size specified (in megabytes) will nc' L2 <a ed . | isk. Default: 4 (MB) €@

115

Enabled loggn. -
= Thrsmiterabie the access log. Don't switch this on if you don't have much disk space left.
Log store directory Jvar/squid/log
The directory wherd the log will be stored {nof iark) d t . I
Irectory per 110
TogTE yPp g
Defrmes T days of logfiles will be kept. Rotation is disabled if left empty.
ey v 3128
This is the port the proxy server will listen on.

Porta TCP del proxy

116
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ACL.: access control list

Proxy server: Access control

General Upstream Proxy  Cache Mgmt /2N M Traffic Mgmt  Auth Settings Local Users

Allowed subnets

Unrestricted IPs

Banned host addresses

Whitelist

Blacklist

117

Bloccare l'accessc a unira.it

Blacklist 2iina 1t

#

Put each entry on a separate line. You can also use regular expressions.

ERROR

“ The requested URL could not be retrieved

Destination domains that will be blocked for the users that are allowed to use the proxy.

The following error was encountered while trying to retrieve the URL: http://www.unina.it/

Access Denied.

Your cache administratoer is admin@localhost.

Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this is incorrect,

Genaratad Man, 27 Moy 2023 10:43:41 GMT by localhast {zquid/6.3)
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i Preferit

Piptecione | FPrivacy | Contenuto

Imposta.

Programmi ] Avanzate
‘ J oogle
+Tu Ricerca Immagini M 3 ¥ Altro rNpostare una connessione Internet,

Impostazioni, proxy. niremotee VPN

Server T
B Teo Iriditizzn prosy da Utlizzare
.

HTTR:

Corfigurazions autamatica
Protezions; | 107 165 1 assibile che con |a configurazione automatica le impostaziar —s
3 iper undY
FTR:

oni,

- I ) .

Itlizza lo stesso server proxy per bt i protocoli

wore

rka pre

-
~
o ap i ste ol
Sy Sled

_] I Lante

Ercezioni

Mon utilizzare il server proxy per ol indirizz che iniziana per

‘ Indrizzo: | 19216811 | Porta: |3129 (R

[ tgnera server proxy per indrizilocal )

Co i L)

Utiizzare Il punto & virgola (3) per separare Je voci,

\

iGoogle Pubblicitd  Soluzioni Aziendali  Priva

@ Internet 45 - E100%

119

aggiungere rezole o' firewall

\

Firewall / Rules LA’ = Ee

Floatng ~ WAW ¢/l

Rules (Drag to Change Oer)
O States Protocol ~ Source  Port Destinatio Port Gateway Queue Schedule Description Actions
v 0/533MiB * = *  LANAddress \ 443 * * Anti-Lockout Rule -]
R0
LAN nef * * * none st allow LAN o any rule

|| 6* LAN ne A * none It allow LAN rul

[1 B 8/137GB IPATCP * & F 3128 * none per squid KW dm(%) ]
0o v 7/295MiB  IPv4TCP  * L 7445 * none per squid report LeCom

T Adf3 A o B save
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System / Package Manager/ Package Installer

Captive Portal
CARP (failover)
pfSense-pkg-Lightsquid installation st fully completed.
Dashboard
DHCP Leases
Installed Packages Available Packages Package Installer DHCPv6 Leases
——— DNS Resalver
Filter Reload
N Gateways
Package Installation v
more likely to have unresolved issues, not be up-to-date, or even be removed in Interfaces
the future. To volunteer to maintain this port, please create an issue at: IPsec
Wonitori
https://bugs.freebsd.org/bugzilla riitoring
NTP ]
More information about port maintainership is available at: OpenVPN
https://docs.freebsd.org/en/articles/contributing/#ports-contributing Queues I

Message from pfSense-pkg-lightsquid-3.8.7_3:
g P pre-Lightsq - Squid Proxy Reports

- System Logs
Please visit Status - Squid Proxy Reports - Settings and read the configu.ation and usage
»>»> Cleaning up cache... done.

Success

Traffic Graph

UPnP & NAT-PMP

121

Package / Squid \>oxy =zports: Settings

The following inpu. ~.re = vo=re detected:

+ Pl a.e, epable - s Logging in Squid package ‘General settings first.
+ 7 | ase, .c.ifigure Squid - General - Proxy Interface(s) to include 'loopback’ interface.

" N
Instructions

Perform these steps after IMPORTANT: Click Info and follow the instructions below if this is initial install! o
install

Logging Settings

Enable Access Logging This will enable the access log.

Warning: Do NOT enable if available disk space is low.

Proxy Interface(s) WAN A
LAN

loopback

122
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Web Service Settings

Lightsquid Web Port 7445
Port the lighttpd web server for Lightsquid will listen on. (Default: 7445)

Report Template Settings

Language ltalian ~

Select report language

Report Template Base ~

Select report template

Bar Color Red “

Select bar color.

Refresh Scheduler 10min (1) v

clect data refresh penod. The reporting 1ask will be executed every XX i 1Utes/1 2 1.
Legend: (!){*) Use only with fast hardware (+) Recommendec .al.~s

Manual Refresh Use these buttons to start a background refresh of the Lightsquid . _-orts.

g RSN Will (re)parse today's entries only in Squid's curren” acess.log.

Will (re)parse all entries in all Squid's a.r 2. loc ¢ including the rotated

123

Lightsquid Web L.a admin

Username used o access lighttpd. (Default: admin)

Lightsquid Vieb £ a sv. -rd ssesaee

Password used to access lighttpd. (Default: pfsense)

Links =) Open Lightsquid || #) Open sqgstat

Tempo per la connessione esaurito

Si & verificato un errore durante la connessione a 10.1.1.1:7445.

Rules (Drag to C ge Order)
[m] States Protocol  Source Port Destination  Port Gateway Queue Schedule Description Actions
v 0/2.20MiB * * *  LAMAddress 443 * * Anti-Lockout Rule ]
80
(] Pv4* LAN subnets  *  * * * 1one Default allow LAN to any rule
[m] Pv6 * subnets  * N - N Defaulta
O « 105/93.48MiB IPv4TCP * L none $S00m%
O  4/223KB IPv4TCP  * oo none $ S 00mx
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ERRORE

LigthSquid diagnostic.

Error : report folder arflightzeuidireport’ not contain any walid datal Please run lightparser pl (and check 'report’ folder content)
Please check config file !

Vaable  abe
Bplpatph Vust/lecalwarw/lightsquid/tpl

‘$templatename |base

blangpatph usnilocalishare/lightsquidilang
Flangname it

freportpath rarflightsquidfreport

Access to Yrarfightequidireport' folder [ves

‘$graphreport |1

folder content:

no problem!!!

125

Per'eo: No - 723

e

r‘:n;r Sit1 maggiormente visitatyl Totale |Gruppol
ANNO ANNO |ANNO

e
 1[o2103}0- \:=lv[o7Joglos[10ft1[12 MESE MESE ill| MESE

[

Data  'vu,no Utenti Sovradimensionato Bytes Media Click %
2TNov 2023  gp 1 1 BIM 231M  0.02%
Totale/Media: 1 1 231M231M 0.02%

LizhtSquid v1.8 (¢) Sergey Erokhin AKA ESL
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) LightSquid = Index - Noilla Firefox

Flo fidfca ymolma Genons Sognalbi Snment ko

| | B s o

[@ 1521681 sz s i

BIES

Rapporto accesso utenti Squid
Periodo: Gin 2012

T
ETHEED

(5t maggiormente wistat]_Totale

[Grpee]
laiol

Dah G Uinsi Sorstimensionse Bywe Media Click %
2

D L 188U SaM 01
Boumz @ 1 o w00 357%
TotaleMedia 1 0 L0M4EM 201%

e

todfcs Yusleza

LightSquids) § 0 Sergey Broldhin AKA BSL

Day detail - Mozilla Firefox
Cordiogs Segnalbei Sament futo

RestName Nameroscssi Byes %6 Grugpe
1@ 810 o

2@ 19216811  JonDos

1435 130 599% 2
5 6me 0o%2

LightSquid vl 8 @) Sergey Evvkhin AKA ESL

tante belle statistiche

o | Bigtsqud ooyt * IS th oo ol Gowkga Sgmabn et i
€ [ 192.168.0.1 [ rtos:j/192.168.1.1fightscdy_detacoyeor— c iPro R | Qugisaud s osal x|[&]
€ @ 521681 s 192,681 v s o= w 7rve) 2

Rapporto accesso utenti Souid
Otete: 1921681100 (7).

Gugpor?
Dita 20Giv2012
]

Toae [
# i N o s Bytes o> o
1 fpdownload macromedia.com t BB eama %
2urai LM ke
3 mages? ganzmacbiects it B W
ddeowall ranet it 5 12M wo 636
5 sy googie 75 e 2%
6is2 garmettaohiec 25 6352 WM 16%
7stimg com D512 503 15%
8 sowmmages adobe 1 MBS 153 146
950.2mdo et T 15 L1k
10 mack adform 8170 1730 09%

1 comectfar o et

317251 1050 035
2166953 1803 03
1116125 a3 03%
1915705 6330 07%
1414684 653 7%
L0 s 07
140048 10730 07%
2034287 1930 08
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Diagnostics +

ARP Table
Authentication
Backup & Restore

Command Prompt

DNS Lookup

Edit File
Factory Defaults
Halt System
Limiter Info
NDP Table
Packet Capture
pfinfo

pfTop

Ping

Rebeot

Routes
S.M.AR.T. Status
Sockets

States

States Summary
System Activity
Tables

i Save / Load a

Iac,)ostics / Edit File

1 | Advanced Users Only

14

e from the

/ete/defaults

Bsae

Biosd i=srowse

£y fetc/defaulis
[2) devfs.rules
. periodie.conf

2 re.conf

esystem

The capabilities offered here can be dangerous. No support is available. Use them at your own risk!

PPGoTo Line # | :

249 KiB
13.32 KiB
39.55 KiB
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System / Package Manager/ Package Installer (2]

Installed Packages  Available Packages ~Package Installer

Package Installa

~

Check documentation here:
http://wwu.squidguard.org/Doc/

To activate the changes do a /usr/local/sbin/squid -k reconfigure

Message from pfSense-pkg-squiduard-1.16.19:

Please visit Services - SquidGuard Proxy Filter - Target Categories and set up at lc».* L2 caiegory there before
enabling SquidGuard. See https://docs.netgate.com/pfsense/en/latest/packages/cache ~nxy, 1uidruard.html for
details.

>>> Cleaning up cache... done.

Success

R €

129

Proxv fil .«r 5 0w Suard: General settings @

€ zr 2ral 5.0 .ngs m Groups ACL | Target categories wm

m‘\ Abilitare SquidGuard

For saving configuration YOU nesd click button 'Save’ on bottom of page
After changing configuration squidGuard you must apply all changes

SquidGuard service state: STARTED

Enable GUI
log Check this for enable GUI log,

Abilitare i logd
Enablz log ﬁ/—
icheck this for enable g of the proxy filter. Usually log used for testing filter settings.

Enable log

foEkon Check this for enable dally rotate a log of the proxy filker, Use this option For limit lag fils size,

Clean

Advertising Check this to display a blank gif image instead the default black page. With this aption you get a cleaner page.
Blacklist F 1

Check this for enable blacklist

Blacklist N
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i squidGuard

1 GO; ;g[e squidguard blacklist

v, sauidguard,orgitlackists el

&

| *§ - squidguard blackist P

squidGuard - Blacklists

The blacklists are the heart of every URL
Tou can choose between several free
combination of thern)
e e S e
start with one of the blaghtft collections isted (alphab

*® MESD blacklists
They are freely av:

® Shalla's Blacklists
Free for non commercialiprivat use; commers

® Université Tovlouse blacklist collection

w SquidGuard

Development

blacklists.tgz 1027
5,6 MB — squidguard.org

lightsquid.cfg-1.txt 332
4,7kB —192.168.1.1

’* Siverlight.exe Teti
6,0MB —rsity

v
]
@ config-pfSense.localdomain-20120619142011 xml Ten !
|

=/ 15,0kB —192.168.1.1

,iﬂ MicrosoftFixitS0528.msi

656 KB — microsaft.com

Cancella elenca

not fiee of charge. More than 1.5 million entries. Up:

¢ requires a feedback contract at no additional co. s, . =lling the sts is

* copiare il link

Several categories maintained by Fabrice Prigent Updated regularly. Freely available

131

blacklists targo

Google

r Université Toulouse Car tole
[

Index of /bla.hiists dJowrioad

11-27 21:21 - 2023-11-27 242 .

hitps.//dsi.ut-capito' > » bla ¥ is 5 Tz wuci questa pagina

Index of /blacklists/ucwilad | []- [ ] associations_religieuses.targz - astrology ta f ads tarez

Index of /blacklists/download

Name Last modified Size

5 Parent Directory, =
LICENSE pdf 20253-11-272121 76K
) LICENSE pdftargz 2023-11-272121 45
@ MD3SUMLST 2023-11-2721:21 41K
3-11-27 21:21 26K
3-11-27 21:21 17M

ﬂ} adult

@ aggressivetargz 2023-11-2721:21 31K
ﬂ} agressifrargz 2023-11-2721:21 3.1K
@ arjeliar gz 2023-11-27 21:21 326

associations_religieuses tar gz

-11-27 21:21 467
2023-11-2721:21 24K
2023-11-27 21:21 96K
2023-11-27 2121 2.1K
2023-11-2721:21 2T™M
2023-11-37 21:27 2T™M

IB' astrology.tar gz
¥ audio-video targz
¥ bank tar gz

ﬁ bitcoin tar gz

Wk blackliss tar gz

Wy blacklists_for dansguardian.targz

ﬂ} blacklists_for_pfsensetargz 2023-11-37 21:26 17T
ﬂ} blacklists_for_pfsense_reducted.tar.pz 11-3721:26 1TM

2004-11-18 08:05 55K
2023-11-2721:21 10K
2023-11-27 21:21 214
2023-11-27 2121 76K
2023-11-2721:21 45

[#] blocked sre

¥ catalogue-biu-toulouse facez

co-by-sa-4-0.pdf
co-by-sa-4-0.pdf tar gz
i)
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0% | https://dsi.ut-capitole.fr/blacklists/download/blacklists_for_pfsense.targz

Enter FTP or HTTP path to the blacklist archive here.

Begin blacklist update

Start download.

Download archive https://dsi.ut-capitole.fr/blacklists/download
/blacklists_for_pfsense.tar.gz
Download complete

Unpack archive

Scan blacklist categories.
Found 63 items.

Start rebuild DE.

Copy DB to workdir.
Reconfigure Squid proxy.
Blacklist update complete.

https://dsi.ut-capitole.fr/blacklists/download/

133

Package / Proxy filter Sg-uaGi.ciu: General settings / General settings (]

General settings Common AC.  LooupeiCL Target categories  Times  Rewrites  Blacklist Log  XMLRPC Sync

DA/ A A
General Optlo /

Enable ®, heck this option to enable squidGuard.

Impe: aant: Please set up at least one category gj
The Save button at the bottg
To activate sqgyi

swdbwdniceswe ST |

Logging options

Enable GUI log Check this option to log the access to the Proxy Filter GUI.

arget Categories’ tab before enabling. See this link for details
Is page must be clicked to save configuration changes.
configuration changes, the Apply button must be clicked.

Enable log Check this option to log the proxy filter settings like blocked websites in Common ACL, Group ACL and Target
Categories. This option is usually used to check the filter settings.

Enable log rotation Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size
and do not run out of disk space.
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Blacklist Check this option to enable blacklist

Blacklist options

abilitare le blacklist

135

ERRORE !

- Mozilla Firefox
File Edit View (‘isto'y Bookmarks Tools Help
| S@http://www.g...ecvch ‘q=casa | & |

-« B /-Tl wWwWWw guugl?fvmr.—;,n' 174

v

ElNews ¥
Request denied by pfSense proxy: 403 Forbidden

Reason:

v &|[* casa

ol &

Client address: 10.1.1.244

Client group: default
Target group: none
URL: http://www.google.com/search?q=casa
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Target Rules all

137

File Edit View History Boownmeks T.ols Help dominio preSO da| gruppo "bank" Al %
s
A =

The following error was encountered while trying to retrieve the URL: https:(/192.168.1.1/sgerror.php?

Failed to ish a secure ion to [
The system returned:

[No Error] (TLS code: X509 V ERR_DEPTH_ZERO SELF_SIGNED CERT+broken cert)

Self-signed SSL Certificate: /O=pfSense GUI default Self-Signed Certificate/CN=pfSense-65688e49997f8

This proxy and the remote host failed to negotiate a mutually acceptable security settings for handling your request. It is possibie that
the remote host does not support secure connections, or the proxy is not satisfied with the host security credentials.

Your cache administrator is fausto.marcantoni@unicam.it.

Generated Wed, 06 Dec 2023 08:15:21 GMT by FWHRS (squid/6.3)
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Use SafeSearch engine

Use SafeSearch [] Enable the 1rctecled mode of search engines to limit access to mature content.

engine iibe momenilit is supported by Google, Yandex, Yahoo, MSN, Live Search, Bing, DuckDuckGo, OneSearch, Rambler, Ecosia
and Qwant. Make sure that the search engines can be accessed. It is recommended to prehibit access to others.

Note: This option overrides Rewrite’ setting

Nessun motore di ricerca pud sostituire la supervisic'a
dei genitori quando si tratta di bambini e internet.

139

Package / Proxy filter Cauid®vard: General settings / General settings

General settings  Commor ALl Cwors ACL  Target categories  Times  Rewrites  Blacklist Log XMLRPC Sync

U

/

Temporizzazione Debug: LOG !!!
delle regole

Le Regole fatte per

gruppi di

+Utenti

*Network

+IP address
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Attenzione

Request denied by pfSense proxy: 403 Forbidden

Reason:

Client address: 10.1.1.244
Client group: default
Target group: in-addr
URL: http://10.1.1.1/

| Non posso entrare nella mia rete con indirizzo IP

disable

Do not allow IP- [ To make sure that people do not bypass the URL filter by simply using i.= 1.>-Addres. s instead of the FQDN you can
Addresses in URL check this option. This option has no effect on the whitelist.

141

Netwoi:« Intriicion Detection & Prevention System

System / Package »ou2ger / Available Packages (2]

Installed Package:  Avai'irie Pal'- es

Y —

Search term ids Both v S

Enter a search string or *nix regular expression to search package names and descriptions.

Packages
Name Version Description

snort 4.1.6_14 Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of
signature, protocol, and anomaly-based inspection.

Package Dependencies:
@ snort2.0.20.7

suricata 7.0.2_1  High Performance Network IDS, IPS and Security Monitoring engine by OISF.

Package Dependencies:
& suricata-7.0.2_4
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Snort/Suricata

« Snort and Suricata are pfSense software packages for network
intrusion detection. Depending on their configuration, they can
require a significant amount of RAM. 1 GB should be considered a
minimum but some configurations may need 2 GB or more, not

counting RAM used by the operating system, firewall states, and
other packages.

https://www.snort.org/

i
https:/suricata.io/ a) /]

SURICATA

143

Status ~ Diagnostics ~ Help ~

System / Package Mai.~or / Package Installer (2]

—— . — W ¥ = _

pfSense-pkg-+ i /tinst=llatio \ s...c sssfully completed

Installed Packages ~ Ava'able Packages ~Package Installer

Package Installation

Please note that, by default, snort will truncate packets larger than the *
default snaplen of 15158 bytes. Additionally, LRO may cause issues with

Stream5 target-based reassembly. It is recommended to disable LRO, if

your card supports it

This can be done by appending Iro' to your ifconfig_ line in rc.conf.

Message from pfSense-pkg-snort-4.1.6:

Please visit Services - Snort - Interfaces tab first te add an interface, then select your desired rules packages at the Services - Snort - Global tab. Afterwards visit the
Updates tah to download your configured rulesets.

>>> Cleaning up cache... done.

Success I
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Flisense

c NITY EDITION

Bitn Canfin Rackin

System / Package Manager / Pack| captive portal 2]
| DHCP Relay |
pfSense-pkg-snort i I successfully DHCP Server
DHCPv6 Relay
DHCPv6 Server & RA
Installed Packages  Available Packages Package Ins
DNS Forwarder
—_—
- - - - - wwww Rt h - - - -wwwy
Dynamic DNS
Please note that, by default, snort will truncate packets larger the NTP -

default snaplen of 15158 bytes. Additionally, LRO may cause iss|
Streams target-based reassembly. It is recommended to disable,  PPPoE Server
your card supports it.

This can be done by appending “Iro' to your ifconfig_lin 2 in rc.col

Message from pfSense-pkg-snort-4.1.6:

Wake-on-LAN

Please visit Services - Snort - Interfaces tab first to add an interface, then select your desired rules packages at the Ser. = s - Snor. b, *bal tab. Afterwards visit the
Updates tab to download your configured rulesets.

>>> Cleaning up cache... done

Success

145

Services / Snort/ WAN - Interf..c> Set’

snort Interfaces Global Settings Upu-tes Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

WAN Settings WAN _2"2gories WA’ tules WAN Variables 'WAN Preprocs WAN IP Rep WAN Logs

?abilitare snort - I

Enable @ [nauinteifSce
I Interface WAN (em0) ¥ I
TR T T2 T T STIOTY TV Vo TS TP
| Description WAN |
eserip y
Snap Length 1518 <

Enter the desired interface snaplen value in bytes. Default is 1518 and is suitable for most applications.

Alert Settings

Send Alerts to System snort will send Alerts to the firewall's system log. Default is Not Checked.
Log
Enable Packet Captures Checking this option will automatically capture packets that generate a Snort alert into a tepdump compatible file
Enable Unified2 Logging Checking this option will cause Snort to simultaneously log alerts to a unified? binary format log file in the logging subdirectory for this interface.

Default is Not Checked.
Log size and retention limits for the Unified2 log should be configured on the LOG MGMT tab when this opticn is enabled,
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ip#  Documents  Downloads  Products  Commumty  Talos  Resources  Confact

Q | Rule Doc Ssarch

Login

Emall  fa

ani@unicamit

Password

Snort License Agreement

License Terms Accepted

Mailing Lists

O Snort-users
O Snort-sigs

[ Snori-devel

O Snort-openappid

-—

147

prima i tu'to ...

I IRS-FW.unicam it - Services: Snort X i Snort- i keode x| P IRS-FW.unicam.it-Status: Dashbo X | 4

<« C {r A Note.oo ' 122168, i/snort/snort interfaces_global php * B 9

Apps @ Debian 1w @ avs'Wws T Help

SnortInterfac.~ 5l .oal Settings  Updates  Alerts  Blocked PassLists Suppress [PLists SIDMgmt LogMgmt Sync

Snort Subscriber Riles

Enable $nort VRT Click to enable download of Snort free Registered User or paid Subscriber

per richiedere un oinkcode

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort Ofnkmaster || | |
Code o inocnanogo doa deilhare (Dacteihocode ool anadURl Y
Snort GPLv2 Community Rules
Enable Snort GPLv2 O Click t ble download of Snort GPLY2 Ci rules

The Snort Community Ruleset is a GPLv2 Talos certified ruleset that is distributed free of charge without any Snort
Subscriber License restrictions. This ruleset is updated daily and is a subset of the subscriber ruleset.

Emerging Threats (ET) Rules

Enable ET Open () Click to enable download of Emerging Threats Open rules
ETOpen is an open source set of Snort rules whose coverage is more limited than ETPro.

Enable ET Pro (] Click to enable download of Emerging Threats Pro rules
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i IRS-FW.unicam.it - Services: Snor X Ca# Snort-Dinkcode x | i IRS-FW.unicamit - Status: Dashbo X ‘ ot

< C { A Noisecure | 192.168.1.1/snort/snort_download_updates.php * @
Apps @ Deblanorg @ LatestNews @ Help
Services / Snort/ Updates (2]

Snort Interfaces ~ Global Settings Updates  Alerts Biocked Passlists Suppress [PLists SIDMgmt LogMgmt Syne

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MDS Signature Hash MD5 Signature Date
Snort Subscriber Ruleset Not Downloaded Not Downloaded
Snort GPLv2 Community Rules Not Enabled Not Enag& yeqole |nsta”ate
Emerging Threats Open Rules Not Enabled Not Enabled
Snort OpenApplD Detectors Not Enabled Not Enabled
Snort ApplD Open Text Rules Not Enabled Not Enablea
Feodo Tracker Botnet C2 IP Rules Not Enabled NotEr.g-iol

Last Uptate—tmemomr—Resuit-HrikwomT

|(-~- aggiornare le regole

Click IPDATE BIII ES 16 chack for and 2 apply any new pas'an 4 fate. Yo, =elected rules packages, Clicking
FORCE UPDATE will zero out the MD5 hashes and force the downloac # 1d # ) tic.*ion of the latest versions of the enabled
rules packages

Update Rules

149

B RS-FW.unicam.it- Services: Snor X Ge St *-Oinkcode x

R RS-FW.unicamft - Siatus: Dashbo X |+

< C Y A Notsecu | "92.1f .1/snori/snort_download_updates.php o

Apps @ Debianorg & Lo astiws @ Help

V

Rules Update Task

Updating rule sets may take a
while ... please wait for the
process to complete.

This dialog will auto-close when
the update is finished
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Block Settings

Block Offenders Checking this option will block hosts that alert. Default is Not Checked.

IPSMode  Legacy Mode v

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Snort inspection engine into the network stack
between the NIC and the 0S. Defaultis Legacy Mode

Legacy Mode uses the PCAP engine to generate copies of packets for inspection as they traverse the interface. Some Yleakage" of packets will occur
before Snort can determine if the traffic matches a rule and should be blocked. Inline mode instead intercepts and inspects packets before they are
handed off to the host network stack for further processing. Packets matching DROP rules are simply discarded (dropped) and not passed tothe host
network stack. No leakage of packets cours with Inline Mode. WARNING: Inline Mode only works with NI drivers which properly support Netmap!
Supported drivers: bnxt, cc, cxgbe, cx|, em, em, ena, ice, igb, igc, ix, bxgbe, ix,lem, re, v, vtnet. If problems are experienced with Inline Mode, switch to
Legacy Mode instead

Kill States Checking this option wil kill firewall established states for the blocked IP. Default is checked,

Which 1P toBlock  BoTH v

Select which IP extracted from the packet you wish to block. Default is BOTH.

Selezionare il funzionamento in modalita di blocco. La modalita Legacy ispeziona le copie dei pacrhetti mentre la
modalita Inline inserisce il motore di ispezione Snort nello stack di rete tra la scheda NIC e il siste:.a "perativo.
L'impostazione predefinita & la modalita Legacy.

La modalita Legacy utilizza il motore PCAP per generare copie dei pacchetti da ispezionare men’.e ai*ravar: ano

Netmap! Driver supportati: bnxt, cc, cxgbe, cxl, em, em, ena, ice, igb, igc, ix, ixgbe, ix". itm, 12, 71X, vinet. Se si
verificano problemi con la modalita in linea, passa invece alla modalita Legacy.

l'interfaccia. Si verifichera una certa "perdita” di pacchetti prima che Snort possa determinare s~ ' tran:~o ~orrisponde a
una regola e deve essere bloccato. La modalita in linea intercetta e ispeziona invece i pacchett prima che vengano
trasferiti allo stack di rete host per un'ulteriore elaborazione. | pacchetti che corrispondono ~ite re 10:» "ROP vengono
semplicemente scartati (eliminati) e non passati allo stack di rete host. Con la modalita in i 1ea nun si verifica alcuna
perdita di pacchetti. ATTENZIONE: la modalita in linea funziona solo con i driver NI(, ~k~ cunport «.0 correttamente
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Services / Snort/ Lnates (2}

Snortinterfaces  Globa! Setti."s  '‘prates Alerts Blocked Passlists Suppress [PLists SIDMgmt LogMgmt Sync

[ installgDrale D/

Rule s¢ . Name @ olisher

MDS Signature Hash MDS Signature Date

Snon Jbser ser Ruleset ce5f1013b6f0f4ad23ec2b56840e5585 Wednesday, 06-Dec-23 11:09:44 CET

Snort GPLv2 « ~m. ~unity Rules dba770d1769af4ba68d5e585dba7769d Wednesday, 06-Dec-23 11:09:44 CET

Emerging Threats Open Rules 200fb780c4¢5301b5094850041d2605d Wednesday, 06-Dec-23 11:00:44 CET

Snort OpenApplD Detectors ©7260f937d84c651a20f2ac70528384e Wednesday, 06-Dec-23 11:09:44 CET

Snort ApplD Open Text Rules 2¢26cbA4f6a3be03ablcBed2befcf6fel Wednesday, 06-Dec-23 11:00:44 CET

Feodo Tracker Botnet C2 IP Rules

66a11da41fb6e98d2e077a1db81dd4e7

Wednesday, 06-Dec-23 11:09:36 CET

Update Your Rule Set

Last Update Dec-06 2023 11:09 Result: Success

Click UPDATE RULES fo check for and automatically apply any new posted updates for selected rules packages. Clicking
FORCE UPDATE will zero out the MDS5 hashes and force the download and application of the latest versions of the enabled
rules packages

Manage Rule Set Log
=

The log fileis limited to 1024K in size and is automatically cleared when that limit is exceeded.

Logfile Size 2 KiB

152

06/12/2023

76



Services / Snort/ Interfaces (]

Snort Interfaces ~ Global Settings Updates  Alerts Blocked PassLists Suppress IPLists SIDMgmt LogMgmt Sync

Interface Settings Overview

Interface Snort Status

Pattern Match

O  WAN (em0) o0 AC-BNFA

Blocking Mode Description Actions

DISABLED WAN

Configurare le regole

153

Services / Snort/ Interface Settiras © W /| - Categories ]

Snort Interfaces  Global Settings  Upd'..~ Alerts Rl sked Passlists Suppress IPLists SIDMgmt LogMgmt Sync

1
WAN Settifgs ~ WAN Categories w’xr Fles  WANVariables WANPreprocs WAN IPRep  WAN Logs

| e s —

Select the rule egur s) Snort will load at startup

[} - Category is auto-enable. by ~1D Mgmit conf files
e-category is auto-disabled by ~.0 Mgmt conf files

Enable Ruleset: Snort GPLv2 Community Rules

] Snort GPLy2 Community Rules (Talos certified)
Enable Ruleset: FEODO Tracker Botnet C2 IP Rules

L] Feoda Tracker Botnet C2 IP Rules

Enable Ruleset: ET Open Rules

Enable Ruleset: Snort Text Rules Enable Ruleset: Snort SO Rules

Enable Ruleset: Snort OPENAPPID Rules

-] emerging-activex.riles snort_app-detect nules [u} snort_browser-chromessorules @ openappid-ads.rules

emerging-attack_response.rules snort_attack-responses.rules [ snort_browser-ie.sorules ] openappid-browser_plugin rules

-] emerging snort_backdoor.rules o snort_browserothersoules @ openappid-
botec.portgrouped.rules bussiness_applications.rules

a emerging-botce iles snort_bad-traffic nules [} snort_browser-webkitsorules @ openappid-collaboration rules

a emerging-chat.rulés snort_blacklist. rules fu} snort_exploit-kit.s0.rules ] openappid-database ules

] emerging-ciarmy rules snort_botnetenc rules o snort_file-executablesorules 1@ openappid-file_storage.rules

a emerging-compromised.rules snort_browser-chrome.rules o snort_file-flash.so rules ] openappid-file_transfer.rules

] emerging-current_events,rules snort_browser-firefox.rules L snort_file-image.so.rules a openappid-games.rules
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Services / Snort/ Alerts (]

SnortInterfaces  Global Settings  Updates  Alerts  Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync
Alert Log View Settings

Interface tolnspect | WAN (em0) 250

Choose interface.

Alert lines to display.

Alert Log View Filter [+]
0 Entries in Active Log

Date Action Pri Proto Class. Source IP SPort Destination IP DPort GID:SID Description
Services / Snort/ Blocked Hosts (2]

Snortinterfaces  Global Settings  Updates  Alerts  Blocked Passlists Suppress IPLists SIDMgmt LogMgmt Sync
Blocked Hosts and Log View Settings
Blcked Hoss

All blocked hosts

All blocked hosts will be removed

Refresh and Log m Refresh 500 <

View  Save autorefresh and view Defauttis ON Number of blocked entries to

settings

Last 500 Hosts Blocked by Snort (only applicable to Legacy Blocking Mode interfaces) A |
# P Alert Descriptions and Event Times Remove

There are currently no hosts being blocked by Snort on Legacy Mode Blocking interfaces.

Block Settings

V/AT A

Block Offenders [ Checking this option will auto” .auc. “y bl sk “~_s nat generate a Snort alert. Defauit is Not Checked.

Alerts

Blocked

155

Abiiters /—/—/— —

snort_scan.rules

r.map -p 1-65535 -T4 -A -v <IP WAN>

Alert Log View Filter

4 Entries in Active Log

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID
2023-11-29 2 TCP Potentially Bad 193.205.92.225 59376 193.20592.226 4333 12010938
11:2814 Traffic x
2023-11-29 2 TCP Patentially Bad 193.20592.225 59374 19320592226 4333 1:2010938
11:28:14 Traffic Q
2023-11-29 2 TCP Attempted 193.205.92.225 59374 193.206.92.226 5901 1:2002911
11:27:23 Information Leak Q)

2023-11-29 3 TCP Unknown Traffic 142.251.209.19 80 193.205.92.225 36285
10:31:27

snort_indicator-scan.rules

Description

ET SCAN Suspicious inbound to mSQL port
4333

ET SCAN Suspicious inbound to mSQL port
4333

ET SCAN Potential VNC Scan 5900-5920

(http_inspect) NO CONTENTLENGTH OR
TRANSFER-ENCODING IN HTTP RESPONSE
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Status / System Logs/ System/ General YT#+0

System  Firewall DHCP  Authentication IPsec PPP  PPPoE/L2TP Server OpenVPN NTP  Packages Settings

errore: visualizzare il file di log

General Gateways Routing DNS Resolver Wireless GUIService 0S Boot

ast 25 General Log Entries. (Maximum 10000)

MNov 29 11:47:23 snort 80880 [1:2010937:3] ET SCAN Suspicious inbound to mySQL port 3306 [Classification: Potentially Bad Tra
ffic] [Priority: 2] {TCP} 193.205.92.225:42308 -> 193.205.92.226:3306

Nov 29 11:47:23  sshguard 7407  Now monitoring attacks.

Nov 29 11:47:25 snort 80880 [1:2010937:3] ET SCAN Suspicious inbound to mySQL port 3306 [Classification: Potentially Bad Tra
ffic] [Priority: 2] {TCP} 193.205.92.225:42310 -> 193.205.92.226:3306

MNov 29 11:47:25 snort 80880 [1:2010936:3] ET SCAN Suspicious inbound to Oracle SQL port 1521 [Clase ... ation: Potentially Bad
Traffic] [Priority: 2] {TCP} 193.205.92.225:42308 -> 193.205.92.226:1521

Nov 26 11:47:25 snort 80880 [1:2010936:3] ET SCAN Suspicious inbound to Oracle SQL port 1521 [Clase" ... on: v ~te, *ially Bad
Traffic] [Priority: 2] {TCP} 193.205.92.225:42310 -> 193.205.92.226:1521

Nov 29 11:47:28 snort 80880 [1:2010939:3] ET SCAN Suspicious inbound to PostgreSQL port 5432 |LI~ss Scation: Futentially Ba
d Traffic] [Priority: 2] {TCP} 103.205.02.225:42308 -> 193.205.02.224:7 122,

Nov 29 11:47:29  snort 80880 [1:2010939:3] ET SCAN Suspicious inbound to PostgreSQL port 5 32 [Clas -it >ation: Potentially Ba
d Traffic] [Priority: 2] {TCP} 193.205.92.225:42310-> 16 205.92 2./4:5432

Nov 29 11:47:29  snort 80880 [1:2002917:5] ET SCAN Potential VNC Scan 5900-5920 [( 7= ~atior..
K] [Priority: 2] {TCP} 193.205.92.225:42308 -> 193.205.9? 226:.™¢

empted Information Lea

Nov 29 11:47:36  snort 80880 [1:2002910:5] ET SCAN Potential VNC Scan 5800-5 7 J [Cla. ~it.. ation: Attempted Information Lea
K] [Priority: 2] {TCP} 193.205.92.225:42308 -> 192 ?u% 92.226:5¢”

MNov 29 11:47:37  snort 80880 [1:2010935:3] ET SCAN Suspicious inbound *~ M>0L p.-t | *33 [Classification: Potentially Bad Tr
affic] [Priority: 2] {TCP} 193.205.92.225:42" 0, > €7 £0S 92.226:1433

Nov 26 11:47:37 snort 80880 [1:2010935:3] ET SCAN Suspicious inboun. .o #58Q! 1 ort 1433 [Classification: Potentially Bad Tr
affic] [Priority: 2] {TCP} 193.205.92.7_5"1% 410 - - 150.”J5.92.226:1433
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usare i filtri

Status/ Syster:.og. S/stem/ General YFr@

System  Firewall DHC:  Authentication IPsec PPP  PPPoE/L2TP Server OpenVPN NTP Packages Settings

General Gateways Routing DNS Resolver Wireless GUI Service 0S Boot

Advanced Log

Time Process PID Quantity

snort

Message

Regular expression reference Precede with exclamation (1) to exclude match. Invalid or potentially dangerous patterns will
be ignored.
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Bloccare i tentativi di intrusione e/o “strani” pacchetti

Block offenders

Ziv=uning this option will automatically block hosts that generate a Snort alert.

temporizzare il blocco

Remove Blocked | NEVER v|
Hosts Interval

NEVER | bloc
RemovaBlocked | Jovin
Hosts After | 30 MINS
Deinstall 1 HOUR
3HOURS
Keep Snort Settings
After Deinstall SHOURS
12 HOURS
Startup/Shutdown 4 5 s S
Logging
| 4pavs
7 DAYS
‘ 28 DAYS
Interface Snort Status Pattern Match Blocking V o7~ Description Actions
0  WAN (em0) o Ce AC-BNFA LEGACY M 2TF WAN

159

Services / Snort / Pivaren dosts e

Snort Interfaces ~ 7ilobal 3 .idings  Updates  Alerts Blocked PassLlists Suppress IPLists SIDMgmt LogMgmt Sync

Blocked Hosts and View Settings

All blocked hosts will be saved All blocked hosts will be removed
Refresh and Log Refresh 500 S
View o ve autorefresh and view Default is ON Number of blocked entries to
settings view. Default is 500

# P Alert Descriptions and Event Times Remove

1 193.205.92.219 ET SCAN Suspicious inbound to mySQL port 3306 — 2023-12-06 11:39:33 x
ET SCAN Potential VNC Scan 5900-5920 — 2023-12-06 11:39:35
ET SCAN Suspicious inbound to Oracle SQL port 1521 - 2023-12-06 11:39:37

1 host IP address is currently being blocked Snort on Legacy Blocking Mode interfaces.

Sbloccare I'host
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Sono disponibili quattro tipi di indirizzi IP virtuali in pfSense:
Alias IP,CARP, Proxy ARP e Altro.

{
UTENTE \
[

161

Firewall / Virtual IPs / Zui 2]
i v v /9 V|
7 pe @ 1P Allas O CARP © Proxy ARP © other
Interfac. WAN v
Address type | Single address ~
Address(es) 193.205.92.247 /|32 v

The mask must be the network's subnet mask. It does not specify a CIDR range.

Virtual IP Password VTP (S Virtual IP Password
Enter the VHID group password. Confirm
VHIDGroup 1 v
Enter the VHID group that the machines will share.
v 0 v

Advertising frequency 1
Base Skew

The frequency that this machine will advertise. 0 means sually master. Otherwise the lowest combination of both values in the cluster determines the
master.

Description IP Alias per sito web
A description may be entered here for administrative reference (not parsed).

Save
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Firewall / Rules / WAN w B @

Floating WAN LAN

—
Rules ag to Change Order)
a States Protocol Source Port Destinati Port y Queue Schedul Descripti Actions
O « 0/480B IPv4ICMP  * L] L none &S 00Mmx

any

Aggiungere regola passa ICMP per testare I'IP Alias

B Amministratore: Prompt dei comandi

C:\Users\fausto.mfausto>ping 193.205.92.247

Esecuzione di Ping 193.205.92.247 con 32 byte di dati:
Risposta da 193.205.92.247: byte=32 durata<lms TTL=64
Risposta da 193.205.92.247: TTL=64
Risposta da 193.205.92.247: by TTL=64
Risposta da 193.205.92.247: byte=32 durata<lms TTL=64

[Statistiche Ping per 193.205.92.247:
Pacchetti: Trasmessi = 4, Ricevuti = 4,
Persi = 0 (0% persi),

Tempo approssimativo percorsi andata/ritorno in millisec
Minimo = Oms, Massimo = Oms, Medio = Oms

C:\Users\fausto.mfausto>

163

Firewall / NAT / 1:1 (2]

PortForward 1:1  Outbrund It

mu_

n.terfie External IP Internal IP Destination IP Description Actions
O « WA 193.205.92.247 192.168.1.11 * LOm

I R S SR O

Firewall / Rules / WAN i B @

Floating WAN LAN

Rules (Drag to Change Order)

a States Protocol Source Port Destination Port y Queue hedule Descripti Actions

O v 0/0B IPvdICMP % oo 2 * none &/ 00mx
any

O « 2/63KB IPvaTCP  * ook 80 (HTTP)  * none &S 00mx

EIED ENEE) R (SRR (EE O
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O M [ Metasploitable? - Linux x |+

< =2 O M A Norfsicuro | 193.205.92.247

Ea Importa preferiti ] Barra dei segnali art Files E] Vi

[ Y B [ B

| '_ N
RNy
A |

F_Nv )|
_t
A

|
|
[ S —
Warning: Never expose this VM to an untrusted network!

Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

+ TWiki
+ phpMyAdmin
« Mutillidae
.

DVWA
WebDAV
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How to set up youi <wn TrpenVPN server in pfSense

https://www.carpauit= ch.com/blog/vpn-privacy/openvpn-server-pfsense/
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167

HAVP Network Mc e, >ment | Woinfo, 0911

antivirus check the
forum

System: Package Manager: Install Package
Puckage sl

e,

|Inﬁtalling HAVP anfivirus and its dependencies.

Beginning package installation for HAVP antivirus...
Downloading package configuration file... done.
Saving updated package information... overwrite!
Downloading HAVP antivirus and its dependencies...
Checking for package installation. ..

Downloading http://files.pfsense.org/packages/8/A11/havp-0.81_1.thz ..,
(extracting)

Downloading http://files.pfsense.org/packages/8/A11/11bltd1-2.4.tbz ... 92%
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2@

v Interfaces

Status: Dashboard

System Information

Antivirues

Captive Portal

pfSense. localdomain

2.0-RELEASE (i385)
buit on Tue Sep 13 17:00:00

Unable to check for updates . Jalalafi=

pfSense

RIP

Intel(R) Core(TM)2 Duo CPU

00:11

Thu Mov 24 9:26:55 UTC 201"

169

PRI o v | 544N

| Status I

3 Common DB path,
3 Temp path

| e
HTTP Antivirtss Prx ( Sto, = ) B3 Stopped hav3-0.91_1 HTTP Antvirus Proxy
Antivirus Serv’ E3 stopped Cla nAV 0.97.2/13965/Thu Nov 24 03:07:14 2011
Antivirus Updat.. Update status
| 2011.11.24 09:24:27 Antivirus update started.
Start Update 2011.11.24 09:24:27 Antivirus database already is updated,
2011.11.24 09:25:10 Antivirus update end
. main.cvd 2011.10.11 7z 3; 54 1044387 ‘ sven
Antivirus Base Info daity.cvd 20111123 | 072M| 13885 a1ea7 | guiar
safebrowsing.cud | 20111124 [ P ‘3 33906 578806 | google
bytecodecvd | 20111122 0osmM| 158 38 | edwin
Path:
Enter file path or catalog for scanning
I3 squid cache path (scan vou souid cache niow) Not found.
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Antivirus: HTTP proxy (havp + clamav)
e oy ([ET)

Enable

ot
Check this for enable proxy.
/ Parent for Squid ———
e \parenfor saug 7 |
Select interface mode:
standard - client(s) bind to the “proxy port’ on sel :cted interface(s);
parent for squid - configure HAVP as parent for Squid prowy;
transparent - ail ‘hitp' requests on interface(s) wlbetramiﬂhedmﬂ'he HAVP proxy serve” wu it «w ~lient{s) additional ¢
‘parent for squid’ with transparent’ Squid prosxy);
internal - HAVP listen internal interface (127.0.0.1) on ‘proxy port, use you own traffr w. lwaﬂ‘]fe'n(,;1 &%,
Proxy WAN
interface(s) LAN
loophatk
The interface(s) for client connections to the proxy. Use 'Cul + L.Click fo v, 4 b sty
Excy port e

This is the port the prowxy server will listen on (for example: 8080). Thi + ort . e, he different from Squid proxy.

171

Antivirus: Sratuags

Update firme virali

£ bese e [svey 2tous | ¥ |
wmﬁm for update AV database now,
Regional AV database Fg—m TI
SRR Select regional database mirrr.
Ootional AV database i
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RPN 5 oy | s

/ -

HTTP Antivirus Proxy { Started ) 3 Running & hevp-0.91_1 HTTP Anfivirus Praxy
Aniivirus Server ( Started ) O Running IClamAV 0.97.3/14300Thu Jan 12 00:37:57 2012

Start Update

2012.01.12 12:00:00 Antivirus update started.
2012,01.12 12:00:00 Antivirus database already is updated.
2012 .01.12 12:00:04 Antivirus update end

Antivirus Base Info

Update firme virali |

Database  Date | Swe | Ven | anawres  Buider

main.cvd 20111001 20 3;1 s 1. 24387 | sven

daily.cvd 0120011 18w La300 | 70715 | guitar
vd [zorzoraz| 19500 azes 1111762 | google

bytecade. cvd 20t201080 0 o 38 | adwin

| Status

173

tect entivirus

Google

http://w.sw.izicar.org/85-0-Download.html

DOWNLOAD
ANTI MALWARE TESTFILE

Download area using the standard protocol http

>

L

eicar.com eicar.com.ixt eica

68 Bytes 68 Bytes 184 Bytes 308 Bytes
Download area using the secure, S5L enabled protocol https

eicar.com eicar.com.ixt eica 2
68 Bytes 68 Bytes 184 Bytes 308 Bytes
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Captive Portal Https Login

| follow the procedure:
System->Cert Manager

internal certificate authority.

i put the ip of my server pfse

then i made the "Internal Certificate Authority" in the CAs tab.
Then i made the "Internal Certificate" base on the certificate authority.
Later i download the cert and the key and paste on the CP configuration page
in the fields https certificate and https private key respectively.
In the CAs tab i made the intermediate certificate authority base on the

nse in "HTTPS sever name" and ‘warks

In every one of them, the common-name is the same, and also in "2 cp page
configuration htips server name.

175

Captive Portal Hitps L cain
System: Certificate Authoriiy Manager

R oot | e (e on

Name : Internal Issuer Certificates Distinguished Name
W, . .
Chinfermatics vES i emalAddress=root@informatica, ST=Macerata,
\ &, cainformatics § selfsigned | 1 O=informatica, L=Camerino, CN=internal-ca, C=IT
- - P emalAddress=root@nformatica, ST=Macerata,
& cointermeditet $& s . O=informatica, L=Camering, CN=caintermediate 1, C=US

—

Alditional trusted Certificate Authorities can be added h1

intermediate certificate authority

Internal Certificate Authority |
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Captive Portal Https Login

System: Certificate Manager

m (€ (1 Certificate Revocation

Name Issuer Distinguished Name In Use
& caintzrnzlbas . . emailAddress=root@informatica, ST=Macerata, O=informatica,
Certificats Cainformatica L=Camerino, CN=CAinternalbase, C=IT

Note: You can only delete a certificate if it is not currently in use.

Internal Certificate base

177

FIACEEED ¥ =a.le HTTPS login
1 er . 2d, t“- username and password will be transmitted over an HTTPS connection to protect against
4v 5 rop # rs. A server name, certificate and matching private key must also be specified below.
HTTPS server name R_.J.ETID.IU.I

This name will be used in the form action for the HTTPS POST and should match the Common Mame {CN) in your
certificate (otherwise, the dient browser will most likely display & security warning). Make sure captive portal dients can
~=solve this name in DNS and verify on the client that the IP resolves to the correctinterface IP on pfSense.

HTTPS certificate  [-———- BEGIN CERTIFICATE-————
v ; g -
it e HTTPS certificate I
OVowg¥YMxCaAJEgHVEBAYTAR 1UMREwDw YDVQQ IEwhNYWH LemE 0 YTERMA S GA 1 UE] "
g 2CiluzncgenTaan - ]
Paste a signed certificate in X.509 PEM format here.

HTTPS private key ~ [----- EEGIN REA PRIVATE EEY----- l:!
EYAMTM+dn0Zi85AciaF/ t0AXQ18qal Farc 7! 3 .
BijT0a€Tpal+yHOGEa" r2¥/SXEny/ soRpdInG+mIEkPEQGixy4Bak2qdT HTTPS pnva‘te key
wNAVIa0m0eJwgml¥35h/ h4TUSHA gl PeWxTValOT 2CbEEale [Ce24 1HERG T
e : STTML DA QRS A TS ARG Tk 24 YacT Ry (]

Paste an RSA private key in PEM format here.

HTTPS intermediate -
certificate

—=BEGIN CERTIFICATE-—--— [:]
e o S en A g k£ 5w GUEADC BT TR SR TR
R ; T eeaicais - - —
sz e-asa0scomn = =1 HTTPS intermediate certificate
EgRVEAMICT: ryEmEsLR EyMDEXOTASMS MINLoKDTT pMDERN 3 A5H
S e P PP

Paste a certificate in X.509 PEM format here.
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Captive Portal Hitps Login

179

[ HTTPS certificate |
export cert
L
System: Certificate L]
File"Download™ Security Warning
m Certificates
Do you want to open or save this file?
flame M. Chint b t Intee J'
ame: Cainternalbase. crt
& chinternalbase . . Ny o T T
Cortiiate Authorty CAinfof Tupe: Security Certificate, 1.54K8 Q@@
From: 10.10.10.1
(&
Ry Open_ ] [Losave | [Cance ]

‘-éj “while files from the Intemet can be usetul, this file type can
e

"

.

tr
open or save this software. What's the risk?

patentially harm your computer. [f you do ot tiust the source, do not

Salvare sul Desktop e aprire con Notepad
Fare

Copia e Incolla del certificato

System: Certificice

Name : Tssuer
& crinternalbase
Certificate Authority

Chinforr|

Mote: You

E Certific- ¢ s r’:‘;%"

Captive Portal Https Loin

(HTTPS private key |

Yr‘-;;-_\nnr

e bounions Y

Do you want to open or gave thic file?

- Name: Chinternalbase key
B

Type: HTML Document, 1.63KB
From: 10.10.10.1

export key

e

Do |

Save ] |

Cancel |

files from the Internet can be useful, some files can potentially
arm your computer. I you do not tust the source, do not open or
save this file. What's the risk?

Open direttamen

180

te

Fare Copia e Incolla del certificato
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export key |

System: Certificate

ER Coruncres | corica

Hame In
& crinformatica (=
# c2 intermediatel YE

Additional trusted Certificate Auth

e Download=Secarity Warning E
Do you want to open or save this file?
Name: ca+intermediate!.crt
Type: Securiby Certificate, 1.54KB :raat?:,:rr
From: 10.10.10.1
crata,
ediatel, C=US
Open ] I Save ] i Cancel I

.

|§J While files from the Internet can be useful, this file type can
R

open ol save this saftware. 'What's the risk?

potentially harm your computer. If you do not trust the source, donat =

Salvare sul Desktop e aprire con Notepad
Fare Copia e Incolla del certificato

181

£ 1001001001

v H - £

|| cortficate Eror | 4#|| X

| - x
‘ '@' Certificate Invalid

The security certificate presented by this
wehsite has errors

This problem might indicate an atternpt to
foolyou or intercept any data you send to
the server.

We recommend that you close this
wehpage

Ahout certificate errors

View cerlificates

Password:

Dettagli Certificato
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General | Detals | Certification Path |

Certificate

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Certificate

Issuedto: CAinternabase Field

[Eversion
Issuedby: internal-ca [Elserial nurber
[Elsignature algaricha

Issuer
Yalid from 1/19/2012 to 1/16j2022 EValid from

[Evalid ta

[Flsubject
[Epublic key

General | Detals | Certification Path
show: [CTENINNS |

Value

v3

o1

shalRSA

internal-ca, root@inforn
Thursday, January 19, §
Sunday, January 16, 20
Cainternalbase, root@ir
RSA (2048 Bits)

General | Details | CertficationPath |«

Certfication path

Certificate status:

This certificate is OK.

183

Status: Captive poriai (1)

IP address Il'Miudrcss

Username

Session start

| 10.10,10,101 201 _;29:52:6:86

studente

01/15/2012 10:20:46

FATTO - FUNZIONA
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