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TOOLS - Laboratorio - 
Linux - Windows

shell
PowerShell

Wireshark

Nmap

Vmware - VirtualBox
Metasploitable2
Apache
Webmin

Nessus
Greenbone-openvas

Firewall
Pfsense

OPNsense https://opnsense.org/

Ipcop https://www.ipcop.org/

Ipfire https://www.ipfire.org/

GNS3

Draw io
• https://www.drawio.com/
• https://github.com/jgraph/drawio-desktop/releases

http://../laboratorio%20reti%20elaboratori/nmap.ppt
http://../internet%20reti%20sicurezza/Nessus.pptx
http://../sicurezza_informatica/pfsense.ppt
https://opnsense.org/
https://www.ipcop.org/
https://www.ipfire.org/
http://../internet%20reti%20sicurezza/esercitazione%20GNS3.pptx
https://www.drawio.com/
https://www.drawio.com/
https://github.com/jgraph/drawio-desktop/releases
https://github.com/jgraph/drawio-desktop/releases
https://github.com/jgraph/drawio-desktop/releases
https://github.com/jgraph/drawio-desktop/releases
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un buon manuale per 
iniziare 

https://dr0.ch/docs/linux-guide-8ed.pdf

Linux
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Che cos'è PowerShell?

powershell
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https://learn.microsoft.com/it-it/powershell/scripting/overview?view=powershell-7.4

https://thesolving.com/it/sala-server/powershell-una-guida-completa-parte-1a/
https://learn.microsoft.com/it-it/training/modules/introduction-to-powershell/

https://learn.microsoft.com/it-it/training/browse/
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Come installare Linux in Windows con WSL
https://learn.microsoft.com/it-it/windows/wsl/install

wsl --install

wsl --list --online o wsl -l -o

wsl.exe --install -d <Distribution Name>

Installare e iniziare a configurare Terminale Windows
https://learn.microsoft.com/it-it/windows/terminal/install
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ma 
perché?!?!?!

https://learn.microsoft.com/it-it/windows/wsl/install
https://learn.microsoft.com/it-it/windows/wsl/install
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https://www.lifewire.com/wireshark-tutorial-
4143298

https://www.wireshark.org
/

https://imolug.org/sites/default/files/WireShark_Manual.p
df
http://security.polito.it/~lioy/01nbe/wireshark_intro.p
df
https://www.areanetworking.it/corso-wireshark-prima-lezione.html

Tutorial e 
manuali

https://www.guru99.com/wireshark-passwords-
sniffer.html

Wireshark

https://www.wireshark.org/docs/wsug_html_chu
nked/
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Vedere il 
traffico

9



Fausto Marcantoni Wireshark – scegliere l'interfaccia

10



Fausto Marcantoni Wireshark – pagina principale

11



Fausto Marcantoni Wireshark – Statistiche

12



Fausto Marcantoni Wireshark – Statistiche - I/O Graph
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Fausto Marcantoni Wireshark – filtro http

http
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Fausto Marcantoni Wireshark – Follow HTTP Stream
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Fausto Marcantoni Wireshark – rimuovere filtri
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Fausto Marcantoni Wireshark – esercitazione individuale

■ digitare e commentare:
■ abcdef
■ GET /index.html HTTP/1.0
■ HEAD
■ HEAD /index.html HTTP/1.0
■ POST
■ GET /index.html HTTP/1.1

telnet 90.147.42.31 80
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Fausto Marcantoni Wireshark contrib

https://gitlab.com/wireshark/wireshark/-/wikis/Contrib
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Fausto Marcantoni Virtual Machine

Che cos'è una macchina virtuale?

Una macchina virtuale è un file di computer, chiamato in genere immagine, che si comporta come un vero 
computer. In altre parole, si tratta di creare un computer all'interno di un computer. Viene eseguito in 
una finestra, come qualsiasi altra applicazione, e offre all'utente finale la stessa esperienza fornita dal 
sistema operativo host stesso. La macchina virtuale è isolata dal resto del sistema in modo che il software al 
suo interno non possa fuoriuscire o interagire con il computer stesso. Si tratta quindi di un ambiente ideale 
per testare altri sistemi operativi e versioni beta, accedere a dati infettati da virus, creare backup di sistemi 
operativi ed eseguire software o applicazioni in sistemi operativi diversi da quelli originariamente supportati.
È possibile eseguire contemporaneamente più macchine virtuali nello stesso computer fisico. Per i 
server, i vari sistemi operativi vengono eseguiti in modalità affiancata grazie a un software, chiamato 
hypervisor, che li gestisce, mentre in genere per i computer desktop viene usato un solo sistema 
operativo che esegue gli altri sistemi all'interno delle finestre del programma. Ogni macchina virtuale ha il 
suo hardware virtuale, che include CPU, memoria, unità disco rigido, interfacce di rete e altri dispositivi. 
L'hardware virtuale viene quindi mappato all'hardware reale nel computer fisico per ridurre i costi relativi ai 
sistemi hardware fisici necessari e i costi di gestione associati, oltre a ridurre la domanda di alimentazione e 
raffreddamento.

https://azure.microsoft.com/it-it/overview/what-is-a-virtual-machine/
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https://wire19.com/comparison-top-server-virtualization-software/

https://opensourceforu.com/2016/03/the-top-open-source-hypervisor-technologies/

https://slashdot.org/software/hypervisors/

https://www.how2shout.com/tools/8-free-best-open-source-bare-metal-hypervisors-foss.html
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Fausto Marcantoni List of Best Open Source Hypervisors
1. Xen:
Xen is among the most popular open-source hypervisors in the present era, and it also comes with a commercial version of Citrix and Oracle VM. Moreover, since XEN gets cloud support, it is widely 
prevalent among all business enterprises.

2. Linux KVM:
If you are looking for hypervisors for Linux, kernel-based Linux is among the best. It has a kernel module KVM.ko which is a loadable kernel, and it can quickly turn the Linux kernel into a hypervisor. 
The Linux KVM belongs to the type 2 hypervisors because of the involvement of the kernel.

3. Microsoft Hyper V:
Microsoft Hyper V is a free hypervisor you can download easily from the net and use. It is an open-source application. The primary aim of the Microsoft Hyper V was to compete with the other open-
source hypervisors. It is one of the best free hypervisors as it is a standalone software and includes all the features of Windows Server 2012.

4. VMware Free ESXi:
VMware ESXi is free software that you can download easily from the net. The benefit of using open-source software is that you can customize it according to your requirement. Hence, it is pretty popular 
among users.

5. Guest:
Guest is a lightweight hypervisor that is built into the Linux kernel. The software is apt to develop and test the kernel boot. Moreover, the functioning of the software is also interesting and exciting. 
During initialization, the Guest allocates memory and maps it to the kernel’s address space, and it loads a small hypervisor in this allocated memory.

6. Oracle VirtualBox:
The Oracle VirtualBox is a type 2 hypervisor that you can run on any operating system, such as Solaris, Linux, Mac, and Windows. It is also compatible with both x86 and x64 operating systems. One of 
the benefits of using the Oracle VirtualBox is that it is pretty portable. It also allows virtual machines to be imported or exported using the Open Virtualization Format (OVF). It is one of the prominent 
features of this product.

7. Xvisor:
The Xvisor provides virtualization to various types of architectures. You can quickly transfer its code to most 32 and 64-bit architectures until they have PMMU.

8. VMware Workstation Player:
The VMware Workstation Player is a type 2 open-source hypervisor. It is one of the ideal software that can find a place in any enterprise, and it is because the software is simple and easy to use. The 
VMware Workstation Player is ideal for running and evaluating operating systems and applications on a virtual machine with either Linux or Windows.

9. OpenVZ:
OpenVZ is open-source container-based virtualization specially created for Linux. It also can create as many virtual machines as possible in a Linux container. Hence, it becomes easy for the admin to 
use each container as an individual server, and you can reboot without any hassles on the same physical server.

10. SmartOS:
The SmartOS is based on Linux’s Kernel-based Virtual Machine Virtualization technology. You can easily download the VM hypervisor free from the net. One of the significant advantages of using the 
SmartOs is that anyone can use them according to their convenience.
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Comparison Table

#1) SolarWinds Virtualization Manager
#2) Parallels Desktop
#3) V2 Cloud
#4) VMware Fusion
#5) Oracle VM Virtual Box
#6) VMware Workstation
#7) QEMU
#8) Windows Virtual PC
#9) Microsoft Hyper-V
#10) RedHat Virtualization
#11) Veertu for Mac
#12) Boot Camp

https://www.softwaretestinghelp.com/virtualization-software/
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https://www.oracle.com/it/virtualization/virtualbox/
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Scaricare l'ultima versione della iso di 
Ubuntu
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Caratteristiche 
VM
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https://metasploit.help.rapid7.com/docs/metasploitable-2
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https://docs.rapid7.com/metasploit/metasploitable-2/#metasploitable-2

Metasploitable 2 is available at:
• https://information.rapid7.com/metasploitable-download.html
• https://sourceforge.net/projects/metasploitable/

The Metasploitable virtual machine is an intentionally 
vulnerable version of Ubuntu Linux designed for testing 
security tools and demonstrating common vulnerabilities. 

45

https://docs.rapid7.com/metasploit/metasploitable-2/
https://docs.rapid7.com/metasploit/metasploitable-2/
https://docs.rapid7.com/metasploit/metasploitable-2/
https://docs.rapid7.com/metasploit/metasploitable-2/
https://docs.rapid7.com/metasploit/metasploitable-2/
https://information.rapid7.com/metasploitable-download.html
https://information.rapid7.com/metasploitable-download.html
https://information.rapid7.com/metasploitable-download.html
https://information.rapid7.com/metasploitable-download.html
https://sourceforge.net/projects/metasploitable/
https://sourceforge.net/projects/metasploitable/


Fausto Marcantoni Metasploitable 2 - VMWARE

46



Fausto Marcantoni Metasploitable 2 – VirtualBox

47



Fausto Marcantoni Metasploitable2

48



Fausto Marcantoni Metasploitable2

ifconfig   per vedere indirizzo IP
sudo loadkeys it  per settare la tastiera in 
italiano
sudo shutdown -h now per spegnere il sistema
sudo halt   per spegnere il sistema
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Fausto Marcantoni Install Apache on Debian

How to Enable and Disable Root User Account in Ubuntu

https://linuxize.com/post/how-to-enable-and-disable-root-user-account-in-ubuntu/

$ sudo apt update
$ sudo apt upgrade
$ sudo passwd root
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

$ ip a (per conoscere il proprio ip address)
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https://linuxize.com/post/how-to-enable-and-disable-root-user-account-in-ubuntu/
https://linuxize.com/post/how-to-enable-and-disable-root-user-account-in-ubuntu/
https://linuxize.com/post/how-to-enable-and-disable-root-user-account-in-ubuntu/
https://linuxize.com/post/how-to-enable-and-disable-root-user-account-in-ubuntu/
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$ sudo apt install apache2

$ sudo systemctl status apache2

$ sudo systemctl stop apache2
$ sudo systemctl start apache2

$ sudo systemctl enable apache2
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$ ip a (per conoscere il proprio ip address)
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$ sudo nano /var/www/html/index.html 

$ sudo vi /var/www/html/index.html 

$ sudo gedit /var/www/html/index.html 
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<!DOCTYPE html>
<html>
<head>
    <title>Visualizza IP Address</title>
</head>
<body>
    <h1>Il tuo indirizzo IP:</h1>
    <p id="ip-address">Sto cercando il tuo indirizzo IP...</p>
    <script type="text/javascript">
        // Funzione per ottenere l'indirizzo IP del client
        function getIpAddress() {
            fetch("https://api.ipify.org?format=json")
                .then(response => response.json())
                .then(data => {
                    const ipAddress = data.ip;
                    document.getElementById("ip-address").textContent = "Il tuo indirizzo IP è: " + ipAddress;
                })
                .catch(error => {
                    document.getElementById("ip-address").textContent = "Impossibile ottenere l'indirizzo IP.";
                });
        }
        // Chiama la funzione per ottenere l'indirizzo IP quando la pagina si carica
        getIpAddress();
    </script>
</body>
</html>
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https://webmin.com/

sudo -s
apt install curl
curl -o setup-repos.sh https://raw.githubusercontent.com/webmin/webmin/master/setup-repos.sh
sh setup-repos.sh
apt-get install webmin --install-recommends

http://doxfer.webmin.com/Webmin/Main_Page

https://localhost:10000/

https://webmin.com/
https://raw.githubusercontent.com/webmin/webmin/master/setup-repos.sh
https://raw.githubusercontent.com/webmin/webmin/master/setup-repos.sh
https://raw.githubusercontent.com/webmin/webmin/master/setup-repos.sh
http://doxfer.webmin.com/Webmin/Main_Page
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https://opnsense.org/

https://docs.opnsense.org/

https://opnsense.org/download/

https://opnsense.org/
https://docs.opnsense.org/
https://opnsense.org/download/
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https://www.ipfire.org/docs/installation

https://www.ipfire.org/docs/installation
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https://www.ipcop.org/docs.html

https://192.168.1.1:8443. 

https://www.ipcop.org/docs.html
https://192.168.1.1:8443/
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