
Physical Social Engineering 
Penetration Test 



Agenda 

Time Agenda Item 

10:00 – 10:15 Introduction 

10:15 – 12:15 Seminar: Web Application Penetration Test 

12:15 – 12:30 Break 

12:30 – 13:30 Seminar: Social Engineering Test 

13:30 – 15:00 Lunch 

15:00 – 17:15 Seminar: Internal Penetration Test 

17:15 – 17:30 Break 

17:30 – 18:00 Seminar: Physical Social Engineering Test 



Physical - On Site 
• Plan 

– In scope targets 
– Organisation culture, people 
– Office surveillance 

 
• Pretexts 

– IT support person 
– Person from main or branch office 

 









Example Office Floor 



Physical – Example Pen Test (1) 

• Service company, 5 offices in Midlands, one 
head office. 2 offices in scope (A and B). 

• Pretext: Phil from Office A needs to meet a 
Client at Office B. 

• Phil phones Office B to book meeting room. 

• Client and Phil arrive separately. 

• Get meeting room, get network access. 



Physical – Example Pen Test (2) 

• Local public service, 1 HQ and 12 branches. HQ 
and 4 branches in scope. 

• Pretext for branches: HQ IT need to check some 
PCs. New IT Support person (Tim) given the job. 

• Tim phones each branch to let them know. 

• Tim turns up at specified time. 

• Plugs in laptop to branch networks. 

 



Physical – Example Pen Test (2) 
• HQ – tailgated at rear door 



Physical – Example Pen Test (2) 
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HumblePi 



Maintaining Internal Access 

• Technical methods 

– Backdoor accounts 

– Compromised services and systems 

– Remote access software 

 

How can an attacker maintain access after a social 
engineering attack? 



Hardware Devices 

• Hardware devices have been used in 
recent high profile social engineering 
attacks to gain persistent access to the 
internal network 

• The Barclays and Santander attacks used 
off the shelf KVM devices  



Commercial Covert Devices 



HumblePi 
• Concealable power supply 

form factor 

• Ethernet for connecting to 
internal network 

• 3G allowing global access 

• Hidden WiFi access point 
for local access 

• Full Linux OS  

 



Components 



Construction 

Raspberry Pi 

USB Charger 

3G dongle 

WiFi 
dongle 

Network 
cable 

Mains 
power 

SD Card with 
Linux OS 



Connectivity 

HumblePi 

Server under attacker’s 
control 

3G 

Ethernet to internal 
network 

Local attacker 

Remote attacker connecting  
from anywhere in the world 

Internet 

Internet 

WiFi 



Hidden WiFi Access Point 

 

• Hidden SSID – HumblePiWiFi 

 

• WPA2 Passphrase – HumblePiWiFi 

  



 



Physical Countermeasures 
 

• Physical security reviews, audits 
 

• CCTV 
 

• Staff training 
 

• Regular physical social engineering tests 



Summary 
• Social Engineering 

– Mix email, phone and physical channels 
– Simple pretexts 
– Usually works 

• Countermeasures 
– Policies and procedures 
– Incident management 
– Staff training 
– Regular testing 

IT 
Security 

Human 
Security 

Physical 
Security 





Thank You for Coming 


