File Name: CTP Notes	Date: 15/05/13
Section: Misc	Page: 1 of 2
Status: Confidential	Author: RB

Capture The Pi
Network
192.168.0.1
admin : CTProuterpass
DHCP : 192.168.0.100-192.168.0.200
SSID : ctp1/2
Key : capturethepi
Pi
ctp1 - 192.168.0.10
ctp1 - 192.168.0.20
ctp1 - 192.168.0.30
ctp1 - 192.168.0.40
ctp1 - 192.168.0.50
ctp1 - 192.168.0.60
Pi Passwords
Secretftppassword				(FTP)
S3cureMYSQLServerRootPassword		(MySQL)
G00dluckcrackingthispassword 		(root)
SSH Port : 60666
Challenges
LFI
view-source:http://192.168.0.10/includes/getimage.php?image=deploy.sh
(Image MIME type stops browser displaying)
[bookmark: _GoBack]pwnedwithLFI
File Upload
Tamper page JS to allow ".php" file uploads
Read /etc/passwd
View source/disable JS (overwrites document.body.innerHTML).
Token in fupload account comments
clientsidesecurityFTW
SQLi
http://192.168.0.10/contact.php?id=1 union select 1,name,password,4,5 FROM staff #
S3crett0ken
FTP
Connect to anonymous FTP
Download "ctp.pcap"
Extract proper FTP creds (ftpuser : Secretftppassword) from pcap
Login with FTP creds
ftpisverysecure
Reverse Engineering
Cipher is +- 5,6,7,8... to ascii, then b64 encode
Test with "aaaaaaaaaa" to see pattern
a  a  a

61 61 61
 
+5 -5 +6 -6 +7 -7 +8 -8 +9 -9 +a -a +b -b +c -c

66 5c 67 5b 68 5a 69 59 6a 58 6b 57 6c 20 -- -- f\g[hZiYjXkWl 

6c 44 7c 5f 54 2c 5c 60 6e 4b 3a 61 70 43 2d 33 20 

67 49 76 65 4d 33 54 68 65 54 30 6b 65 4e 21 3f 13
gnireenigneesrever
Root
Port scan again (22 now open)
Login with default RPi creds (pi : raspberry)
View .bash_history (see /etc/crontab)
View script called from root crontab (/usr/local/bin/svccheck.sh)
Script protected by chattr +a, so append to it (>>)
Root the box
Read token from /root/
r00tedthebox
