Nmap

network scanning

Netwoik Scanning

* Procedur{&par identificare gli host attivi su una
rete:
o Per valuiere la sicurezza della rete
o Relfygdere tutte le porte aperte
6/PEr\driaccare un sistema

* La procedura di scansione restituisce
informazioni su quali servizi questi host (indirizzi IP
attivi nella rete)

o ping sweeps
o port scans

® Marcantoni Fausto o2
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nmap

E fra i piU potenti e diffusi software open source per
effettuare network scanning.

NMaAp (acronimo di “Network Mapper’) € presente sulla rete ormai

da anni

Sono state rilasciate varie versioni, compatibili con Mol
sistemi operativi. hip://nmap.org/download.himl

Nmap € uno degli strumenti praticamente indjsgrahsmbili

della"cassetta degli attrezzi" di un network gdniinjstrator

Usato per

o analisi del sistemi
o test di penetrazione
o analisi di sicurezza

© Marcantoni Fausto
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nmap

« Creato perbifettuare port scanning: individuare

porte ap@Ag\e servizi disponibili su un computer
target.

« UiligmaNdrtecnica del fingerprinting: € in grado di

jole)i):

re quale sistema operativo

c@mputer bersaglio.

N

Host nmap

)y

%

© Marcantoni Fausto

server targer

sia utilizzato dal

STATE SERVICE
open fip
open smtp

domain

http

pop3
filtered rpcbind
filtered mcidas
filtered netbios-ns
filtered netbios-dgm
filtered netbios-ssn
filtered snmp
filtered snmptrap
filtered unknown
open https
filtered microsoft-ds
open submission
open Pop3!

& s
1720/tcp filtered H,323/Q.931
2049/tcp filtered nfs
3306/tcp filtered mysql

6881/tcp filtered bittorent-tracker
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nmap

» Utilizza pacchetti IP per ottenere informazioni :

o glihost presenti/attivi su una rete

o iservizi che tali host rendono disponibili

o isistemioperativi presenti sull’host target

o lapresenza difirewall —ids/ips

o  monitor/diagnostica di host

o troubleshooting (‘"eliminazione deABroblema”)

o daltro (virus, ...)

© Marcantoni Fausto
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nmap: lo'stato delle porte

e Le porte rilevate po$sone essere:
o Open - Ungh\gpiicazione accetta attivamente
connessionN&F~o UDP su questa porta.

o Closed~=\Rgdoorta chiusa € accessibile, ma non vi &
alcpndifgrslicazione in ascolto su di essa.

o Fitered ~Mmap non puo determinare con esattezza se la
poxid sia aperta o meno in quanto un filtro ne impedisce
I'acsgsso.

o Unfiltered - la porta € accessibile, ma Nmap non puo
determinarne lo statfo.

o Open|filtered - Nmap non € in grado di determinare se
una porta € aperta oppure filtrata.

o Closed|filtered - Nmap non € in grado di determinare se
una porta e chiusa oppure filtrata.

© Marcantoni Fausto
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nmap: Target Specification

un indirizzo IP

un nome di host per la scansione

un gruppo di indirizzi IP

un'intera rete di host adiacenti notazione CIDR (192.168.3.0/24)

nmap 192.168.3.12
nmap www.cs.unicam.it
nmap 192.168.3.23-37

nmap 192.168.3.0/24

Indirizzi IPVé
® Marcantoni Fausto o7
nmap [host]
nmep  wirw.cs.unicam. it
B Prompt dei comandi Z=\ lﬂ&] 1

p-org > at 2011-18-27 12:41 ora legale Europa occcidentale
icam.it €193.285.92.31):

Mnmap done: 1 IP ress {1 host up? scanned in 7.66 seconds

C:sUsersnfaustod
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nmap: zenmap

Zenmap: Interfaccia GUI per nmap

=
& Zenmep . - ==

Scan Tools Profile Help

Target: !\ VI Profile: !Intense scan ¥ | Scan| Cancel

Command: |nmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389

IE Services Nmap Dumutl Ports / Hasksl Topok)gyl Host Details | Smnsl
05 |Host - ke ; , Details

Filter Hosts I { A
== = -——=

® Marcantoni Fausto 9

nmap; zenmap

Zenman: profili gid definiti

= N . E=EEnT

s
* Zenmap

Scan Tools Profile Help

Target: ~>J) ﬂ Profile} |Quick scan [_Y_j ‘Smn

Command: |nmap -T4 -F \\ Intense scan
| Intense scan plus UDP
m Servmes_l N ap Ovput | Ports / HoﬁslTnpnlngy H Intense scan, all TCP ports
05 |Host =+ ! » U Intense scan, no ping _'J Details
Ping scan
Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan

Filter Hosts

e =

©® Marcantoni Fausto ®10
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Profile Zenmap

Intense scan
command = nmap -T4 -A -v
An intense, comprehensive scan. The -A option enables OS detection (-O), version detection (-sV), script scanning (-sC), and traceroute (--
traceroute). Without root privileges only version detection and script scanning are run. This is considered an intrusive scan.
Intense scan plus UDP
command = nmap -sS -sU -T4 -A -v
Does OS detection (-O), version detection (-sV), script scanning (-sC), and traceroute (--traceroute) in addition to scanning TCP and UDP
ports.
Intense scan, all TCP ports
command = nmap -p 1-65535 -T4 -A -v
Scans all TCP ports, then does OS detection (-O), version detection (-sV), script scanning (-sC), and traceroute (--traceroute).
Intense scan, no ping
command = nmap -T4 -A -v -Pn
Does an intense scan without checking to see if targets are up first. This can be useful when a target seems to ignore the wisual host
discovery probes.
Ping scan
command = nmap -sn
This scan only finds which targets are up and does not port scan them.
Quick scan
command = nmap -T4 -F
This scan is faster than a normal scan because it uses the aggressive timing template and scans fewer pa ts
Quick scan plus
command = nmap -sV -T4 -O -F --version-light
A quick scan plus OS and version detection.
Quick traceroute
command = nmap -sn --traceroute
Traces the paths to targets without doing a full port scan on them.
Regular scan
command = nmap
A basic port scan with no extra options.
Slow comprehensive scan
command = nmap -sS -sU -T4 -A -v -PE -PS80,443 -PA3389 -PP -PU40125 -PY --sour -2/ ¢ rt 53 /-script all
This is a comprehensive, slow scan. Every TCP and UDP port is scanned. OS detzcucn (10), ve sion detection (-sV), script scanning (-sC),
and traceroute (--traceroute) are all enabled. Many probes are sent for host disctviy. This s highly intrusive scan.

® Marcantoni Fausto ol

nmap: Regular Scan

RegularScan

« Zenmap

Scan Tools Profile Help

Target: [193.205.92.56 ¥ | Profile: |Qu\ck scan - Scan| Cancel
Command: |nmap -T4 -F 13.275.52.56

Servlcesj Moap O I‘ertj Ports / HosisiTupoiogy‘l Host Det'ai!sl Stansi

Hasts
0s Hoe n.~ap -T4 -F 193.205.92.56 | ] Details
ey '

Otarting Mmap 5.51 ( http://nmap.org ) at 2012-05-07 17:32 ora legale Euraopa
occidentals

Nmap scan report for dida.cs.
Host is up (0.000058s latency).
Not shown: 35 closed ports

icam.it (193.205.92.56)

PORT STATE SERVICE
22/tcp open ssh
80/tcp open http

443/tep open https

3306/tcp open mysgl

10000/tcp open snet-sensor-mgmt

MAC Address: 00:50:56:A2:78:AF (VMware)

Nmap done: 1 IP address (1 host up) =scanned in 1.62 seconds

[x 2l

Filter Hosts I

® Marcantoni Fausto ®12




Elenco delle opzioni

http://www.insecure.org/nmap/data/nmap.usage.txt

Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc
Ex: scanme. nmap org, microsoft.com/24, 192.168.0.1; 10.0-255.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-R <mum hosts> Choose random targets
—exclude <host][ host2][host3], > Exclude hosts/networks.
--excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sP: Ping Scan - go no further than determining if host is online
-PO: Treat all hosts as online -- skip host discovery
-PS/PA/PU [portlist]: TCP SYN/ACK or UDP discovery probes to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-n/-R: Never do DN resolution/Always resolve [default- sometimes resolve]
SCAN TECHNIQUES:
-38/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-sI <zombie host[;probeport]>: Idlescan
-sO TP protocol scan
-b <ftp relay host> FTP bounce scan
PORT SPECIFICATION AND SCAN ORDER:
-p <port ranges>- Only scan specified ports
Ex: p22; -p1-65335; -p U:53,111,137,T:21-25 80,139,8080
-F: Fast - Scan only the ports listed in the nmap-services file)
- Scan ports consecutively - don't randomize
SERVICE/VERSION DETECTION:
-sV: Probe open ports to determine service/version info
~-version_light: Limit to most likely probes for faster identification
--version_all: Try every single probe for version detection
--version_frace: Show detailed version scan activity (for debugging)
‘0S DETECTION:

a -0: Enable OS detection
©® Marcantoni Fausre PN _—J
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Ping sweep

Vengono inviati delpaCchetti ICMP (Internet Control
Message Protocol)/in earticolare dei pacchetti Tipo 8
(echo request) \Carlosciuti anche come pacchetti
ping che idefi¢eno se un host € afttivo.

Ci sono apierg-altri pacchetti ICMP che possono

risultarg/UiiiJgd esempio:

o Tip& W3 [timestamp request) — viene richiesto il tempo di
sistermandi un host target

o Tipo 15 Yinformation request) — € un particolare messaggio
creato per supportare alcuni sistemi auto-configuranti (ad
esempio diskless workstation) che nel boot devono poter
tfrovare il proprio indirizzo nella rete.

o Tipo 17 (subnet address mask request) — con questo

messoggio riusciamo a determinare la subnet mask usata
dall’host.

© Marcantoni Fausto
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Ping Sweep - Nmap

Nmap puo effettuare ping sweep scans, utilizzando I'opzione —sP
esempio:

e nmap -sP 193.205.92.0/24 oppure 193.205.92.1-10
[ Prompt dei comandi [E=REER
C:\lUsers\faustodnmap —sP 193.285.92.1-18
tarting Nmap 5.88 { http://nmap.org > at 2012-B5%-87 13:84 ora legale Ewropa occidentdde
cs.unicam.it (193.285.92.1> is up (B.B@s latency).
St ia3 205 972 3s up (B.88s latency?.
£Ci Syst
encyy.
(Hewlett Packard>
€193.205.92.7> is up {A.8Bs latency>.
encyy.
:22 (Hewlett Packard)
wr.
eMarcantoniFauste 0 AP\ e15
PortScanning
* |l Port ScanningZg)un processo di connessione a
porte TCP e\WB¥ del sistema target al fine di
determinare\gupli porte siano aperte e quali servizi
siano installNdl esecuzione o in stato di listening su
quellg/ Horte
* Un amministratore di sistema deve poter identificare
i servizi offerti dai propri server ed identificare
eventuali debolezze della propria rete e dei propri
sistemi, col fine di evitarne lo sfruttamento da parte
di utenti indesiderati.
© Marcantoni Fausto ®16
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TCP port scanning

» Esistono diversi fipi di port scanning per conftrollare
se le porte TCP di un sistema sono aperte o chiuse,
questi sono classificabiliin fre classi:

o Standard scanning methods
» Vanilla TCP connect() scanning
» Half-open SYN flag scanning

o Stealth TCP scanning methods
* Inverse TCP flag scanning
» ACK flag probe scanning
« TCP fragmentation scanning

o Third-party and spoofed TCP scanning'me&itiods
» FTP bounce scanning
* Proxy bounce scanning
- Sniffer-Based spoofed scanning
* |IP ID header scanning

© Marcantoni Fausto e17

Standard segnning methods

* | metodi definii4iglla categoria Standard scanning
methods sof\ &€lle tecniche molto semplici e
dirette, usaie 9" identificare le porte e i servizi TCP
accessiviliihodo accurato.

* QuestiNsgno metodi certi, ma possono essere
facilmente rilevati e loggati.

© Marcantoni Fausto ®18
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Vanilla TCP connect() method
« Eil metodo piu semplice, conosciuto anche
come TCP conneci() o Vanilla connect()

* Viene stabilita un’intera connessione TCP/IR80N
una porta TCP dell’host target

« Data I'affidabilitd del protocollo TCPHR glesto
metodo € molto accurato per detgditdre
quali servizi sono attiviin un dato hOst

© Marcantoni Fausto
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Vanilla TCP\¢onnect() method

pacchettiinviati da,gles® metodo (three way handshake)

N NN SYN »
-\ .\ SYN/ACK W
~\§, ACK &
4 O

Quando una porta & aperta

SYN
! RST/ACK

Quando una porta & chiusa

© Marcantoni Fausto
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Nmap puo effettuare un TCP connect() portscan, utilizzando I'opzione —sT

Vanilla TCP connect() method - Nmap

nmap -sT 193.205.92.108

[C:\>nmap -sT 193.205.92.108

Starting Nmap 7.50 ( https://nmap.org ) at 2017-10-27 11:52 ora legale Europa occidentale
08

Nmap scan report for 193.205.92.1
Host is up (0.00s latency).

[Not shown: 977
STATE
open
open
open
open
open
open
open
open
open
open

filtered ports
SERVICE
ft

microsoft-ds
exec

Tlogin

shell
rmiregistry
ingreslock

nfs
ccproxy-ftp
mysql

postgresql
vnc

X11
irc
ajpl3

en unknown
MAC Address: 00:0C:29:BB:AB:1D (VMware)

INmap done: 1 IP address (1 host up) scanned in 43.06 segfhd

IC:\>

© Marcantoni Fausto
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In modo similg; @ymetodo TCP connect(), si
simula un inizio-pi connessione come se fosse
un three waxXandshake per sincronizzazione |

due host

Nel £ogp\zell’half open SYN port scanning,
quanddguna porta viene rilevata aperta, viene
inviato Un pacchetto con flag RST che resetta

Half-open S¥N flag scanning

la connessione TCP

Questo fa si che non ci sia una completa
connessione fra i due host, e quindi sia piu
difficile rilevare e loggare lo scanning

© Marcantoni Fausto
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Half-open SYN flag scanning

SYN

SYN/ACK

scanner

Vi

scanner

® Marcantoni Fausto

R target
Quando una porta é aperta

SYN [E§ﬁ§§‘1j

RST/ACK

Quando una porta € chiusa

23

Nmap puo effettua

Half-open SYN\{iag scanning - Nmap

re un SYNBGrisdaw Jutilizzando I'opzione —sS

mrap —-sS 193.205.92.108

&8 Amministratore: Prompt dei comandi

op
MAC Address

Nmap done:

C:\>

® Marcantoni Fausto

netbios-ssn
microsoft-ds
exec

login

shell
rmiregistry
ingreslock

nfs
ccproxy-ftp

mysq
postgresql
vnc

X11
irc
ajpl3
en unknown
: 00:0C:29:BB:AB:1D (VMware)

1 IP address (1 host up) scanned in 2.33 seconds

024

21/11/2018
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Stealth TCP scanning methods

* Questi metodi sfruttano alcune lacune del
protocollo TCP/IP, provocate inviando pacchetti
con configurazioni di bit non standard.

* Queste tecniche non mappano le porte apefle in
modo accurato, pero lavorano in modo nascosip e
difficilmente possono essere rilevati e loggati.

© Marcantoni Fausto
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Inverse T&F flag scanning

* Questo tipo di s¢fsiming viene chiamato inverse
in quanto risp®¥idpno solo le porte chiuse di un
sistema

* Vengong (Myiati dei pacchetti “sonda’” con
diversiflag settati, ad esempio:
o FIN proBe, con il FIN TCP flag settato
o L'XMAS probe con i FIN,URG,PUSH TCP flag settati
o NULL probe con nessun flag TCP settato

© Marcantoni Fausto
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Inverse TCP flag scanning

Ecco come avvengono le comunicazioni utilizzando questo
metodo:

PROBE PACKET (FIN/URG/PSH/NULL)

no response

Quando una porta é aperta

Vi

scanner

§§w
PROBE PACKET (FIN/URG/PSH/NULL) L\ {
\ RST/ACK NS
S X
scanner N . Npet
Quando una porta € chiusa
© Marcantoni Fausto 27

Inverse TCP flag scanning - Nmap

+  Nmap puo effettuare un TR fl&g bortscan, utilizzando le opzioni:
-sF peril FIN probe

SX perI'’XMAS Tree proeg nmap -sF 193.205.92.108
-sN per il NULL probe

B8 Amministratore: Prompt ci comandi o x

dttp
rpcbind
netbios-ssn
microsoft-ds

Togin

shell

rmiregistry
open|filtered ingreslock
open |filtered nfs
open|filtered ccproxy-ftp
open|filtered mysq
open |filtered postgresql
open|filtered vnc
open|filtered x11

open |filtered irc
open |filtered ajpl3
open|filtered unknown

[MAC Address: 00:0C:29:BB:AB:1D (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.61 seconds

c:\>

Come vediamo in questo caso Nmap riesce anche a dirci se la porta in questione e openlfiltered in quanto il sistema,
se una porta € aperta non risponde, ma lo stesso avviene se una porta ¢ filtered e quindi inaccessibile

© Marcantoni Fausto 028
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ACK flag probe scanning

* Un altro metodo consiste nell’inviare dei
pacchetti ACK ed analizzare il pacchetto RST
ottenuto in risposta.

« Cisono due parametri principali da osservese.
o il fime-to-live (ttl)
o il parametro WINDOW (win)

* Questo sistema € molto difficile da rileygre, ma
per funzionare sfrutta un bug
nell'implementazione dello standarch ’ZP/IP che
non € piu presente nei sistemi pigsaggiornati

© Marcantoni Fausto
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ACK flag.probe scanning

Vengono spediti méiissihi pacchetti ACK
verso porte TCH/averse

S S
N 1 k 1000 PROBE PACKET
R :\J I "
<\,Q§1/ 1000 BRST Response
NES \

ccarner target

Questo scan fa affidamento a un dettaglio implementativo di una minoranza di
sistemi presenti in internet, segue che questo non & sempre affidabile

© Marcantoni Fausto
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ACK flag probe scanning

Nmap puo effettuare un ACK flag probe scanning, usando le opzioni:
-sA per analizzare il parametro ttl
-sW per analizzare il parametro win

I8 Amministratore: Prompt dei comandi - O x

IC:\>nmap -sA 193.205.92.108

IStarting Nmap 7.50 ( https: //nmap org ) at 2017-10-27 12:01 ora legale Europa occidentale
Nmap scan report for 193.205.92.
Host is up (0.000015s latency).
A11 1000 scanned ports on 193.205.92.108 are unfiltered
MAC Address: 00:0C:29:BB:AB:1D (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.31 seconds

C:\>nmap -sw 193.205.92.108

IStarting Nmap 7.50 ( https: //nmap org ) at 2017-10-27 12:02 ora legale Europa
INmap scan report for 193.205.92.

Host 1is up (O. 0000070s latency).

A11 1000 scanned ports on 193.205.92.108 are closed

MAC Address: 00:0C:29:BB:AB:1D (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.30 seconds

C:\>

© Marcantoni Fausto
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FTP beunce attack

Una "caratteristi¢@Nteressante del protocollo ftp (RFC
959) e il supporieeehle connessioni ftp "proxy". In alire
parole, io dov{érgssere in grado di connettermi da
mioftp.com @glseryer FTP di target.com e richiedere che
tale serverfmargli un file OVUNQUE su internet!

Ora quegiopoieva andare bene nel 1985 quando la RFC

fu scpbtay

Coilnerodit scrisse nel 1995, questo punto debole nel
protocyllo "puod essere usato per postare mail e news
virtualeénte irrintfracciabili, riempire i dischi, provare a
scavalcare i firewall, e generalmente e fastidioso e
difficile da rintfracciare allo stesso tfempo."

Go S[L’ hobbit fip bounce

b Marcantoni Fausto
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UDP port scanning

Il protocollo UDP (user datagram protocol), consente di
stabilire quali porte possono essere aperte in un host, in soli
due modi:

o Inviando pacchetti UDP probe a tutte le porte UDP di un
host (65535), e aspettando i messaggi “ICMP destination
port unreachable”

o Oppure usando degli specifici client per servizi UDP <
confrollando se ci sono delle risposte da degli hostACheNn
caso positivo possiedono il servizio)

La maggior parte dei firewall pero consente @l filikare i
messaggi ICMP, da e per gli host protetti, qyesteYende
difficile capire quali servizi UDP sono accegibil,\ttraverso
un semplice UDP port scanning

© Marcantoni Fausto ®33

UDP port scanning

[~ /JDP PROBE PACKET

R U
S\ NoRespuse

798 Quando una porta & aperta

UDP PROBE PACKET

Quando una porta € chiusa

© Marcantoni Fausto ©34
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UDP port scanning - Nmap -

Nmap puo effettuare I'UDP port scanning, utilizzando I'opzione -sU

nmap -sU 193.205.92.108

B8 Amministratore: Prompt dei comandi - 0

[C:\>nmap -sU 193.205.92.108

Nmap scan report for 193.205.92.

Host is up (0.000088s latency).
: 946 closed ports, 50 open|filtered ports
STATE SERVICE
open domain

111/udp open rpcbind

137 /udp open netbios-ns

2049 /udp open nfs

MAC Address: 00:0C:29:BB:AB:1D (VMware)

Starting Nmap 7.50 ( https://nmap.org ) at 2017-10-27 11:53 ora legale Europa occ@nta'le
108

[Nmap done: 1 IP address (1 host up) scanned in 1033.00 seconds
C:\>

® Marcantoni Fausto 35
UDP port scgnning - Nmap -
+  Nmap puo effettuare I'UDROQris€anning, con una porta specifica o con un
gruppo di porte utilizzange "9 Zione -sU
uiap -sU -p 2002 193.205.92.108
INmap scan repor
Host is up (0.
BB:XB?lD (VMware)
® Marcantoni Fausto ©36

21/11/2018

18



Fingerprinting

Ogni sistema operativo possiede una propria
interpretazione degli standard del protocollo IP

Analizzando le risposte ottenute, inviando
alcuni pacchetti TCP ed UDP ad un host
remoto, si pud determinare il sistema operGiivo
presente

Nmap ad esempio compara i risultatirgtrenuti
con il suo database, contenente affrey 500 SO,
e ne visualizza i dettagli se trova fseantri

© Marcantoni Fausto
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Fingerpririting - Nmap -

Nmap effettua il fingerprinifidUtilizzando I'opzione -O
nriap -0.193.205.92.108

[C:\>nmap -0 193.205.92.10§

starting Nmap 7.50 (
Nmap scan report for
Host is up (0.013s la
Not shown: 977 closed

open - 10

open registry
ingreslock
nfs
ccproxy-ftp
mysql

postgresql

vnc
X11

8180/tcp open unknown
[MAC Address: 00:0C:29:BB:AB:1D (vMware)

Device type: general purpose
Running: Linux 2.6.X

S CPE: cpe:/o:1inux:linux_kernel:2.6
.33

S details: Linux 2.6.9 - 2.
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
[Nmap done: 1 IP address (1 host up) scanned in 4.10 seconds

IC:\>

© Marcantoni Fausto
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Service e Version Detection

Si possono sfruttare i messaggi ricevuti in risposta da
porte aperte in un host target, oltre che per la
determinazione del SO, anche per altre funzionalita
avanzate

Nmap, ad esempio, € in grado di analizzare4
messaggi ottenuti da una porta di un h@st{€
confrontarli con un suo database inferng €e# oltre
2200 servizi

© Marcantoni Fausto 39

Service e Version Detection

Questa funzio(felia diventa di fondamentale
importanza S&eran amministratore di sistema.

Infatti Lov@seendo queste informazioni, e
confidpfirdole con opportuni database, si pud
determinare a quali bugs € vulnerabile il server.

Purtroppo lo stesso procedimento puod essere
effetftuato da utenti malintenzionati che
possono sfruttare tali bugs per controllare servizi
e dati dell’host target.

© Marcantoni Fausto ©40
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Service e Version Detection

« nmap puo utilizzare I'opzioni -sV per “Version Detection”
nmap -sV 193.205.92.108

B Amministratore: Prompt dei comandi - o x
c:\>nmap -sv 193.205.92.108

Starting Nmap 7.50 ( https //nmap org ) at 2017-10-27 12:06 ora legale Europa occidentale
- 10

OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
Linux telnetd
Postfix smtpd
ISC BIND
Apache httpd z 2.8 ((ubuntu) DAV/2)
n 2 (RPC #100000)
netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

12
rm1reg1stry GNU Classpath grmiregistry

shell Metasploitable root shell

nfs 2-4 (RPC #100003)

ftp ProfFTpD 1.3.1

mysql MysSQL 5.0.51a-3ubuntu5

postgresql PostgresQL DB 8.3.0 - 8.3.7

vnc VNC (protocol 3.3)

X11 (access denied)

irc UnrealIRcd

a]pls Apache Jserv (Protocol v1.3)

http Apache Tomcat/Coyote ISP engine 1.1
1 service unrecogmzed despn:e returning data. If you know the service/versi
the following f1ngerpr1nt at https://nmap. org/cg1 -bin/submit.cgi?new-service

%D=! 9F305 1! 686-pc-windows-windows3

00:0C:29:BB:AB:1D (VMware)
Hosts metasp'lmtab'le localdomain, Tocalhost,
cpe:/o:Tinux:Tinux_kernel

® Marcantoni Fausto 41

Service e Veérsion Detection

+ nmap puo utilizzerélesapzioni -A per abilitare contemporaneamente sia "OS
Detection” che “¥ersion Detection’

ricpn—A 193.205.92.108

B8 Amministratore: Prompt dei comandi o x

s

VERSION

vsftpd 2.3.

Togin a'l1owed (FTP code 230)

oOpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)

:5f:6a:74:d6:90:24:Fa:c4:d5:6c:cd (DSA)
Of:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)
telnet Linux telnet
fpen smtp Postfix smtpd
ands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS,
\TUSCODES, 8BITMIME, DSN
bject: commonName=ubuntu804-base.localdomain/organizationName=0COSA/stateOrPro
e is no_such thing outside US/countryName=XX
va’ before: 2010-03-17T14:07:45
_Not valid afte 2010-04-16T14 45
_Ssq_date: 2017-10-27T10:12:06+0! 0; -17s from scanner time.
sslv2:
SSLv2 supported
ciphers:
SSL2_RC2_128_CBC_WITH_MD5
SSL2_RC4_128_WITH_MD5
SSL2_DES_192_EDE3_CBC_WITH_MD5
SSL2_RC2_128_CBC_EXPORT40_WITH_MD5
SSL2_RC4_128_EXPORT40_WITH_MD5
SSL2_DES_64_CBC_WITH_MD5S
domain ISC BIND 9.4.2

9.4.2
(-] open ht Apache httpd 2.2.8 ((Ubuntu) DAV/2)

ttp-server-| header. Apache/z 2. 8 (ubuntu) DAV/2
“http-title: Metasploitable2 - Linux
11/tcp open rpcbind 2 (RPC #100000)
rpcinfo:

program version port/proto service

100000 2 111/tcp rpcbind
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nmap — Random Order

nmap pud randomizzare lo scan degli host

nmap --randomize-hosts 193.205.92.0/24
nmap —--randomize-hosts 193.205.92.100-200

18 Prompt dei comandi s BEEs

\fausto >nnap
tarting Nmap 5.08 ¢ ht

C14C (UMuared

ports on 193.205.92.104:
closed ports
1A

unknoun
http-alt
unknoun
0

5 gorts on malardal-72d35 (193.205.92.109:
Lgered b
TE
3:2E (UMlare)

s (4 hosts up> scamned in 16.21 seconds

® Marcantoni Fausto ®43
nmaptraceroute
45
e ih
tracert wwt/ aibmicom . k
Traccia instr:
S Un MASS 1Mo
197
anicam’
1‘C’an*1‘t*1‘lﬂ¢_
) Leveld.net [4.69.
T COHPORI?",‘geS Dem erl.Leveld.net [4.53.6.661
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nmap - traceroute

+ Zenmap -
Scan Tools Frofile Help
Target: !www.mm.cum ~ | profile:
Command: [nmap -sn -n -packet-trace --reason ~traceroute vww. ibm.Corg
Hosts Services
Dr*ails
il
4
N
100 ms 4.69.148.186
.00 ms 4.69.132.113
156.00 ms 4.69.132.61
156.00 ms 4.69.147.105
156.00 ms 4.53.6.66
18
156.00 ms 125.42.60.216
Nmap done: 1 IP address (1 host up) gicanréd Un 4.5] seconds
® Marcantoni Fausto @45

* Zenmap

Scan Tools Erofile

Command: [nma. <
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nmap - traceroute

nmap —-sP ——-traceroute —--reason —-n —--packet-trace www.ibm.com

oot@pentest:~# nmap -sP --traceroute --reason -n --packet-trace www.ibm.com
Starting Nmap 7.76 ( https://nmap.org ) at 2018-11-19 ©9:40 CET

SENT (0.2003s) ICHP [193.265.92.99 > 23.1.74.26 Echo request (type=8/code=e) id=54920 seq=0] IP [ttl=59 id=54451 iplen=28
SENT (0.20045) TCP 193.205.92.99:53261 > 23.1.74.26:443 S t11=38 1d=5931 iplen=44 seq=4150009185 Win=1024 <mss 1460>
SENT (0.2005s) TCP 193.205.92.99:53261 > 23.1.74.26:80 A tt1=51 id=9013 iplen=40 seq=0 win=1624
SENT (0.20065) ICHP [193.205.92.99 > 23.1.74.26 Timestamp request (type=13/code=0) id=49965 seq=0 orig=e recv=0 trans=6] IP [tt1=47 id=38902 iplen=40
RCVD (6.20095) TCP 23.1.74.26:80 > 193.205.92.99:53261 RA tt1=254 id=54826 ipJET= U —SEq=TTSUOUSTET WIT=TOZT
SENT (6.2883s) TCP 193.205.92.99:61584 =40 81214763 win=21712
SENT (0.2884s) TCP 193.205.92.99:61585 40 20528368 win=17104
SENT (0.28855) TCP 193.205.92.99:61586 40  5eq=669687590 Win=29749
SENT (0.28865) TCP 193.205.92.99:61587 40  5eq=2641256326 win=58111
SENT (0.28875) TCP 193.205.92.99:61588 40
SENT (6.2888s) TCP 193.205.92.99:61589 40 "~\
SENT (0.2889s) TCP 193.205.92.99:61590 =51535 iplenfde —
SENT (0.2890s) TCP 193.205.92.99:61591 5037 iplende
SENT (6.2891s) TCP 193.205.92.99:61592 8767 iplenjde
SENT (8.2891s) TCP 193.265.92.99:61593 3 iplend4o WA
RCVD (0.28865) TCP 23.1.74.26:80 > 193. t1=254 1d=41485 ipjen=40 seq=885924960 win=21712 &
RCVD (0.28875) TCP 23.1.74.26:80 > 193. f) E-
RCVD (0.2889s) TCP 23.1.74.26:80 > 193.
RCVD (0.28895) TCP 23.1.74.26:80 > 193.
RCVD (0.2890s) TCP 23.1.74.26:80 > 193,
RCVD (0.2891s) TCP 23.1.74.26:80 > 193,
RCVD (0.2891s) TCP 23.1.74.26:80 > 193.
RCVD (6.28925) TCP 23.1.74.26:80 > 193. seq=: {
RCUD (0.28955) TCP 23.1.74.26:80 > 193.205.92.99:61592 RA Tt1-254 10=58525 ip 5eq=3939971650 wil l
RCVD (0.2895s) ICHP [193.205.92.2 > 193.205.92.99 TTL=0 during transit (type=J1/code=8) ] IP [tt1=255 id=2339. LMleilssl
Nmap scan report for wa.ibm.com (23.1.74.26)
Host is up, received reset ttl 254 (0.00040s latency). e -
Other addresses for ww.ibm.com (not scanned): 2a82:2676:4:19a::b3a 2a62:2676:4:183::b3a
TRACEROUTE (using port 86/tcp)
HOP RTT ADDRESS
1 0.40 ms 193.205.92.2
2 .48 ms 23.1.74.26
Nnap done: 1 TP address (1 host up) scanned in ©.35 seconds
oot@pentest :
® Marcantoni Fausto ® 47
nmap -¥iagmentation
O f ipacchett it fi I
nmap puo frammentare i pacchetti per evitare un firewal
nmap —x 125.205.92.108
B Amministratore: Prompt dei comand - o %
:\>nmap -f 193.205.92. 10
cted on a host other than Linux, OpenBSD, FreeBSD, or NetBS]
may or may noj
) at 2017-10-27 12:17 ora legale Europa occidentale
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysq
postgresql
vnc
open X11
open 1irc
open ajpl3
open unknown
MAC Address: 00:0C:29:BB:AB:1D (VMware)
Nmap done: 1 IP address (1 host up) scanned in 2.43 seconds
©® Marcantoni Fausto 48

21/11/2018

24



nmap - fragmentation

B@

Filter:
No.

FEile Edit View Go

Qe BEEXEE AeE+TE

Time Source Destination Protocol  Info

[ ] Expression... clear #pply

win size
0.000000 Quantaco_5 b Broadcast ARP who has 193.205.92.707 Tell 193.205.92.114

0.055042 Vmware_a2:78:b6 Broadcast ARP who has 193.205.92.1147 Tell 193.205.92.70

2.667094 be  Broadcast ARP Who has 193.205.92,145? Tell 193.205.92.114

2.667110 Quantaco_57:66:be  ARP 2

8.278247 193.205.92.145 1PV4 Eragmented IP protocol (proto=TCP 0x06, off=0, ID=04e8)
8.278373

193.205.92.145 PV4 Fragmented Ip protocol (proto=TcP Ox06, off=8, ID=O4e8)

ver

@ Frame 9: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
@ ethernet II, Src: Quantaco_57:66:be (00:26:9e:57:66:be), Dst: Intel b 1 (00:04:23:b0:17:01;
193.205.92.145 (193.205.92.145)

= Internet protocol version 4, src: 193.205.92.114 (193.205.92.114), Dsi

sion: 4

Header length: 20 bytes \
@ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: NOT-ECT (NoT ECN-Capable Transport))
Total Length: 28
Tdentification: 0x3638 (13880)
@ Flags: 0x01 (More Fragments)
Fragment offset: 0
Time to Tive: 40
Protocol: TCP (6)
= Header checksum: Ox0006 [correct]
source: 193.205.92.114 (193.205.92.114)

[ TE
Rea

1 2.114 <] seq. r
8278613 193.205.02.114 103.205.02.145 IPvd Fragmented IP protocol (prot 006, Off=0, ID -3¢?8)
10 8.278725 193.205.92.114 193.205.92.145 PV4 Fragmented 1 protocol (proto=TcP 0x06, off=8, Ip=2.3.1
il 1 ]

.

~N

Fraramentagione

TSRO 193- 205, 92, 125 (17 .I05.92.145)
11

ghled Ipva o Frame.

= pata

pata: df7006bb88341877
[Length: 8]

(8 bytes)

0010
0020

@ |Intemet Protocal Version 4 (ip), 20 bytes

0000 00 04 23 b0 17 91 00 26 9e 57 66 be 08 00
00 6 38 20 00

8 06 00 06

9 70 06 bb 88 34 18 7/ 00 00 00 00 00 00
0030 00 00 00 00 00 00 0D 0O 00 00 00 00

Packets: 4012 Displayed: 4012 Marke:

Framinerii da 8 byte

Profile: Default

® Marcantoni Fausto
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nmap — tracerouig)y “2” LA VENDETTA
nmap -sn —-f ——traceroute www.libero.it
r Zenmap -
Scansione  Strumnti Arofilo \Aiute
Obbiettiva: | wi aw iho.it ~ | Profilo: v Scansione Annulla
Comando: | xmap -+ ac/ route www.libero.it
Horss ||\, Seniz Nmap output | Porte / Hosts | Topologia | Dettagli host | Scansioni
50 < Host | nmap -sn -f -traceroute waw.libero.it v Dettagli
& welibeon (151
Starting Nmap 6.48 ( http://nmap.org ) ot 2014-04-62 10:33 ora
legale Europa occidentale
MWarning: Packet fragmentatien selected on a host other than
Linux, OpenBSD, FreeBSD, or NetBSD. This may or may not work.
Nmap scan report for www.libero.it (151.1.67.216)
Host is up (8.877s latency)
Other addresses for www.libero.it (not scanned): 151.1.67.221
151.1.67.227 151.1.67.215
rDNS record for 151.1.67.216: vhp-dé.rmce.libero.it
TRACEROUTE (using proto 1/icmp)
HOP RTT ADDRESS
1 8.88 ms 193.2085.92.2
2 8.88 ms 193.204.11.35
3 15.88 ms ru-unicam-12-re2-an.an.garr.net (193.204.218.185)
4 175.88 ms re2-an-rx2-rm2.rm2.garr.net (90.147.81.9)
5 62.80 ms r-rm2-rx2-rm2.rm2.garr.net (99.147.80.57)
6 19.88 ms wind-nap.namex.it (193.201.28.11)
i 19.88 ms 151.6.1.149
8 19.88 ms  151.6.4.205
9 23.8¢ ms 151.7.84.14
1@ 23.8@ ms 151.7.85.173
1 ... 12
13 258.8@ ms vhp-d6.rmce.libers.it (151.1.67.216)
Nmap done: 1 IP address (1 host up) scanned in 12.61 seconds
>
Filtra host
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nmap — traceroute - ”72” LA VENDETTA

nmap -sn —f —--traceroute www.libero.it

Zenmap - o IEl
Scgnsione  Strumenti  Profilo  Aiuto
Obbiettivo: | www.libero.it V| Profilo: V| |Scansione| Annulla
Comande: | nmap -sn -f —-traceroute wwwlibero.it
Hosts Servizi Nrmap output | Porte / Hosts| Topologia | Dettagli host | Scansioni
SO 4 Host Visualizzatore hosts | Fisheye | Controlli Salva grafica

W wwwliberoit (151,

wen et 15115721

Chst
Omsie

Olvresramace

Filtra host

® Marcantoni Fausto e5]

nmap —\decoy address

nmap puo inviare i pacchetti con\un indirizzo «esca» per evitare un firewall

nmap -D 193.205.92:253 193.205.92.108

nmap -D [decoy] Jcargat/]

nmap -D RND:10 [:ur’;et] (Generates a random number of decoys)

nmap -D decoyl;a=2cov2,decoy3 etcC. Manually specify the IP addresses of the decoys)

c:\>nmap -D 193.205,

hmap.org ) at 2017-10-27 12:27 ora legale Europa occidentale
.92.108

nétbios-ssn
microsoft-ds
exec

Togin
shell
rmiregistry
ingreslock
nfs
ccproxy-ftp

postgresql

unknown
00:0C:29:BB:AB:1D (VMware)

P
[MAC Address
Nmap done: 1 IP address (1 host up) scanned in 2.38 seconds

c:\>
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nmap — decoy address

Fle Edt View Go Capture Anslyze Statistics Telephany  Tools Intemols Help
waew DEXEE v+ T2/[EE b a@®% 8
Filter: | [ -] epression... clear Apply

No. Time Source Destination Protocol  Info winsize  ©
1 0.000000 | 193.205.92.253 193.205.92.145 TCp 62560 > htrp-alt [SYN] Seg=0 Win=3072 Len=0 MsS=1460 =

193.205. 92,253

red (480 bits)

0000 by 5 9e 57 66 be 08 00 45 00}
0010 [T 1 00 00 26 06 el al cl cd 5c fd ci cdf
[PFLMlsc o1 f4 60 1f 90 87 f1 93 70 00 00 00 00 60 O]
(LELINOC 00 1f aa 00 00 02 04 05 bd 00 00

| Profile: Default

@ Frame (frame), 60 bytes

©® Marcantoni Fausto ®53

nmap —\decoy address
L'opzione -D & usata per,mast:herare uno scan di porte usando uno o piu IP
“esca”, questo fa sembrzre airivsi remoto che gli hosts specificati come esche
stiano facendo anche lorc'una’scansione della rete di destinazione.
nmap -D [decoy] [tarcet]
Sintassi: nmap -D\[d=cny1, decoy2, decoy3, etc| RND:Number] [IP destinazione]
nmap -D/192.163)1.33 192.168.1.31 192.168.1.32 192.138.1.34
In questo.esempio l'indirizzo ip in grassetto & I'indirizzo IP del bersaglio remoto
Inoltre, durante I'esecuzione di una scansione con esca, Nmap mandera ulteriori
pacchetti dal numero specificato di indirizzo esca.
Questo fa sembrare effettivamente che I'obiettivo sia sottoposto a scansione da
piu sistemi contemporaneamente.

Utilizzando le esche I'ip sorgente si “mescola nella folla’ cosa che lo rende piu
difficile da rintracciare.

® Marcantoni Fausto ®54

21/11/2018

27



nmap — Idle Zombie Scan

Questa tecnica consente di utilizzare un altro host della rete che & inattivo. Il principale vantaggio di
questo metodo € che i file di log del firewall registra I'indirizzo IP dello Zombie e non il nostro IP.
Tuttavia per avere un risultato ottimale bisogna trovare padroni di casa che sono inattivi sulla rete.

nmap -sI 193.205.92.69 193.205.92.145
nmap -sI [zombie host] [target]
B Prompt dei comandi [E=mEE

C:\Usersifausto>nmap —sI 193.2085.92.6% 193.285.92.145
HARNI NI Many people use —PN w/ldlescan to prevent pings from their true IP. On the othe d, timing ifS
1. more reliahle scans.

E: accident
Incremental
eresiing =
t shown: 297 clos f tered pnrts
[PORT STATE SERVICE
2 tcp open ssh
80 tcp open http
?@2-tcp open iss—realsecure
MAC Address: BB:04:23:BA:17:91 (Intel)

imap done: 1 IP address (1 host up> scanned in 17.11 seconds

C:\Userssfausto>

zombie host
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nmap — Idle Zombie Scan

bisogna trovare padrcni('i casa che sono inattivi sulla rete

Internet si basa sull'unione di due protocolli fonc ar ertall 1 “P e IP, quando host A si collega ad host B, inviera un pacchetto TCP contenente un flag SYN attivo all'interno
del quale vi sara presente un numero K compreso ua 0.2,2432-1

Tale numero viene chiamato Identification Siquerac Nur b r (da ora ISN).

Host B, ricevuto il pacchetto TCP da host # r\s“ond' ra assua volta con un altro pacchetto contenente flag SYN e ACK con ISN J proprio e ISN K+1 (ovvero I'1SN di host
A aumentatodi 1).

Al ricevimento del pacchetto SYN+AC!, hiast A nrovizedera all'invio di un terzo pacchetto contenente esclusivamente flag ACK con i due numeri (K e J) aumentatidi 1.
Dopo questi tre banali passaggl la connussicae "CTYIP & stabilita; a questo punto vi domanderete cosa mai potra aver a che fare il funzionamento del protocollo TCP/IP
con l'ultima “apparizione” dell' argy~C.di nirap.

La risposta & semplice: Kevin M (famosu zacker americano) dimostro che i numeri ISN potevano essere facilmente prevedibili per il fatto che venivano generati in
sequenza fissa... vedianrc.com 2.

Prendiamo in consider.zicae heot /« (Attarounte), host B (Zombie) ed host C (Target).

Prima di tutto inviam® ur’ pac.ietti. S+ ACK dall'host attaccante (A) all'host zombie (B): per quanto abbiamo detto prima cid non dovrebbe essere consentito in quanto
la comunicazione TSP vien® in'zializz=t< col il solo flag SYN, cio nonostante host B risponde alla richiesta con un pacchetto contenente il flag RST che a sua volta include
il numero, esemplificative: 1S'« 1000.

Fatto questo siamo a tanos :enza dell'ISN di B e sappiamo anche che lo stesso verra incrementato linearmente: inviamo da A un pacchetto “alterato”a C contenente I'ip
di B facendo ricadere quc'sivealia responsabilita al medesimo: abbiamo in questa circostanza introdotto il concetto di spoofing.

Nel caso in cui la porta H ai'C & aperta questi inviara un pacchetto a B (impersonificazione di A) contenente un pacchetto SYN+ACK ma, non avendo B legittimo richiesto
alcunché, questi chiudera la cianessione con un RST, incrementando logicamente I''SN di 1: 1001.

Dopo aver fatto questo I'attaccante inviera un pacchetto SYN+ACK a B che, come in precendenza, chiudera la comunicazione con un RST ed incrementera I''SN di 2:
1002 facendo denotare lo stato open della porta H.

Se invece la porta H di C & chiusa questi inviera un pacchetto a B (impersonificazione di A) con flag RST e, pertanto, I''SN di B non cambiera.

Quando A inviera un nuovo pacchetto SYN+ACK a B ed in risposta trovera un RST, constatera che I'lSN sara aumentato solo di 1 facendo notare lo stato closed di H.
Nmap & ingrado di fare tutto cid ed & proprio qui che entra in gioco I'opzione - dello stesso (dove | sta, guarda caso, per idle scan).

Tramite il TCP Sequence Prediction, nmap segnala il “grado di difficolta” al fine di “intrappolare” un host zombie.
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nmap — Idle Zombie Scan

bisogna trovare padroni di casa che sono inattivi sulla rete

nmap —O —v 193.205.92.145

@ Prompt dei comandi

[C:\Users\Faustodnmap -0 -v 193.205.92.145
Staxting Noap .08 ¢ hetpt/Znmap.org ) at 2012-86-4 09142 ora logale Europa occidentale
ade

aB sgrives for scanning
A

e at W42 550 elapsed

itiating SYN Stealth Scan

Scannlny 1 *53 145 (1080 ports]

vered apen port 902/tep on 193.205,92.145

Cnmpleted SYN Stealth Scan at 8.i1s elapsed <1008 total por

Initiating 08 dotection Ctry Wt aya)n“t 193.265.92.145

Retrying O detection (try 423 ag 193.266.93 145

Retrying 05 getect ion Cery 3 aga)n4t 193.205.92 145

Retxying 08 dotection (try #3 aga. 28592145

Recxving 08 detection Cc 3 18 SS%inat 193 pnniea 1dt
1 2,145 is un (E -806155 laconoy>.

sho cloved porcs
Hiath SEROTGE

i a e
133:80:17:91 (Intol)
tehes for host CIF Sou know uhat 05 s running on it. see httpi//amap.orgseubnits 3.

s
S oRseo s
105 =HE B4S T11NIj4:10f
/04
HEBANNT L

o op

F1EE" 3o uence Bradiction: DiFFiculty=262| (Gand-tac
1P 1D Sequence Generatio zeros

e e i 16s T FoNT G STrg T Ti165~ (x86>\Unit\Nnap

08 dotootion perforned. Please report any incoryect i

[Nnap done: 1 TP add» host by scanned in 24.32 seconds

e packets sontr 1690 <51 63k T hevar 1097 C47.G76KEY

C:\Users\Faustod
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nmap — Idle Zombie Scan

bisogna trovare padrcni('i casa che sono inattivi sulla rete

nmap -0 -v-153.205.92.25

Prompt dei comandi

occidentale

t1

9:45, B.87s elapsed {1 total hosts>
i host. at 24!

1 host. at B9:46. 5.58s elapsed

g 3389/tcp on 193. 205.92_25
Stealt]\ Scan at B9:46. 4.50s elapsed (1008 total ports)
detection C(try #1) aga)nrt ulisse2.cs.unicam.it (193. ZES 92.25>
unicam.it <193.2@5.9: > is up (A.08018s latency).
ts on ulisseZ. c_‘.unlnam it €193.285.92.25)>:

: @D:89:BF (UMuare)
O86can results may he unrelinkle because e could not Find at
Device type: general purpoce
Microsoft HWindous 2808
: Microsoft Windows Server 2088 Bet
ptine guess: 24,787 daye (since Thu Hay 10 8:d0:17 2oums
1 how
diction: Difficulty=263 <(oad luck!>
] doauonce Generation: Inceemental

va bene

[Head data Files From: G:sProgram Files Cx86)\Umit\Nmap
0S detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address <1 host up) scanned in 18.67 seconds

Raw packets sent: 2845 (92.546KB> ! Rcud: 17 <822B)

Usershfausto>

"AY (= E e |

least 1 open and 1 closed povt
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nmap — Idle Zombie Scan

bisogna trovare padroni di casa che sono inattivi sulla rete

Auxiliary module running as background job 1.

00.147.42.12's IPID sequence class: Randomized

00.147.42.2's IPID sequence class: Randomized

00.147.42.39's IPID sequence class: Unknown

00.147.42.30's IPID sequence class: ALL zeros (=
00.147.42.31's IPID sequence class: Unknown |
090.147.42.36's IPID sequence class: All zeros |
90.147.42.32's IPID se e class: Incremental!
00.147.42.35"'s IPID sequence class: Unknown &
090.147.42.41's IPID sequence class: All zeros

00.147.42.40's IPID se e class: Incremental!
00.147.42.45's IPID sequence class: Unknown

00.147.42.43's IPID sequence class: Unknown

auxiliaryl( ) >

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
ms f

® Marcantoni Fausto ®59

nmap - MAE Address Spoofing

Un altro metodo per bypassiire I vestrizioni del firewall, & lo spoofing
dell'indirizzo MAC del propr.c.host.

nmap —--spoof-mac Juv:01:02:25:56:AE 193.205.92.145

Specify MAC address ' ficin a Vendor —> —-spoof-mac Dell/Apple/3Com
Generate a random MMA\C aldiress —> —-spoof-mac 0
Specify your own'M.C 2aidress —> —-spoof-mac 00:01:02:25:56:AE

A ME (NON) FUNZIONA ...
anzi funziona male ...
e pol ...

©® Marcantoni Fausto ® 40
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nmap — Append Random Data

Molti firewall ispezionano i pacchetti, cercando in loro dimensioni e contenuti, al fine di identificare un
potenziale scan.

Per evitare questo tipo di rilevazione ¢ possibile utilizzare il comando --data-lenght aggiungendo altri dati
e di inviare pacchetti di dimensione diversa da quella default.

nmap —--data-length 30 193.205.92.145

5 Prcmﬁ_t dei comand = = P

C:\Users\fausto>nmap ——data—lergth 38 193.285.92.145 b

997 closed ports
ATE SERUICE
open  ssh
open http
pen iss-realsecure
MAC Address: B@:@4:23:BA:17:91 <Inteld

map done: 1 IP addeess (1 host up) scanned in 8.62 seconds

SNUgershFausto?>

® Marcantoni Fausto

LT
nmap, - output
| Formati di Output di Nmap
nmap -oN scan.txt, 193.205.92.108
——append-outprui: | (Accoda anziché sovrascriverei file di output)
¥ Prompt dei comandi |ﬂ‘é]
2812 as: nmap —oN scan.txt 193.285.92.56
da.cs.unicam.it <19 -92.56>:
snet—sensor—mgmt
AC Address \@B:50:56:A2:78:AF (UMlare>
i Nmap done at Wed May B9 12:83:42 2012 —- 1 IP address (1 host up> scanned in ?7.92 secon
C:\Users:fausto>
® Marcantoni Fausto 62
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nmap - output

| Formati di Output di Nmap

nmap -oX scan.xml 193.205.92.108

——append—-output (Accoda anziché sovrascriverei file di output)

m Prompt dei comandi

ty otocol="tcp" numservice A" services="1,3-4.6
3,119,125, 135 139 143—144 146,161,163.179,199,211-212,222_254-256 259,264, 2004
49'? 5008,512515,524,541,543-545,548.554-555,563 587,593,616 617.625.631,636.
7. 8300-801,8058.843,873.880,888.898,900-9A3,.911-912_.981 .987.990,992-993,995.99%
166,16

4,1126,1130-1132.1137-1138,1141,1145,1147-1149,1151-1152,1154,1163-1
1311.1322.
139? 1688 . 1761 ,1'?1'? 1721 723

36, 1244, 1247-1248. 1259, 127112792 1277.1287. 1296 . 1309-1301 . 1309

1653,1666

68.5566.5631,5633.5666.5678-5679 5718, 5730, 5260 SBBZ 531
52 5959-5963,5287-5989 59986007, 60A? .6025 . 6857 .61
92 6699,.6779,6788—6789,.6792,6839,6881.690;

® Marcantoni Fausto

9 @
22 .8031.8842.8045.8
-8889,8873,8388.8
B3,9535,.9575,9593-9|
—13617,13621 13626,1

043

nmap,- output

| Formati di Output di\Ninap

—ox scai.xml 193.205.92.108
"’A

| CAUsers\faustols anxml

nmap

£~ & X[ @ nmap report Ll

R ———Tc | =) ]

H e e 218149 2012 D s e e by Vsl VA

‘ ‘ [193.205.92.56 / dida.cs.unicam.it

ping results
arp-response
address

193.205.52.56 (ipvd)
00:50:56:A2:78:AF (mac)

hostnames
dida.cs.unicam.i (°TR)

ports

The 395 portz scanned but not shown below are in state: closed

995 ports replied with: resets

[State
open__[ssh
open_[retp
open__[https
open[mysal

open __[snet-sensor-mgmt

Service Product _|Version [Extra info

® Marcantoni Fausto
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nmap - verbosita

Livello di verbosita
nmap -v 193.295.92.108
EH Prompt dei comandi — ’ . - - {L@I&J

faustodnmap -v 193.2085.92.56

ing Hmap 5.88 ( http://nmap.org > at 2812-85-8% 12:12 ora legale Europa occidentale
Loaded M scripts for scanning.

Initiating ARP Ping Scan at 12:13

[Scanning 193.2@85.92.56 [1 port]

3, 9.88s elapsed (1 total hosts)
NS resolution of 1 host. at 12:1

onpleted Parallel DNS resolution of 1 host. at 12:13, 5.52s elapsed
Initiating SYN Stealth Scan at 12:13
canning dida.cs.unican.it (193.205.92.56> [1808 ports]

apen port 22 tcp on 193.205.92.56

open port 443/tcp on 193.285.92.56

open port B8B/tcp on 193.2085.92.56

npen port 33B6-tcp on 193. 235 92.56

port 1@@BB/tcp on 193.205.9
onpleted SYN Stealth 8can at 12:13, 11., elap.,ed {1808 total ports>
Host dida.cs.unicam.it {1%93.285.92.56> up {B.08s latencyd.
Intere*tmg pnrt., on dida.cs.unicam.it (1'}3 285.92.5%6>:
n: closed ports

STRTE SERVIGE

open

open

open

open

snet—sensor—-ngmt

:5@:56:A2:78: RF (UMWare>
from: SProgram Files (xB6>\Unit\Nmap
map done: 1 IP address {1 host up) scanned in 7.85 seconds
Raw packets sent: 18981 (44.842KB> | Rcvd: 1881 <44

\sershfausto)>

® Marcantoni Fausto 065
ap - debug
Livello di debugging
amap.—d[0-9] 193.295.92.108
EH Prompt dei comandi {L@I&J
ion 4.1.2 {packet.dll version 4.1.0.2601>
snmap.org > at 2012-85-89 12:15 ora legale Europa occidentale
rts found open (TCP lﬂﬁﬂ UDP:@,. SCTP:B>
188, min 1608, max 10088
P 1A08,. UDF 1888, SCTP 1088
B, max B
host-timeout: @
pts for scanning.
RP Ping Scan at 12:15
285.92.56 [1 portl
Packet captre filter (device ethi4>: arp and ether dst host BB:26:9E:57:66:BE
iCompleted ARP Ping Scan at 12:15, B.78s elapsed {1 total he
Oue»all Fendlng rates: packets / s, 53.85 hytes ~ s.
193.2@85.92.78
193.2@5. 92 1
ng server 192.168
In1t1at1ng Pcu-allel DNS resolution nf 1 host. at 1.
mass_w»dns: 5.52s A1 [#: 3. OK: B, Ni: @, DR: B, S a,
onpleted Parallel DNS resolution of 1 host. at 5. 5 52., elap.,ed
esolution of 1 IPs took 5.52s. Mode: Async [ﬂ 3. OK: 1. NX: B. DR: @, §F: 0. TR: 3,
Initiating SYN Stealth Scan at 12:1%
Scanning dida.cs.unicamn.it (193.2085.92.56> [1888 ports]
Packet capture filter (device ethl4): dst ]m.,t 193.205.92.114 and <icmp or <{tcp or udp o
80/tcp on 193.205.92.
IDiscovered open port 443/tcp on 193.285. 92 56
Discovered open port 22/tcp on 193.2085.92.56
covered open t 33B6/tcp on 193.205.92.56
® Marcantoni Fausto 066
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Nmap Scripting Engine

Con nmap vengono forniti anche una serie di script ufficiali elaborati
all'interno del progetto.

Introdotto relativamente di recente, il Nmap Script Engine € un versatile
motore di scripting per estendere le capacita di Nmap senza forzare gli
sviluppatori ad approcciare un compito impegnativo quale la moaifica dei
sorgenti C del programma.

NSE & un motore per script in linguaggio LUA e permette agli utentidi
automatizzare una serie di procedure e test verso gli host target.

® Marcantoni Fausto 047

Nmap Seripting Engine

Aggiornare gli script (ma-ccrve ??77?)

bisognaassere/amministratori, ma non é cosi semplice

BN Amministratore. Pro.mpt 3+ comandi |ﬂ&|

nmap ——script-updatedbh

B ( http://nmap.org > at 2| B5-A9 12:22 ora legale Europa occidentale

ase updated successfully.
P addresses (B hosts up? scanned in 1.98 seconds

dous\systen32>

©® Marcantoni Fausto 048
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Verificare la presenza

Nmap Scripting Engine

di un computer della LAN in "promiscuous mode"

nmap -sV ——-script sniffer-detect 193.205.92.108

B Prompt dei comandi

:NUserssfausto?nmap ——scrip

tarting Nmap 5.88 C http:/ /i
Interesting ports on 193.2085
Mot shown: 292 filtered port:
[PORT STATE SERVICE
open msrpc
open nethios—ssn
open microsoft-ds
open unknoun
open  krh524
open unknoun
open cslistener

MAC Address: B@:1E: 1:
[ Host script results:

C:\Userssfausto>

-
t sniffer—detect 193.205.92.127

nmap.oryg > at 2012-85-B? 12:57 ora legale Europa occidentale
.92.127:

1AABA/tcp open  snet—sensop—mgmt

9C (Compal Information Ckunshan}> CO.2>

_ sniffer—detect: Likely in promiscuous mode (tests: "11111111">

imap done: 1 IP address {1 host up> scanned in 13.25 seconds

® Marcantoni Fausto
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Nmap Seripting Engine

Verificare la presenza di un ralware su un web serve
nmap -p80,443,8080 --—script=http-malware-host 193.205.92.108

Zenmap =B =
Scan Tools Profile “elp
Target: |193.20 56 Profile: | Scan
Command: |nmap -» 8L,44 3 7480 --script http-malware-host 193.205.92.56
Host~ | Nmap Output ‘ Ports / HosrsITnpo[ng'yi Host Der'arls]sr:ans{
o° f Hal nmap -p 80,443,8080 --script http-malware-host 193.205.92.56 .VI
Starting Nmap 5.51 ( http://nmap.org ) at 2012-05-09 13:12 ora legale
Eurcpa occidentale
Nmap scan report for dida.cs.unicam.it (193.205.92.56)
(0.00¢
appears to be clean
appears to be cl
:AF (VMware)
IP address (1 host up) scanned in 2.24 seconds
[ [ |
Filter Hosts I

©® Marcantoni Fausto
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Nmap Scripting Engine

Verificare la presenza di Conficker tra i computer inseriti nella LAN.

nmap -PN -T4 -pl39,445 -n -v —--script=smb-check-vulns —-—
script—args safe=1 193.205.92.108

o iap

T e

Scan Tools Profile Help ]

Target: IlQB.ZDS.EZ.SS w | Profile: I b Cancel
Command: |nmap -p 139,445 -T4 -v -n -Pn —script smb-check-vulns —script-args safe=1 193.205.92.56
fimep 5 it el ~n DNS resolve
Hosts | services | Nmap output | Pores / Hoss | Topology | Host Details | Scans| v+ verbose

nmap -p 139,445 ~T4 -v -n -Pn ~-script smb-check-vulns --script-args safe=1 193.... vJ Details

Starting Nmap 5.51 ( http://mmap.org ) at 2012-05-09 13:15 ora legale

Eurcpa occidentale

NSE: Loaded 1 scripts for scanning. ‘l

Initiating ARP Ping Scan at 13:15

Scanning 193.205.92.56 [1 porc] ]

Completed ARP Ping Scan at 13:15, 0.87s elapsed (1 total hosts)

Initiating SYN Stealth Scan at 13:15

ng 193.205.92.56 (2 ports] 1l

Completed SYN Stealth Scan at 13:15, 0.00s elapsed (2 total ports)

! Mmap scan report for 193.205.92.56 |
Host is up (0.00s latency).

PORT  STATE SERVICE ]
top closed netbios-ssn This comm

tep closed t-ds
MAC Address: 00:50 2:78:AF (VMware)

Scanr

3 chesks for the MS08-067 vulnerability

Read data files from: C:\Program Files (x86)\Nmap
Nmap done: 1 IP address (1 host up) scanned in 2,22 e gacl
Raw packets sent: 3 (1168) | Revd: 3 (108E]

KE— [

Filter Hosts |

® Marcantoni Fausto e71

Nmap Setjpting Engine
Enumerare le risorse condivis@ iriun sistema Windows o Samba file server.

nmap -Pn —--script=smw-cdipum-shares 193.205.92.0/24

- Zenmap =@ B |
Scan Tools Profle Help
Target [193205920024 Pafie | Scan| Carcel
Command: [nmap P ~sciiot sn b-enn-shares 193.205.92.0/24
p
|
Hosts | Senic’u | Nn <p Outr ut | Ports / Hosts | Topology | Host Details | Scans|
e :L.“’St ‘_:‘ 1. 13p -Pn —script smb-enum-shares 193.205.92.0/24 v] De(a\ls!
{1 anonymeus access: ReaD =
ymo
w J map scan report for www.sst.unicam.it (193.205.92.63)
W\ flunfycs Host is up (@.@@12s latency).
Not shown: 996 closed ports
B wigrtes. PORT  STATE SERVICE
= 22/tcp open ssh
3208 9:
L & 80/tcp open http
193%5.9: 139/tcp open netbios-ssn
P op “
| 445/tcp open microsoft-ds
193205 9 MAC Address: 9@:0C:20:A5:53:08 (Ware)
W 1932059
W 1932059
W 1932059
W 1932059 vice (webscucla server (Samba, Ubuntu))
rg— tiax: cunlimited>
3 =
W 1932059 access: READ <not a file shares
B sttt [ Curreny| user ('guest’) access: READ <not a file share>
streport.c -
W 1932059 P
4 iceproject Users: @, Max: cunlimited>
| Path: C:\var\speol\samba
153205 = Anonynous access: <none>
= 2 Current user ('guest') access: <none>
‘1 B!
G ‘
prints
Fiter Hosts l Type: STYPE_DISKTREE =
® Marc e72
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Nmap Scripting Engine

Verificare la vulnerabilita di apache cve2011-3192

nmap -p T:80,443 —--script http-vuln-cve2011-3192.nse 193.

75@1 Tools _Profile Help

Targt: [153255.52% | ot [

|
e ]

Coands [amep 570,443 —scp Wi ERD1 -5 152158 193205.52.90

Venap ottt Hosts Ty st bt Sans |
- T804 crt hip il 20113152 e 1932058230

| & ouef]

Starting Nesp 5.51 ( hetp://nmap.ozg ) at 2012-05-09 14:03 ora legale Zuropa occidentale
2ap .1t (193.205.52.90)

apping byce ranges are requested
ace: 20120813

osvoa:TaT21

b server is vulnezable to a denisl of sevice attack when (imess s
overlapping byve ranges are
aace: 2011-08-19

e

/hag/175
singlecia=ssss

f4Ei2E (ivare)

|| Mo done: 1 Tp aadress (1 nost up) scanned i 2.31 seconds

® Marcantoni Fausto
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Nmap Setjpting Engine

Verifica la vulnerabilité di apachs: cve2011-3192 (tutta una network)

nmap -p T:80,443 —-script nttp-vuln-cve2011-3192.nse —--script-args

http-vuln-cve2011-71°Z.ostname=nmap.scanme.org 193.205.92.0/24

e =& = ]
Sean_Tools rofile _slp
Target: lmzusr ~ | erofite: [ ~ | scan| cancel
Command: [nma > 11-3192.n5 —script-args http 1310 193.205.52.0/24
Ho Servic, Nime,Out, | s Hosts| Topology | Host Details | Scans |
45 443 —script hitp-vul 1-3102.nse —-script-args http-vul 13102 e 1vl Detals.
| = ip (0.007us laveRewr. &
sy
‘l “ g5 §:54:F4:92 (Enterasys)
[
Nmap scan report for 193.205.92.157
@ Nl nosc is up (0.0012s lacency).
@\ 1 PRt  state smRvice
60/tcp open http
®@ 1 neepvaln-cvez01i-3io2:
@ 1 | VOLNEREBIE:
| Zpache byterange filter Das
W@ 1 : | scace: vonvemasie
@ 1 i1 1= ovE:
| Descripeion:
L | The Zpache web server is vulnerable To a denial of service attack when numerous
w overlapping byve ranges are requested.
| Disclosure date: 2011-08-19
¥ 1 | References:
w0 ntcp://seclists.org/fulldisclosure/2011/Aug/175
I ntep://essus.org/plugins/ind viewmsinglecid=35976
L | ntcp://osvdb. org/74721
w i I_ ntep://cve.mitre.oxrg/cgi-bin/cvename . cginame=CVE-2011-3192
h ops
® 1 29:5F:57:DA (VMvare)
W u
Nmap scan report for infola2il.informatica.unicam.it (193.205.92.158) |
W 15| gost isoup (0.00027s latency).
{1 PORT  STATE SERVICE
80/tcp open hts =
Filter Hosts el = k]

® Marcantoni Fausto
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Nmap Scripting Engine

Checks if the target IP range is part of a Zeus botnet (tutta una network)

nmap -sn -PN --script=dns-zeustracker 193.205.92.0/24 [ -oX scan.xml ]

Zenmap - o IEd

Scansione  Strumenti Profilo Aiuto

Obbiettivo: | 193.205.92.0/24 | Profilo v| [scansione|  Annula

Comando: | nmap -sn}Pn —script dns-zeustracker 193.205.920/24

Hosts || Senvi Nmap output | Porte / Hosts | Topologia | Dettaglihost | Scansioni
SO ¢ Host nmap -sn -Pr --script dns-zeustracker 193.205.92.0/24 v Detgl
193205920
Starting limap 6.40 ( http://nmap.org ) at 2014-04-02 11:39 ora legale Europa
namesevercst| || arorgine [T
192205922 Nnap scan report for 193.205.92.0
Host is up
193205923
o052 Ny scan resort for naneserver.cs.unican. i (193.205.92.1)
193205925
Nnap scan report for 193.205.92.2
193205926 Host iz up
192205927 Nnap scan report for 193.205.92.3
193205928 Host is up
193.205929 Nnap scan report for 193.205.92.4
1932059210 Host-ds upx
1932059211 Nnap scan report for 193.205.92.5

Host is up

193.205.9212

103205.9243 Nrap scan report for 193.205.92.6
Host is up.

TEEETEEEEEEEECECEECEECEEETEEE

103.20592.14
o B cansceporksfond 9586157
1032055216
Nrap scan report for 193.205.92.8
193.205.92.17 Host is up
152030018 Nrap scan report for 193.205.92.9
1932055219 Host is up
1932059220 Nmap scan report for 193.205.92.18
o |Host is up.

1932059221
2 Nimap scan report for 193.205.92.11

Filtra host HRsEEis e

® Marcantoni Fausto ®75
N Scyipting Engi
map scipung eEngine
These scripts find hosts ahd services that advertise themselves to the
network broadcast address,
nmap -Pn —-script=brcadcas:
* Zenmap </ \ B
Scan Tools Profle Help
Target: N o Prafile: | Scan|  Cancel
Command: [T R T R
Hosts  Sonices | “im p Output | Ports / Hosts | Topology | Host Datails | Scans |
ns |Gt | _timap Pn —script broadcast I Details
‘ Starting Nmap €.90 ( http://nmap.org ) at 2012-06-26 69:00 ora legale Europa occidentale
‘ Pre-scan script results:
| _cap-info: please specify an interface with -e
broadcast-dhcp-discover:
H 1P offered: 193.205.92.122
Subnet Mask: 255.255.255.0
Server Identifie 193.205.92.7
Router: 193.205.62.2
Domain Name Server: 193.205.92.70, 193.205.92.1
_ Domain Name: infermatica.unicam.it
broadcast -wpad-discover:
_ ERROR: Could not find WPAD using DNS/DHCP
broadcast-ping
T0: 193.005.92.36  HAC: 09:01:06:01:27:20
IP: 193.205.92.2 MAC: 00:0e:38:39:10:3f
IP: 193.205.92.173 MAC: 80:02:3e:81:8d:d6
IP: 193.205.92.27 MAC: 90:01l:e6:9f:e7:15
Tp: 193.205.92.131 MAC: 08:02:3¢:01:0
Tp: 193.205.92.136 HAC: 08:02:3¢:01
Tp: 193.205.92.124 HAC: 00:02:30:01:00:03
Tp: 193.005.92.147 MAC: 00:02:30:01:00:0:
1. 193,05 82116 tac 397925
IP: 193.205.92.141 8
T: 193.205.92.138 o1
Tp: 193.205.92.79
I: 193,205 52 140
T: 193,205 82123
T5: 193,205 82 21
IP: 193.205.92.112
T; 193,205 92,146 I
B Tp: 193,205 52 118
©® Marcantoni Fausfo ®76
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NSEDoc
Index
Categories
auth
broadcast
brute
default
discovery
dos
exploit
external
fuzzer
intrusive
malware

Scripts (show 370)
Libraries (show 96)

Scripts

acarsd-info

address-info
afp-brute

afp-ls
afp-path-vuin
afp-serverinfo
afp-showmount
ajp-auth
ajp-headers
ajp-methods
amap-info
asn-query
auth-owners
auth-spoof

backorifice-brute

backorifice-info
banner
bitcoin-getaddr
bitcoin-info

® Marcantoni Fausto

NSE Documentation

http://nmap.org/nsedoc/index.html

Retrieves information from a listening acarsd daemon. Acarsd decodes ACARS (Aircraft Communication Addressing and Reporting
System) data in real time. The information retrieved by this stript includes the daemon version, API version, administrator e-mail address
and listening frequency.

Shows extra information about IPv6 addresses, such as embedded MAC or IPv4 addresses when avaiati=.

Performs password guessing against Apple Filing Protocol (AFP).

Attempts to get useful information about files from AFP volumes. The output is intended to resemble the G itputaf 1=

Detects the Mac OS X AFP directory traversal vuinerabily, GVE-2010-0533.

Shows AFP server information. This information includes the server's hostname, IPv4 and IPV6 ade resses, ind 117rdv are type (for
example Macmini OF MacBookExo).

Shows AFP shares and ACLs.

Retrieves the authentication scheme and realm of an AJP service that requires autnentication.

Performs a HEAD or GET request against either the root directory or any optional directs 'y ana i fun 3 the server response headers.
Finds out what options are supported by the AJP server by sending an OPTIONS requ .st/and ists £ terally risky methods.

Gatners information (a list of all server properties) from an AMQP (advanced {xessag( qu uing p otc ‘ol) server.

Maps IP addresses to autonomous system (AS) numbers.

Aftempts to find the owner of an open TCP port by querying an auth daemon w iich 11st zi20.he-pen on the target system. The auth
service, also known as identd, normally runs on port 113

Checks for an identd (auth) server which is spoofing its replies.

Performs brute force password auditing against the BackOrifice service. fhehackizi£s
(it specifies ports to run the script against)

Connects to a BackOrifice Service and gathers information about the \ost z.3d the Sar.Orifice service itself.

A simple banner grabber which connects to an apen TCP port and.nrints aut 2 wihing sent by the listening service within five seconds.

brute.ports script argument is mandatory

Queries a Bitcoin server for a list of known Bitcoin nodes
Extracts version and node information from a Bitcoin server

e77

ncat

Ncat is a generzi-gurpose command-line tool for
»Reading
» Writing

»Redirecting
»Ercrypting
data across a network

Swiss Army knife

http://nmap.org/ncat/guide/index.html
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ncat

connect to a network service

ncat dida.cs.unicam.it 80

ncat -C dida.cs.unicam.it 80

The -C option turns on &7 cF replacement

GET/HTTP/1.0

C:\Progran Files (xB6>“Nmap>ncat dida.cs.unican.it 88
IGET ~ HTTP-1.@8

HTTP/i 1 483 Forhidden
T @3 Nov 2011 @9:16:48 GMT
ﬂpac] #2.2.3 {Cent08>

close
[Content-Type: textshtml; charset=UTF-8
(!DOCTYP]{E}]\:R% PUBLIC "—//W3C//DTD RHTML 1.1-/EN" “http:- uwu. xhtmlil DID xhtmlil.dtd">
he a
<title>Apache HITP Server Test Page powered

itle>
<{meta http—i 'Content-Type" content="te arset=UTF-8" />
{style type >

® Marcantoni Fausto e79
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using Ncat as a web broviser

ncat -1 locellicst 8080 < hello.http
"c:\Program Files (x86\\N=12>"\ncat -l localhost 8080 < c:\hello.http

Creare un file: hello.http

= Prompt dei comandi
HTTP/1.0 200 OK

:\Users\fausto ocalhost 8888 < hello.http <html>

GET / HTTP/1.1
i <body>
(WiNBows NT 6.3; WOW64; rv:28.0) Gecko/2l410l4101 Firefox/28.0 y:
\ X ‘°?“°B/X&h§plg§m; ER 11Ca;1%n§xmlyq =0. <h1>Hello, world!</h1>
dccent Encedne e et 1ot <lbody>
</html>

Moxzilla Firefox

o : A ME (NON)
Hello, world! FUNZIONA ...
anzi funziona male
Anzi funziona
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execute an external command

ncat -1 —--exec Default port: 31337
ncat -1 —--sh-exec

The --sh-exec option (-c) works the same as --exec, except that it executes the
command by passing it to /bin/sh -c on Unix or cmd.exe /C on Windows.

C:\Users\fausto.mfausto>ncat -1 --exec
Awiso di sicurezza Windows.
ewall ha bloccato alcune funzior
app
Windows Firewall ha bloccato alcune funzionalita di ncat.exe in tutte le reti pubbliche e private.

Nome: ncat.exe
Autore: Sconesciuto

Percorso:  C:\program files (x86) pmap\ncat.exe

Consenti a ncat.exe di comunicare su queste ret:
Retiprivate, ad esempio una rete domestica o aziendale

[JReti pubbliche, ad esempio in asroporti e Intemet café (scelta non consigliate
perché il livelo di sicurezza di quest= reti & spesso insuffidente o del tutto assente)

B Consenti accesso| | Annuila

® Marcantoni Fausto e8]
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execute an external comriand
ncat -1 —-exzc¢ “/bin/echo HELLO”

Default port: 31337

CxB6>\Hmap*ncat 193.2685.92.139

NG~ Program Files Cx86)~NmapX>
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ncat

execute an external command

ncat -1 —--exec “/bin/ls”
Default port: 31337

B Amministratore: Prompt dei comandi =

C:\Program Files (x86>\Nmap>ncat 193

T
[YehScarah. properties
bcoryg . conf .new

® Marcantoni Fausto 33
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execute an external comriand

ncat -l -—=2xec “cmd.exe”

Microsoft WiMdows [Versione 6.1.7601]
Copyright (c) 2009 Microsoft Corperation. Tutti i diritti riservati.

C:\Program Files (x86)\Nmap>]]

©® Marcantoni Fausto e84
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execute an external command

ncat -1 —--exec “cmd.exe”

C:\Program Files (x86)\Nmap>dir/w

dir/w

I1 volume nell'unite C non ha etichetta.

Numero di serie del volume: 2BE5-29FD o

Directory di C:\Program Files (x86)\Nmap

[.] aol 3rd-party-license
ca-bundle.crt CHANGELOG COPYING
COPYING_HIGWIDGETS hello.http iconl.ico
[licenses] ncat.exe
NDIFF_README nmap-mac- jrefj
nmap-payloads
nmap-service-probes
nmap.xsl
[nselib]
python26.d11
[scripts]
tutto_cs.txt
ZENMAP_README
31 File 14.310.980 byte
7 Directory 262.013.968.384 byte

C:\Program

Lo nine e

Files (x86)\Nmap>

SO

e85

mcat

execute an external comriand
ncat -1 —--sh-axec “/bin/sh”

2\

ual-machine:~% ncat -1 --sh-exec "/bin/sh"

C:sProgram Files (xB6>“MmapX*ncat 193.205.92.139
comando —— LEM

1
s.desktop
Immagiqi
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proxying

ncat -1 3128 --proxy-type http
ncat -vvv -1 3128 —--proxy—-type http

Ncat can act as a proxy server itself in listen mode.
The only proxy type supported is http.

studente@studente-virtual-machine:~$ ncat -1 3128 --proxf
Ncat: Version 5.21 ( http://nmap.org/ncat )

Ncat: Listening on 0.0.0.0:3128

Server proxy

Utilizza un server proxy per le connessioni AN, Oneste
a | impostazioni non verranno applicate 74 2 coanessioni remote o
tf. | Opzioni Internet P

Indirizzo:  193.205.92,139 Patas, 3428 Avanzate

| Ignora server proxy per o iz iwscl
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Ncat simply moves bits fromoricplace to another

ncat -1 ncat [host]

C:_\Prngram Files {(x86>~MHmap*ncat 193.2685.92.139%
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two users can communicate with each other

studente@studente-virtual-machine:~$ ncat -1 --chat -v
aYar-) A s, (Pl icat: Version 5.21 ( http://nmap.org/ncat )
Ncat: Listening on 0.0.0.0:31337

Files <x86>-Nmap>ncat 193.285.92.
ncat [host] 193.285.92.109 is connected as -
already connected: 193.205_92_7BQ \§ userd>.

M39
193.2085%.92.189 is conn userd>.
already connected: noh a
193.205%.92.189 is connd ® {userb>.

¥.189 as <userd>.

-V

on file descriptor 4.
file descriptor 5.
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two users can transfer files between them

receiver listens

nicav —1 > outputfile
ncat —-send-only host2 < inputfile

sender listens

ncat -1 —--send-only < inputfile
ncat hostl > outputfile
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nping

Nping is an open-source tool for
» network packet generation,
» response analysis
» response time measurement

Nping allows users

® Marcantoni Fausto

» to generate network packets of a wide ranye i protocols

e9]

npmng

execute an external comriand

nping —-c 1 ~-tcp -p 80 www.google.it

C:\Program Files -p 88 wwu.google.it
Starting Nping O. /nmap.org/nping > at 2l11—11 Iﬂ3 11 52 ora
SENT 8208s> T 22 > -148.99:80 S ¢ 76
-109:29422 SA I:tl 53
92.109:29422 SA tt1-53
92.109:29422 SA tt1-53 id-=! 9158

g rtt: 428.600ms
H €0.08:>
3.95

L
ad(he.,s pinged in 1.64 seconds

©® Marcantoni Fausto
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riferimenti

www.insecure.org

www.nmap-tutorial.com
nmap.org/man/it/index.html
nmap.org/book/nse.html
nmap.org/nsedoc/index.html

Manuali on line:
http://resources.infosecinstitute.com/nmaoncheat-sheet/

network-mapping-cheat-sheet.html
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