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PeerPeer--toto--Peer SystemsPeer Systems

Beyond Limitations of Beyond Limitations of 
Client/ServerClient/Server
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ClientClient--Server ParadigmServer Paradigm

•• Servers store resources and implement servicesServers store resources and implement services
•• Clients send requests to the serverClients send requests to the server
•• Many clients interact with a server or a cluster of Many clients interact with a server or a cluster of 

serversservers
•• Drawbacks:Drawbacks:

–– Many clients correspond to few serversMany clients correspond to few servers
–– Limited resources: computational power, network Limited resources: computational power, network 

bandwidth, ...bandwidth, ...
–– Often resources do not scale with demandOften resources do not scale with demand
–– Servers must guarantee fault tolerance, security, load Servers must guarantee fault tolerance, security, load 

balance, ...balance, ...
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How to overcome these limitations? How to overcome these limitations? 

•• The main problem is the concentration of resources in a small nuThe main problem is the concentration of resources in a small number of mber of 
machinesmachines

–– other problems are obvious consequencesother problems are obvious consequences

•• Observation:Observation:
–– clients can provide good computational power, storage capacity aclients can provide good computational power, storage capacity and network nd network 

connectivityconnectivity
–– according to a (conservative) estimate 10 billion MHz and 10000Taccording to a (conservative) estimate 10 billion MHz and 10000T B are not B are not 

utilized at the edges of Internet [From openP2P.com]utilized at the edges of Internet [From openP2P.com]

•• Solution:Solution:
–– to distribute resources (process load, network bandwidth, ...) ato distribute resources (process load, network bandwidth, ...) among all nodes of mong all nodes of 

a networka network

•• but...but...
–– complex algorithms complex algorithms 
–– privacy and security are difficult to be implementedprivacy and security are difficult to be implemented
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PeerPeer--toto--Peer SystemPeer System (1 / 2)(1 / 2)

•• In a PeerIn a Peer--toto--Peer (P2P) system every Peer (P2P) system every 
participating node acts both as a client participating node acts both as a client 
and as a server and “pays” its participation  and as a server and “pays” its participation  
by providing access to some of its by providing access to some of its 
resources, e.g., processing power and disk resources, e.g., processing power and disk 
space.space.
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PeerPeer--toto--Peer SystemPeer System (2 / 2)(2 / 2)

•• Two main classes of P2P systems:Two main classes of P2P systems:
–– Hybrid P2P systemsHybrid P2P systems
–– Pure P2P systemsPure P2P systems

•• Existing P2P SystemsExisting P2P Systems
–– Huge processing capability, e.g., SATI@HOME, Huge processing capability, e.g., SATI@HOME, 

FightAIDS@HomeFightAIDS@Home, ..., ...
–– File sharing, e.g., Napster, File sharing, e.g., Napster, eMuleeMule, ..., ...
–– Collaboration, e.g., Collaboration, e.g., SpamnetSpamnet , ..., ...
–– Distributed file systems, e.g., Distributed file systems, e.g., FarsiteFarsite, , FreenetFreenet, ..., ...

•• A lot of work still misses...A lot of work still misses...
–– Complex operationsComplex operations
–– Security and trustSecurity and trust
–– ......
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P2P P2P vsvs Distributed Systems (1)Distributed Systems (1)

•• A distributed system is a collection of independent A distributed system is a collection of independent 
computers that appears to its users as a single computers that appears to its users as a single 
coherent system.coherent system.
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P2P P2P vsvs Distributed Systems (2)Distributed Systems (2)

•• Key aspect: TransparencyKey aspect: Transparency

Hide whether a (software) resource is in memory or on diskHide whether a (software) resource is in memory or on diskPersistencePersistence

Hide the failure and recovery of a resourceHide the failure and recovery of a resourceFailureFailure

Hide that a resource may be shared by several competitive Hide that a resource may be shared by several competitive 
usersusers

ConcurrencyConcurrency

Hide that a resource may be replicated in several placesHide that a resource may be replicated in several placesReplicationReplication

Hide that a resource may be moved to another location Hide that a resource may be moved to another location 
while in usewhile in use

RelocationRelocation

Hide that a resource may move to another locationHide that a resource may move to another locationMigration Migration 

Hide where a resource is locatedHide where a resource is locatedLocationLocation

Hide differences in data representation and how a resource Hide differences in data representation and how a resource 
is accessedis accessed

AccessAccess

DescriptionDescriptionTransparencyTransparency
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P2P P2P vsvs Distributed Systems (3)Distributed Systems (3)

•• In contrast with In contrast with 
distributed systems, distributed systems, 
P2P systems are P2P systems are 
based on based on awareness awareness 
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Working ScenarioWorking Scenario

•• Peers frequently connect and disconnect from the Peers frequently connect and disconnect from the 
networknetwork
–– P2P system rapidly increases and decreases its sizeP2P system rapidly increases and decreases its size
–– no DNSno DNS
–– no static IP numberno static IP number

•• Application level virtual networksApplication level virtual networks
–– mismatch with real network affects negatively performancemismatch with real network affects negatively performance

•• HeterogeneityHeterogeneity
–– desktop computers, palms, mobile phones, ...desktop computers, palms, mobile phones, ...

•• Local interactionsLocal interactions
–– No knowledge of the global structure of the systemNo knowledge of the global structure of the system

•• UntrustedUntrusted entitiesentities
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Main CharacteristicsMain Characteristics

•• The organization of the particular P2P The organization of the particular P2P 
system can provide several propertiessystem can provide several properties
–– DecentralizationDecentralization -- no centralized authorityno centralized authority
–– CooperationCooperation –– sharing of resourcessharing of resources
–– ScalabilityScalability –– as many clients as serversas many clients as servers
–– Robustness & FaultRobustness & Fault--ToleranceTolerance –– replicas replicas 

management, load balance, redundancymanagement, load balance, redundancy
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ScalabilityScalability

•• How well a solution to some problem will How well a solution to some problem will 
work when the size of the problem work when the size of the problem 
increasesincreases
–– a central server may perform adequately a central server may perform adequately 

when interacting with ten clients, but it may when interacting with ten clients, but it may 
perform inadequately when interacting with perform inadequately when interacting with 
one thousands of clientsone thousands of clients

30 October 200330 October 2003 Leonardo MarianiLeonardo Mariani 1212

RobustnessRobustness

•• Robustness is the ability of a system to maintain Robustness is the ability of a system to maintain 
“safety“safety--responsibilities”, even though events responsibilities”, even though events 
happen that are able to disturb the systemhappen that are able to disturb the system

•• e.g., in the case of an e.g., in the case of an electronic marketelectronic market
–– how fact can a customer find someone who provides how fact can a customer find someone who provides 

a desired service?a desired service?
–– do both parties, customers and producers, meet their do both parties, customers and producers, meet their 

needs?needs?
–– is the is the QoSQoS respected?respected?
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FaultFault--ToleranceTolerance

•• The ability of a system or a component to The ability of a system or a component to 
continue normal operation despite the continue normal operation despite the 
presence of hardware or software faults.presence of hardware or software faults.
–– often it involves redundancyoften it involves redundancy
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Protecting user rightsProtecting user rights

•• Anonymity Anonymity –– operations performed by a operations performed by a 
peer must not be recognizable from other peer must not be recognizable from other 
peerspeers

•• Privacy Privacy –– data owned by a peer must not data owned by a peer must not 
be readable from unauthorized peersbe readable from unauthorized peers

•• Security Security –– the system must be reliable the system must be reliable 
even when attackedeven when attacked
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AnonymityAnonymity

•• the degree to which a software system or the degree to which a software system or 
component allows for or supports component allows for or supports 
anonymous transactions.anonymous transactions.
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PrivacyPrivacy

•• Ensuring that individuals maintain the Ensuring that individuals maintain the 
right to control what information is right to control what information is 
collected about them, how it is used, who collected about them, how it is used, who 
has used it, who maintains it, and what has used it, who maintains it, and what 
purpose it is used for (sometime it is purpose it is used for (sometime it is 
included in security)included in security)
–– violation attempts: an intruder read or violation attempts: an intruder read or 

change/modify your confidential datachange/modify your confidential data
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SecuritySecurity

•• ““freedom from risk or danger”freedom from risk or danger”
•• in computer science: in computer science: 

11-- security is the prevention, or protection security is the prevention, or protection 
against against 
–– access to information by unauthorized recipients, andaccess to information by unauthorized recipients, and
–– intentional but unauthorized destruction or alteration intentional but unauthorized destruction or alteration 

of that informationof that information
oror
22-- security is the ability of a system to protect security is the ability of a system to protect 

information and system resources with respect to information and system resources with respect to 
confidentiality and integrityconfidentiality and integrity
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Security Security –– core areascore areas

•• ConfidentialityConfidentiality : Ensuring that information is not accessed by unauthorized : Ensuring that information is not accessed by unauthorized 
personspersons

•• IntegrityIntegrity: Ensuring that information is not altered by unauthorized perso: Ensuring that information is not altered by unauthorized persons ns 
in a way that is not detectable by authorized usersin a way that is not detectable by authorized users

•• AuthenticationAuthentication: Ensuring that users are the persons that claim to be: Ensuring that users are the persons that claim to be

Additional areasAdditional areas
•• Access ControlAccess Control : Ensuring that users access only those resources and : Ensuring that users access only those resources and 

services that they are entitled to access and that qualified useservices that they are entitled to access and that qualified users are not rs are not 
denied access to services that they legitimately expect to receidenied access to services that they legitimately expect to receiveve

•• NonrepudationNonrepudation: Ensuring that the originators of messages cannot deny : Ensuring that the originators of messages cannot deny 
that they in fact sent the messagesthat they in fact sent the messages

•• AvailabilityAvailability : Ensuring that a system is operational and functional at a : Ensuring that a system is operational and functional at a 
given moment, usually provided through redundancy. given moment, usually provided through redundancy. 
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Addressing Security...Addressing Security...

• Risk avoidance : A security fundamental that starts with questions like: Does my 
organization or business engage in activities that are too risky? Do we really need an 
unrestricted Internet connection? Do we really need to computerize that secure 
business process? Should we really standardize on a desktop operating system with 
no access control intrinsics?

• Deterrence : Reduces the threat to information assets through fear. Can consist of 
communication strategies designed to impress potential attackers of the likelihood of 
getting caught. 

• Prevention: The traditional core of computer security. Consists of impleme nting 
safeguards. Absolute prevention is theoretical, since there's a vanishing point where 
additional preventative measures are no longer cost-effective.

• Detection: Works best in conjunction with preventative measures. When prevention 
fails, detection should kick in, preferably while there's still time to prevent damage. 
Includes log -keeping and auditing activities

• Recovery: When all else fails, be prepared to pull out backup media and restore 
from scratch, or cut to backup servers and net connections, or fall back on a disaster 
recovery facility
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Types of attacksTypes of attacks

•• denial of servicedenial of service
–– “extreme” use of a service causing loss of availability“extreme” use of a service causing loss of availability

•• malicious peers malicious peers -- malicious clients, but also malicious malicious clients, but also malicious 
servers!!servers!!
–– wrong responses to querieswrong responses to queries
–– malicious changes on data filesmalicious changes on data files

•• malicious groups of peersmalicious groups of peers
–– coordinated attackscoordinated attacks

•• an intruder uses your system to launch attacks against an intruder uses your system to launch attacks against 
other systemsother systems
–– filling the storage capability of a peer can affect other prografilling the storage capability of a peer can affect other programs ms 

running on the same peerrunning on the same peer
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Some general operations in P2P Some general operations in P2P 
systemssystems

login P2P system

P2P system
search

P2P system get
P2P system

P2P system

publish

P2P system P2P system

Search based on? (keys, file name, ...)
Extra parameters of the search? (TTL, ... )
Other possible operations?

Routing strategy?
Privacy? Security?
Additional information gained during routing?

How do I now the peer that must be 
initially contacted? 
What’s the peer’s identity? (mobile 
devices, ...)

In which point the peer is linked with the other peers?
Which functionality the peer must implement to be part of 
the system?
Which information must move from peers in the system to 
the new peer? How does the peer increase connectivity?

How is performed the direct transfer? 
(direct connection, back through the just 
used path, ...)

discovery

P2P system

How is performed the discovery phase (if any)? Which 
policies are used when structuring the system?

Which information must be provided when 
publishing data/services?

In which way items are distributed into the 
system?
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Existing P2P SystemsExisting P2P Systems

•• Hybrid P2PHybrid P2P
–– NapsterNapster
–– FarsiteFarsite
–– OceanstoreOceanstore
–– ......

•• Pure P2PPure P2P
–– GnutellaGnutella
–– PP--GridGrid
–– ChordChord
–– CANCAN
–– FreenetFreenet
–– ......
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Characteristics taken into Characteristics taken into 
considerationconsideration
•• System constructionSystem construction

–– peer addition and deletion peer addition and deletion 
•• Searches/RoutingSearches/Routing

–– stored routing data and searchesstored routing data and searches
•• ScalabilityScalability

–– hot spots management, ...hot spots management, ...
•• FaultFault--ToleranceTolerance

–– replication of functionality and data, ...replication of functionality and data, ...
•• AnonymityAnonymity

–– anonymizinganonymizing of operations and data, ...of operations and data, ...
•• SecuritySecurity

–– adad--hoc functionality for system preservationhoc functionality for system preservation


