Peer-to-Peer Systems

Beyond Limitations of
Client/Server

clients can provide good computational power, storage capacity and network
connectivity

= according to a (conservative) estimate 10 billion MHz and 10000T B are not
utilized at the edges of Internet [From openP2P.com]

® Solution:
= to distribute resources (process load, network bandwidth, ...) anong all nodes of
a network

® but..
— complex algorithms
— privacy and security are difficult to be implemented
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/0 main classes of P2P systems:
Hybrid P2P systems
Pure P2P systems
Isting P2P Systems
Huge processing capability, e.g., SATI@HOME,
FightAIDS@Home, ...
= File sharing, e.g., Napster, eMule, ...
— Collaboration, e.g., Spamnet, ...
— Distributed file systems, e.g., Farsite, Freenet, ...
® A lot of work still misses...
— Complex operations
— Security and trust
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nts send requests to the server
y clients interact with a server or a cluster of

Many clients correspond to few servers

— Limited resources: computational power, network
bandwidth, ...

— Often resources do not scale with demand

— Servers must guarantee fault tolerance, security, load
balance, ...
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Peer-to-Peer (P2P) system every
ICipating node acts both as a client
and as a server and “pays” its participation
Dy providing access to some of its
resources, e.g., processing power and disk
space.
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is accessed

H‘\de ere a resource is located
Migration Hide that a resource may move to another location

. Hide that a resource may be moved to another location
Relocation
while in use
Replication Hide that a resource may be replicated in several places

Hide that a resource may hared by several competitive
Concurrency s

Failure Hide the failure and recovery of a resource
Hide whether a (software) resource is in memory or on disk
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P2P system rapidly increases and decreases its size
DNS
no static IP number
S Application level virtual networks
~= mismatch with real network affects negatively performance
Heterogeneity
— desktop computers, palms, mobile phones, ...
Local interactions
— No knowledge of the global structure of the system
® Untrusted entities
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oW well a solution to some problem will
kK when the size of the problem
reases

= a central server may perform adequately
when interacting with ten clients, but it may
perform inadequately when interacting with
one thousands of clients
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= Cooperation — sharing of resources

- — Scalability — as many clients as servers

— Robustness & Fault-Tolerance — replicas
management, load balance, redundancy
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Ipustness is the ability of a system to maintain
afety-responsibilities”, even though events
ippen that are able to disturb the system
:g., In the case of an electronic market

= how fact can a customer find someone who provides
a desired service?

— do both parties, customers and producers, meet their
needs?

— is the QoS respected?
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olerance

ability of a system or a component to
inue normal operation despite the
asence of hardware or software faults.

~= often it involves redundancy
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egree to which a software system or
ponent allows for or supports
onymous transactions.
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om from risk or danger”
mputer science:
ecurity is the prevention, or protection
jainst
= access to information by unauthorized recipients, and

intentional but unauthorized destruction or alteration
of that information

or

2-_securit¥_is the ability of a system to protect
information and system resources with respect to
confidentiality and integrity
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ymity — operations performed by a
I must not be recognizable from other
ers
rivacy — data owned by a peer must not
be readable from unauthorized peers

e Security — the system must be reliable
even when attacked
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ring that individuals maintain the
t to control what information is
ected about them, how it is used, who
S used it, who maintains it, and what
=purpose it is used for (sometime it is
included in security)

— violation attempts: an intruder read or
change/modify your confidential data
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ity — core areas

identiality : Ensuring that information is not accessed by unauthorized

y: Ensuring that information is not altered by unauthorized persons
way that is not detectable by authorized users

ithentication: Ensuring that users are the persons that claim to be

ional areas
Access Control : Ensuring that users access only those resources and
Services that they are entitled to access and that qualified users are not
denied access to services that they legitimately expect to receive
Nonrepudation: Ensuring that the originators of messages cannot deny
that they in fact sent the messages
Availability : Ensuring that a system is operational and functional at a
given moment, usually provided through redundancy.
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idance: A security fundamental that starts W|th questions like: Does
ation or business engage in activities that are too risky? Do we really nee
icted Internet connection? Do we really need to computerize that secure
S process? Should we really standardize on a desktop operating system with
ess control intrinsics?
lerrence : Reduces the threat to information assets through fear. Can consist of
Imunication strategies designed to impress potential attackers of the likelihood of
ing caught.
ti The traditional core of computer security. Consists of impleme nting
safeguards Absolute prevention is theoretical, since there's a vanishing point where
additional preventative measures are no Ionger cost-effective.
Detection: Works best in conjunction with preventative measures. When prevention
fails, detection should kick in, preferably while there's still time to prevent damage.
Includes log -keeping and auditing activities
Recovery:. When all else fails, be prepared to pull out backup media and restore
from scratch, or cut to hackup servers and net connections, or fall back on a disaster
recovery faclllty
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How do l now the peer that must be

initially contacted?

‘What's the peer’s identity? (mobile

devices, ...)

T

Search based on? (keys, file name, ...)
Extra parameters of the search? (TTL, ...)
‘Other possible operations?

Privacy? Security?
Additional information gained during routing?

How is performed the discovery phase (if any)’ Which In which way items are distributed into the

are used when structuring the system! system?
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" — hot spots managem
Fault-Tolerance

— replication of functionality and data,
Anonymity

— anonymizing of operations and data, ...
Security

— ad-hoc functionality for system preservation
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& extreme” use of a service causing loss of availability
CI0L|JIS peers - malicious clients, but also malicious
ers

Wwrong responses to queries
malicious changes on data files
alicious groups of peers
— coordinated attacks
¢ an intruder uses your system to launch attacks against
other systems

— filling the storage capability of a peer can affect other programs
running on the same peer
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Gnutella
P-Grid
Chord
CAN
Freenet
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